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1.4 Security aspects

Learning Outcome
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1.2.2: Security aspects

Show understanding of the security aspects of using the Internet and
understand what methods are available to help minimise the risks

Show understanding of the Internet risks associated with malware, including
viruses, spyware and hacking

Explain how anti-virus and other protection software helps to protect the user

from security risks (this also links into section 1.4 of the syllabus)

1.4 Data integrity and security

Show understanding of how data are kept safe when stored and transmitted,
including:

o use of passwords, both entered at a keyboard and biometric

o use of firewalls, both software and hardware, including proxy servers

o use of security protocols such as Secure Socket Layer (SSL) and Transport
Layer Security (TLS)

o use of symmetric encryption (plain text, cypher text and use of a key)
showing understanding that increasing the length of a key increases the
strength of the encryption

Show understanding of the need to keep online systems safe from attacks
including denial of service attacks, phishing, pharming

Show understanding of the need to keep data safe from accidental damage,
including corruption and human errors

Show understanding of the need to keep data safe from malicious actions,
including unauthorised viewing, deleting, copying and corruption

Describe how the knowledge from 1.4.1, 1.4.2 and 1.4.3 can be applied to
real-life scenarios including, for example, online banking, shopping




PAGE 236

Data Integrity and security

Data integrity refers to maintaining and assuring the accuracy and consistency of data over its
entire life-cycle, and is a critical aspect to the design, implementation and usage of any system
which stores, processes, or retrieves data.

Data security is about keeping data safe. Many individuals, small businesses and major
companies rely heavily on their computer systems.

If the data on these computer systems is damaged, lost, or stolen, it can lead to disaster.

e

Damaged RS -

Data loss is an or event that results in data being corrupted, deleted
and/or ma e by a user and/or software or application. It occurs when
a elements can no longer be utilized by the data owner or
tion. Data loss is also known as data leakage.

ution/ Method of Recovery

ck-up

aving on regular basis

e Use of password so as unauthorised person can’t delete data.
Hardware failure e Back-up

e UPS (to prevent loss of data from power failure)

e Saving on regular basis

e Parallel back-up hardware

Reason

Accidental del

Software failure e Back-up

e Saving on regular basis
Incorrect computer e Back-up
operation e Shut down computer properly

e Remove external storage properly
Natural Disaster e Back-up
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Malware

Malware (malicious software) is specifically designed to disrupt or damage a computer system, such
as avirus.

Malware, short for malicious software, is software used to disrupt computer operation, gather
sensitive information, or gain access to private computer systems. It can appear in the form of code,
scripts, active content, and other software. 'Malware' is a general term used to refer to a variety of
forms of hostile or intrusive software.

Computer virus is program or code that replicates itself and is designed to amend, delete or copy
data and files on a user’s computer without their consent.

Viruses are developed with intention to harm other computer data and programs.

Worms and Trojan horse are also types of virus.

A worm is a program that actively transmits itself over a network to infect puters.

A Trojan horse is any program that invites the user to run it, concealin or malicious code.

A Trojan horse is any program that invites the user to run it, conc rmful or malicious code.

The Trojan Horse is a story from the Trojan War about rfuge that the Greeks used to
enter the independent city of Troy and win the war. In onical version, after a fruitless 10-
and hid a select force of men inside,

year siege, the Greeks constructed a huge woodg

including Odysseus. The Greeks pretended tofail
city as a victory trophy. That night the Greek

, and the Trojans pulled the horse into their
rept out of the horse and opened the gates for
the rest of the Greek army, which had ck under cover of night. The Greeks entered and
destroyed the city of Troy, ending th

Security Risk:
e Can delete or corrupt data and programs
e Can disrupt computer,
e Can cause computer stop working “hung”
Methods to remove risk
Install antivirus
Download data/programs only from authentic source
Scan before opening email attachments or data from external source
Install firewall
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Spyware
Spyware/key-logging is software that monitors key presses on a user’s keyboard, and relays the
information back to the person who sent the software.
Spyware is a form of malware that hides on your device, monitors your activity, and steals sensitive
information like bank details and passwords.
Security Risk:
e Transmits all data typed by user to the originator of spyware e.g. email/bank id and
passwords, debit/credit card number etc.
e Can read cookies.
e Can change default web browser
e Can install other spyware
Methods to remove risk
e Install anti-spyware software

e |nstall firewall

o Use on-screen keyboard to type user id
and passwords 0
War Driving
War driving is the act of searching for Wi-Fi wirel works by a person usually in a moving
vehicle, using a laptop or Smartphone. Itis al@ as Access-Point Mapping.

Security Risk 0
[ ]

Uses user’s internet data/time
e May hack password and ta

Methods to remove risk

e Limit thg u
° Firewgﬂo’ﬁ

o Use wired equiv@lent privacy (WEP) encryption
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Phishing
Phishing is the act of attempting to acquire sensitive information like usernames, passwords and
credit card details by disguising as a trustworthy source. Phishing is carried out through emails or
by luring the users to enter personal information through fake websites. Criminals often use
websites that have a look and feel of some popular website, which makes the users feel safe to
enter their details there.

- Secure Your Mail Account ! Tue, Aug 14, 2012 at

From “Yahoo! Member Service

To ingilab_ric@yahoo. com

Dear User,

=3
Your emall account will be blocked in response to a complaint recsived fwy th iStration.
According to provision 13.3 of Terms and Conditions, Yahoo may at any ti Inate
its Services for account
You can upgrade now to the newest Yahoo! Mail to avoid this terminati C

Once your account is upgraded, we will restore your account to it

S

55 posciDle to avoid

Upegrade Now
Kindly note that you have to perform this Upgrade as soo
loosing your account data.

What You Can Look Forward hen You Upgrade

« Faster email @
« The latest Yahoo! Mail spam-protéction alogy

e Easier-to-use design
o Unlimited email storage so th keep evendhing you
ANt

YWwhen you upgrade to the news jon of Yahoo! Wail, your content
(messages, folders, conta Wil be there.

Thank Yg eing A Loyal Yahoo! Mail User

ewest version of Yahoo! Mail. Popula‘r

& I Company
Da#id McD Popular
Senior Dirgltor Company

Froduct Management, Yahool kail I
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File Edit Wiew History —Bookmarks  Tools  Help
Chillyaar. pk x in ¥F | LinkedIn I God Bless You, I am Mrs.5and...
6 @ Https:/{mail.google. com/mailju0f#spam) 14cd6 1 aeser — & | | Q, search | ‘E}' E ‘ ﬁ @ Q =
e \ Ruknuddin “ dngilab 5 @ .l
" Patel :
Mail = ey Delete forever Hot spam E- 9% More * 4IRS ) ¢ o]
m God Bless You. | am Mrs.Sandra Bambar, an aging = H P

widow suffering from long time cancer illness. | have

g‘t};:::d“m some funds | inherited from my late husband, the sum of £
IFngoriant (2.300.000.00) Two Million Three Hundred Thousand United
Sant Mail State Dollars and | need a very honest and God fearing I
Drafts (81) person that will use this fund for God's work. | have ¢ cted
~ Circles you with faith and trust, hoping that you will not disa
Py me. Please if you would be able to use this fun good
; work of God and humanity, kindly reply me
]& -l V| possible. Your delay in respond will mag _ or
. another person. Yours dearest sister, ra Bambar

Spam %

® Azeem Lalani
@ Abdul Malik
@ afesta o Sandra Bambar <sandra_bambar10g 0 (1 day agao) - v

Fahad Siddiqui to >
Faheam Khan

lbad ur Rehrman ' Be careful with this messa«

personal infarmation. !

¢ e ¢ ¢ ¢

Ismail Madir
Liagat Ali
]

1. The most powerful weapon agai ing is common sense and the following rules that
every user should oblige to.
2. If you are not a custom e delete the email immediately. Dont click on the link or
reply.
3. If you are a custo ou are not sure if the email is legit do one of the following:

a) Contact the in
coursg)‘@d a

b) Instead dﬂsing provided open the website by typing in the official link there. The
site should hav. ws about the email on their starting page. (Most of the time). If not, use
3a to verify the email.

ne or contact at the official website (do not use the email link of
il is official.
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Pharming:

Pharming in Simple Steps:

e Hacker creates a fake website which appears similar to the original website.

Hacker poisons the DNS servers thus domain names are resolved into fake |IP address.
User types the URL of the original website in the browser.

The DNS server directs User to the fake website designed by hacker.

password etc.

User not knowing that it is a fake website, shares his confidential information such as login,

e Hacker gets the user confidential information from his fake web site and uses it to access the

original website.
e Hacker exploits user's confidential information to his liking.

& €

A";,.;k“ Faka Waeabsite
& rncbh.com.pk

‘:‘:\Qx‘b

DHS San.ral
{Lacal or ISP)

._@_f
User i
Protection
e Check the URL of any site that asks you to rsonal information. Make sure your
session begins at the known authentic ad e site, with no additional characters

appended to it.
e Use a trusted, legitimate Internet Serw
first line of defense against pharmi
e Check the certificate. It takes ju
e Block suspicious Websites

ider. Rigorous security at the ISP level is your

econds to tell if a site you land on is legitimate.

dentify fake website

B

;OD on B i
i b o e yebome
im = m e W .
:.':-' K=

| |

& | o

i lo

| o o 5
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Hacking

Hacking is unauthorized use of computer and network resources.

The activity of breaking into a computer system to gain an unauthorized access is known as
hacking. The act of defeating the security capabilities of a computer system in order to obtain an
illegal access to the information stored on the computer system is called hacking.

Protection:

> Make your passwords long and complicated, and with a good mix of letters and numbers,
as well as utilizing case-sensitive letters. Don't use anything familiar, such as your birthday, your
children's names or anything like that. If a hacker wants to attempt to break into your email

accounts, at least make him work for it.

> Don't ever allow your browser to remember your passwords. True, it m a bit of an
inconvenience to enter your password every time you log in. a@

> Activate Firewall éq

Firewall M

traffic based on predetermined security rules. A firewall typi tablishes a barrier between a

a firewall is a network security system that monitors and contro::&}ing and outgoing network
trusted internal network and un-trusted external networ chras the Internet.

Firewalls can be implemented as 0

both hardware and software, or a

combination of both. Network

firewalls are frequently used to

prevent unauthorized Internet user

from accessing private netwo
connected to the Internet
especially /ntranets Al
entering or Iga
pass through th irew. ch examines each message and blocks those that do not meet the

specified security criteria.

Functions of firewall

e Monitors incoming and outgoing traffic

e checking whether incoming or outgoing data meets a given set of criteria

e if the data fails the criteria, the firewall will block the ‘traffic’ and give the user(or network
manager) a warning that there may be a security issue

e logging all incoming and outgoing ‘traffic’ to allow later interrogation by the user(or network

manager)
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e criteria can be set to prevent access to certain undesirable sites; the firewall can keep a list of
all undesirable IP addresses

e helping to prevent viruses or hackers entering the user’'s computer (or internal network)

e warning the user if some software on their system is trying to access an external data source
(e.g. automatic software upgrade); the user is given the option of allowing it to go ahead or
requesting that such access is denied.

It is often referred to in this case as a GATEWAY. Alternatively, the firewall can be software

installed on a computer; in some cases, this is part of the operating system.

Limitations of firewall

e it cannot prevent individuals, on internal networks, using their own modems to bypass the
firewall

e employee misconduct or carelessness cannot be controlled by firewalls (fo@

example, control of passwords or use of accounts)

e users on stand-alone computers can chose to disable the firewall, @ir computer open
to harmful ‘traffic’ from the internet. .

e All of these issues require management control or personal co a single computer) to

ensure that the firewall is allowed to do its job effectively.

Proxy server :

A proxy server is a dedicated computer system runnin network that acts as an intermediary
between a client application, such as a Web browsef; real server.

how proxy servers work: @

When a proxy server receives a

request for an Internet resource 0 B

.(such as a Web page)., it looks in THiE By dnhe E:%J'Ef&ﬂ?ﬂ"g‘ Destination
its local cache of previously

pages. If it finds the page, it
returns it to the user witho
needing to forward the r
the Internet. If the page

This website

|P 2222 il ou arg
the cache, thespfiox T 5s
acting as a clienton b o )

user, uses one of its o
addresses to request the page from the server out on the Internet. When the page is returned, the
proxy server relates it to the original request and forwards it on to the user.

Functions of proxy servers include:

e allowing the internet ‘traffic’ to be filtered; they can block access to a website if necessary
(similar type or reaction as a firewall)

e by using the feature known as a CACHE, they can speed up access to information from a
website; when the website is first visited, the home page is stored on the proxy server; when
the user next visits the website, it now goes through the proxy server cache instead, giving
much faster access

e keeping the user's IP address secret — this clearly improves security

e acting as a firewall.
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Security Certificates

& US-CERT

UNITED STATES COMPUTER EMERGENCY READINESS TEAM
https://www.us-cert.gov/ncas/tips/ST04-014

If an organization wants to have a secure web site that uses encryption, it needs to obtain a site, or
host, certificate.
There are two elements:

» a closed padlock,

» URL that begins with "https:" rather than "http:"
If a web site has a valid certificate, it means that a certificate authority has
taken steps to verify that the web address actually belongs to that
organization. When you type a URL or follow a link to a secure web site, your
browser will check the certificate for the following characteristics: e

1. The web site address matches the address on the certificate

2. The certificate is signed by a certificate authority that the brow, izes as a "trusted"

authority ®,

If the browser senses a problem, it may present you with a dialc@that claims that there is an
error with the site certificate.
If you have chosen not to trust the company who issue rtificate, or if the certificate has
expired. You will usually be presented with the option to e the certificate, after which you can
accept the certificate forever, accept it only for that pasticular visit, or choose not to accept it.

.w_— 7.4 =
_G'w o X Undersars o w0 o c : 2 : et by e e o g s ¢

F 0 8 vangss o Wik [l | ety e Sk 0ok

and }l ered Bank

Hecue ComneLhon

| wwsarrem
‘st Chpmerend Fast

1 v it ey

TR A T T LA Y PO T

T J———

P'Erllﬁs!iinnﬁ | COMODE BUA Uneuded rldation facew v A 7
ORI & Lirrted
3 bt Pt OF Eacticatars

L T

Woou have nol grantec
PErmiEFong.

Whosday Maen B 38

ey Gresto W X008

13NN DT FEN TR TR 02D 4R AR LR
CH TR AR NTLE 3 0 DAY L e M AT 2 2 8 5
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Security protocols
There are two forms of security protocols when using the internet:

» Secure Sockets Layer (SSL)

* Transport Layer Security (TLS).

SECURE SOCKETS LAYER (SSL) is a type of protocol (a set of rules used by computers to
communicate with each other across a network). This allows data to be sent and received securely
over the internet.

When a user logs onto a website, SSL encrypts the data — only the user's computer and the web
server are able to make sense of what is being transmitted. A user will know if SSL is being applied
when they see https or the small padlock in the status bar at the top of the screen. So what happens
when a user wants to access a secure website and receive and send data to it?

The user's web browser sends a message so that it can connect
with the required website which is secured by 55L

)

Y

The web server responds by sending a ¢
to the user's web b

If the web browser can autfientidate this certificate, it sends a
message back to the web el -

eteived, the web server acknowledges the
SSL-encrypted two-way data transfer begins

es the security and privacy of data between devices and users when
st It is essentially designed to provide encryption, authentication and
data integrity in%ore ive way than its predecessor SSL.

When a website and client (user) communicate over the internet, TLS is designed to prevent a third
party hacking into this communication causing problems with data security.

TLS is formed of two layers:

* Record protocol: this part of the communication can be used with or without encryption (it contains
the data being transferred over the internet).

* handshake protocol: this permits the website and the client (user) to authenticate each other and
to make use of encryption algorithms (a secure session between client and website is
established).Only the most recent web browsers support both SSL and TLS which is why the older
SSLis still used in many cases. But what are the main differences between SSL and TLS since they
both effectively do the same thing?

* It is possible to extend TLS by adding new authentication methods.

¢ TLS can make use of SESSION CACHING which improves the overall performance 158 compared
to SSL.

. . @
communlcatgyg ver
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* TLS separates the handshaking process from the record protocol (layer) which holds all the data.
Session caching

When opening a TLS session, it requires a lot of computer time (due mainly to the complex
encryption keys being used). The use of session caching can avoid the need to utilise so much
computer time for each connection. TLS can either establish a new session or attempt to resume
an existing session; using the latter can considerably boost system performance.

Summer 2015 P12

(a) State what is meant by the term SSL.

(b) The following stages take place when a user wishes to access a secure website.
Put each stage in sequence by writing the numbers 1 to 6 in the column on the@t. The first one
[5]

has been done for you.

Stage p
number

the web server will then send back some form of a
the SSL encrypted session to begin .
the web browser checks whether the SSL cél ate is trustworthy; if it is,
then the web browser sends a message backtesthe web server

Marking Scheme

(a) Any one from:
— Secure sockets layer ' g transmitted

— Use of https —usg i€ a vate keys [1]
(b) 1 mark for each number in thi order, next to the correct stage.
Stage Sequence
number

the encrypted da@'s i h urely between the web browser and the web server 6

the web browsar attempts t to a website which is secured by SSL
the web server sefids the prowser a copy of its SSL certificate

the web server will then send back some form of acknowledgement to allow the SSL
encrypted session to begin

the web browser checks whether the SSL certificate is trustworthy; if it is, then the web 4
browser sends a message back to the web server

1
3
the web browser requests the web server to identify itself 2
5
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IBSEIDIDINIA A LT

A ECTIDIDHIL.CEL

NTHEILMILEHAGTIDHAIRIDD PINEODH MG UUH X
ECDMRIFFFEIMEHNLS ST TI1TT WV IO I3 I

DONOGHULIBSOLIFI3IIE WELITV = G H SS0
TWITOQSTJTRSSEKZZWATJHKLIUOIDIA EFI13™ %¥1>

VTTMEZFIFTK WGOEDK ZEZXT JCOCDIG K U] [ AT E K CALIT

It is a type of substitution cipher in which each letter i laintext is 'shifted' a certain number of
places down the alphabet.
For example, with a shift of -4, A would be repl

Caesar Cipher (Encryption) Q
The earliest known and simplest ciphers. The method’w ter Julius Caesar.

, D would become 4, and so on.

E|F
E|F

Encryption maksst ingless unless the recipient has the necessary decryption tools.
There are twortypes o n:

SYMMETRIC ENCRY! is a method of encryption in which one key is required to encrypt and
decrypt the data.
ASYMMETRIC ENCRYPTION (also known as Public Key Encryption)is a method of encryption in
which one key (public key) is required to encrypt and other key (private key) to decrypt the data.
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Symmetric Encryption
Plain-text input Cipher-text Plain-text output

“The guick “The guick
brown fox “AxCyv;SbmEseTfid3)f brown fox
jumps over GsmWe#4 ~ sdgfiiwir jumps over
the lazy 3:dkJeTsYBRis@! the lazy
dog” 43 " dog”

Encryption Decryption

Same key
LT W
(shared secret) z

KEY Distribution Problem:
In symmetric key encryption the sender has to supply the encryption k ecipient. But this
key could be hacked, which puts the security of the encrypted me isk. This problem is
known as key distribution problem. x

ASYMMETRIC (PUBLIC KEY) ENCRYPTION o
Public-key encryption is a cryptographic system that u@eys

-- a public key known to everyone @
-- and a private or secret key known only to the:own the key.

If a message is encrypted by Public key it CEE e decrypted by associated Private key.

If a message is encrypted by private key it ly be decrypted by associated public key.

Example 1: When Bob wants to ure message to Alice, he uses Alice’s public key

S her private key to decrypt it.(To make not-understandable

oo i« 0=

Alice's
public key

A=

Alice's
private key
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Example 2: When Alice wants to ensure that the message is sent by her (to verify the sender and
message is not altered, not to make message secure (not-understandable by others)),
she encrypts her message using her own private key.
Then the message is transmitted to Bob.
Bob decrypts the message using Alice’s public key.
The decryption of message by Alice’s public key confirms that this is Alice’s message, and is
without any alteration.
Alice

Alice’s
private key

Bob
Y

Wil | Verify I
payS500 | (Decrypt) | Aliee's

public key
Example 3 (Exam style question): Bill, a manager of a compan n email with very
sensitive information to a work colleague, Alison. However, Bi cmdentally sent it to
everybody in the company.
Describe the method used that ensured only Alison was ead the original contents of the

?Iﬁ.ﬁﬁﬁfﬁfﬁfﬁffﬁﬁﬁfﬁﬁﬁffﬁﬁfﬁfjf.f.'.f.'.'.ﬂ'jﬁf.'.ﬁ'.f ﬁﬁﬁ c)?ﬁfﬁfﬁﬂfff'.ﬁﬁﬁf.'.ﬁ'.i.fffffZ.'fff.f.'.'ff.f.fff.'.f.fff

Answer Key
Manager enc ison’s public key

Alison decrypts gmail rivate key
o Manager enerypts
e using public key o
e colleague decrypts email
e using his/her private key

Example 4 (Exam style question):Alexa sends an email to Beena. Explain how Beena can be
sure that she has received a message that is authentic (not corrupted or tampered with) and that it

came from Alexa.
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Answer Key

Alexa will encrypts her message using her own private key.
Beena will decrypts the message using Alexa’s public key.
If message is decrypted by Alexa’s public key, it shows that message is authentic (sent by Alexa
and not tempered).

Digital certificates e S
Digital certificates are used in Internet communications. A

Certificate Authority (CA) is responsible for issuing digital I Corticate Tnlormiton

e ;r;.;,ﬂ&qlrhnmﬂhlhrhl-_g—pldmk
Certlflcates *Ermures the ety of & remoie comouter
= Praves phar deniity B & nenate somprber

It contains Name of certification authority, Public key of R
company and Expiry date.

The method of issuing a digital certificate is as follows:

1. Auser starts an application for a digital certificate using

Gonttdl Detad  Cerbficason Bath

" Rete o e coriffcabon mylorily's datenenl hx delols.

Tvsued B *.tmach,

their computer. On this computer a key pair is T
generated. This key pair consists of a public key and an Vabd #gin, =i
associated private key. Py 6
2. The user submits the application to the CA. The \ e Siatement
generated public key and other application data are
sent. 0 =1
3. The key and data are encrypted using the CA’s publi

key before sending to CA.

4. The CA creates a digital document containin a@ sary data items and signs it using the
CA'’s private key.

5. The CA sends the digital certificate to the individual.

HASHING ALGORITHM
The hashing algorithm takes a messe
usually shown in hexadecimal
‘meaningless’ text. This is

key and translates it into a string of characters
akes the message or key almost impossible to read

Plain Text .:?

®

Message Digest Algo 4

543FC7DDEAOCF5EAF84279CBADCA180D

Cypher Text
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Authentication

Authentication means the receiver is certain who sent the cipher text.

For authentication passwords, digital certificates and digital signatures are used/

Digital signature

A digital signature is a mathematical scheme for verifying the authenticity of digital messages or
documents. A valid digital signature gives a recipient reason to believe that the message was
created by a known sender (authentication), that the sender cannot deny having sent the message
(non-repudiation), and that the message was not altered in transit.

How digital signature works

e Sender applies HASH algorithm on the message.

e Message digest is created.

e Sender encrypts the message digest using his own private key. This encrypted message digest

is called Digital Signature.

e Plain text along with digital signature is sent to recipient.
2 % Digital
EnchYPtion Qg "; signature

Cryptographic
Message hash ——L Digest ;
L/
Y
Receiver receives both plain message and digital s@

Receiver applies the same HASH algorithm onfmes

Sender's
private key

and obtains message digest

Receiver then encrypts the receiving digital si using sender’s public key to obtain sender’s
message digest.
Receiver compares his own generated e digest with the sender’'s message digest.
If both matches then message is se e intended source.
Digital signature is used to identi er.
5IF§NM;IW I'K‘.‘f'IJHI COMMUMICATION VERIFICATION
h USING IGITAL SIGHA) [ L k
DOC
Docimment ‘: * Document Dtk
¢ / ! .
o =) o L
) . e @
Hasirng Sander's . SJE::::L Hazhing sender's Fublilr:m
Mu{m Private key o i
i | . EE - f{ \ ¥ -:: .. &
123, @l 4 123, - (5-123%
Mesaags Enerypting the ' pigital g::ﬁ‘:;:‘. Massage Digest Meszage Digest
Digest Mezzage Digest Signature IF Both the Mesage Digest are equel, the document b suthentic
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DENIAL OF SERVICE ATTACKS
A denial of service attack (DoS) is an attempt at preventing users from accessing part of a
network, notably an internet server.
The attacker may be able to prevent a user from:

¢+ accessing their emails

% accessing websites/web pages \

¢+ accessing online services (such as g

banking).

One method of attack is to flood the network
with useless traffic.
When a user types in or clicks on a URL of a
website (using their web browser), a request
is sent to the internet server which contains
the website or web page.
Obviously, the server can only handle a finite
number of requests. So if it becomes
overloaded by an attacker sending out
thousands of requests, it won’t be able to service the user’s Iegiti{ est. This is effectively a

denial of service.
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Specimen Paper 2015
Q1) In a simple symmetric encryption system, each letter of the alphabet is substituted with
another.
The plain text message:
The Quick brown Fox jumps over a lazy dog.
becomes the cypher text message:
Zag towns jumpy Dmh coilv. mwgu f bfke rmq

(a) (i) Convert these words to cypher text.
Computer Science

(ii) Decode this cypher text message.
LFD Naflzgu

......................................................................................................................... [~

to know what

(b) Both the person who sends the message and the person who rec
the substitution key is, and they need to keep this secret. A copy of;
substitution key has been sent using SSL transmission. *ﬁ

Explain why this keeps the copy of the key secret during trw

(d) A user downloads software from the Internet.

(i) State what should be part of the download 0@”0& that the software is authentic?

B Q?ffﬁffffﬁfi.fffi.'.'.ff.'.'.'fffffﬁfﬁf.'.'.'fﬁfffff.fifﬁffﬁ.'.ff.f.'Zf.'.'.'.f.'.Zf.'.'.ﬁ'.'.ﬁ'.'.'.f.'.'.'j

(ii) Describe the process for ensuring th¢ ftware is both authentic and has not been altered.

(d) (i) | digital signature
(ii)

software is put through hashing algorithm

hash total is encrypted with private key (digital signature)

software + encrypted hash / digital signature are sent

receiver is in possession of sender’s public key

the received hash total / digital signature is decrypted with public key
(SH)

the receiver hashes received software (RH)

e [f SH matches RH then software is authentic and has not been altered
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Q 3) Digital certificates are used in Internet communications. A Certificate Authority (CA) is
responsible for issuing digital certificates.

(a) Name three data items present in a digital certificate.

(b) The method of issuing a digital certificate is as follows:
1 A user starts an application for a digital certificate using their computer. On this computer a key
pair is generated. This key pair consists of a public key and an associated private key.

2 The user submits the application to the CA. The generated ........ (i) ........ key and other
application data are sent. The key and data are encrypted using the CA’s ........ i) ... key.
3 The CA creates a digital document containing all necessary data items and it using the

CA’s ........ (iii) ........ key.
4 The CA sends the digital certificate to the individual.
In the above method there are three missing words. Each missingowo ‘public’ or

‘private’. *\

State the correct word. Justify your choice.

) SR UURRRSRIRSRD N <A
SV ES3 1 10%= 11 To] o U A
..................................................................................................................... [2]

) T U 23S
JUSHIFICAtION et et 0 ..............................................................
............................................................................................................................ [2]

[{11) LTRSS > N SR
N [VES] 1 107= 1 410] o H R N
......................................................................................................................... [2]

*
(c) Alexa seﬂds’%
®

Alexa’s email progra
* produces a message digest (hash)

*» uses Alexa’s private key to encrypt the message digest

+ adds the encrypted message digest to the plain text of her message

* encrypts the whole message with Beena'’s public key

* sends the encrypted message with a copy of Alexa’s digital certificate
Beena’s email program decrypts the encrypted message using her private key.

(i) State the name given to the encrypted message digest.
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(ii) Explain how Beena can be sure that she has received a message that is authentic (not

corrupted or tampered with) and that it came from Alexa.

.................................................................................... [2]
(iii) Name two uses where encrypted message digests are advisable
TSRS SRPRPRPP
RO URPR PR [2]
(a) Examples:

Serial number

Certificate Authority that issued certificate

CA digital signature

Name of companyiorgan|sat|0m‘|nd|V|dualisubjectfcyv

Certificate

‘Subject’ public key
Period during which Certificate is valid // so

nt date

(b) (i) | Public 3
The individual keeps their private ke

known by others (the public) :
(ii) | Public o

The individual does not kno rivate key of the CA // the individual
only knows the public ke CA // only the CA can decrypt the

packaged information 0

(iii) | Private
‘Only’ the

e // the public key can be

lic key will allow decryption of the Certificate //
ate was issued by the CA

(c) ()

(if) | Alexa’s digital certificate

(Includes) Alexa’s public key

Used to hash message received // produce message digest
Generated hash compared to digital signature

(iii) | Examples:

Financial transaction
Legal document
Software distribution
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Q 4 a) The table below gives descriptions of three types of malware.

Description Term
Malware that attaches itself to another program.

Malware that redirects the web browser to a fake website.

Email that encourages the receiver to access a website and give their banking
details.

Complete the table by adding the correct terms. [3]

(b) Ben wants to send a highly confidential email to Mariah so that only she can read it. Plain text
and cipher text will be used in this communication.
(i) Explain the terms plain text and cipher text.

[ P2 1T I =4 TR

email.

(a)
Description Term
Malware which attac 0 another program. VIRUS
Malware designed tg e web browser to a fake website. PHARMING
ggzg;llstlhat encourag eiver to access a website and give their banking PHISHING

(b) (i) Plain textisithe O
Cipher text is‘t%e@crypt
(ii) Asymmetric kéys meg
decrypt (private key)

Ben acquires Mariah’s public key
Ben encrypts email ...

using Mariah’s public key

Ben sends encrypted email to Mariah
Mariah decrypts email ...

Using her private key

1at the key used to encrypt (public key) is different from the key used to
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Q 5) Anna has to send an email to Bob containing confidential information. Bob and Anna have
never sent emails to each other before.

Bob and Anna both have public and private keys.

The first step is for Anna to request that Bob sends her one of his keys.

(i) State the key that Bob SENAS. ....o.eoviiiiiii e e e e [1]

(ii) Explain how Anna can be sure that it is Bob who has sent the key.

(iii) Anna has received the key from Bob.
The following incomplete table shows the sequence of actions between Anna and Bob to

communicate the confidential information.

Complete the table.

The person
performing the action
Anna

Bob

Anna

Anna
Bob

I(i) public

(ii) Bob sends his digital cen :
Digital certificate c0 Bob’s public key

fieertificate using CA’s public key provides legitimacy
—max 2

(i)

What that person does

Anna Requests Bob’s public key.

Bob Sends Anna his public key.

Anna Encrypts email with Bob’s public key.
Anna Sends the email to Bob.

Decrypts email.
Using his private key.
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Topical Questions from Past Papers

Winter 2014 P12
The following five statements about Internet security are incomplete:

(i) lllegal access to a computer system is known as <-------- >,

(iiy<-------- > are programs that self-replicate (copy themselves) and are designed to disrupt
computer systems.

(iii)<-------- > is where a user is sent legitimate-looking emails; as soon as the email is

opened and the recipient clicks on the embedded link, they are sent to a fake website.

(iv) Software that monitors key presses on a user’s keyboard, and relays the information back to

the person who sent the software, is knownas <-------- >,
(V) <-------- > is malicious code or software installed on the hard drive of r's computer or
on a web server; the code or software will re-direct the user to a fake websi ut their

knowledge. é
Complete the five statements using words from the following list: ®

» Cookies* hacking < pharming < phishinge spam - spv@ses * web browsers

Summer 2014
The diagram below shows a number of description rms used in computer security. By
drawing arrows, connect the correct descriptionfté t mputer security term.

Program installed on a PC to gather data
It monitors every key press and relays t
the home base.

user.

Cookies

Junk (unsolicited) electroni i ertising products
and services sen eral mailing list. Phishing

Sending an email t

companystle en directed to a bogus Pharming

website \Mfez@hel | details will be collected.
®

Malicious code installed on a PC or on a server. This

S
code directs users to a fraudulent website without their pyware
knowledge.
. . " . Spam
Act of locating and possibly exploiting a wireless network
by touring an area. This requires a laptop with relevant
software and an antenna.
War-driving

Information that a website stores about a user on the
user’s hard disk; this enables the website to remember
details about the user when they next visit the website.
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Q3) Five security or data loss issues are shown on the left-hand side.
Five possible methods of data recovery or protection are shown on the right.

Draw a line to match each definition/description of Issues to the most appropriate Methods of Data
Recovery.

Issues Methods of Data Recovery
Data loss caused by hard disk head Anti-spyware
crash software
Hacking into files and changing or Anti-virus
deleting data software

Introduction of software that self- Back-up fe;
replicates and can cause data loss
L/

Reading of illegally accessed X
documents cryption

Software that logs/records all key
presses on your computer without Passwords and a
you knowing firewall

Winter 2014 P13

3 (a) Felipe wrote down the followi tatements.

In each case, indicate wh statement is true or false and give a reason for your choice.
“Encrypting data prevent eing hacked”

TRUE/FALSE ..............

‘backing up data removes the risk of the data being infected by viruses”
TRUE/FALSE
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“Wireless (Wi-Fi) networks are less secure than hard-wired systems”
TRUEJFALSE ..o ettt e e e oottt e et e e e ettt e e enae nee e e ee st e e aanss e e e seeeeenees
=TT o R

(b) Felipe uses Internet banking. When he logs on, the website asks for the 1st, 4th and
8characters in his password. He selects the characters from drop-down boxes.
(i) State why drop-down boxes are used.

(ii) Felipe is also asked to confirm the last date and time when he logged onto the website.
State why he is asked to confirm this.

arrows, he is logged out of the website.
Give a reason why the website does this.

a) FALSE — encryption only stops data being read / sense (but does not prevent the act of

hacking)

FALSE — data when backed up could still have the yirus attached to it

— when the backed up datais re-loaded at ate, the virus could be loaded again into the
system together with the stored data

TRUE — tapping into a Wi-Fi network ively easy (even when the network is protected by
passwords)

are / key logging software [1]
elipe who logged on last time [1]

(b) (i) drop down boxes he
(i) — to ensure that it wa
— an additional authentig

(iii) in case it is?)t
A

iitempts to access the account[1]
24
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Summer 2014
Q2) An encryption system gives each letter of the alphabet a value:
A=1,B=2,C=3, ......... ,Y=257=26.

Each letter is stored in a 12-bit binary register. The letter “S” (19th letter) is stored as:
2048 1024 512 256 128 64 32 16 8 4 2 1

o(fo(o|(0o|0|O0O|O(1|D|OD(f1]1

A 4-bit register is used to store the encryption key. This register shows how many places the bits

are shifted to the left in the 12-bit register when it is encrypted. So,
E 4 2 1

0|1 (01

means each bit in the 12-bit register is shifted 5 places to the left and the register now becomes:
PO48 1024 512 256 128 64 32 18 08 4 2 1
| o|(lo|1(0|0(1|1|0|0|0]|0

Therefore, the letter “S” would be transmitted with the 4-bit registe&a it register as
follows:

|ﬂ‘1|ﬂ|1 D‘ﬂ|1|ﬂ‘ﬂ|1| 0|j0]|0

(a) “W” is the 23rd letter of the alphabet.
(i) Show how this letter would be stored in the 12-bit ter' before encryption:

Show how the letter © 2d in the 12-bit register in encrypted form:

2]
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{b) Find which letter of the alphabet has been encrypted here. (Show all your working.)

||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||

T e e R PR R R TR TR RTRTINTRT TR T I T ]

{c) (i) What is the largest encryption key that can be stored in the 4-bit register?
8 1 2 1

{ii) Convert this into denary (base 10). 0\

{iii) If this encryption key were used, what problem would it

PN
......................... o PR

(b) What is me?lt
. 4

(c) (i) A student wrote “I would make backup copies of my data to guard against viruses”.

Why is the student’s statement not necessarily true?
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(i) The same student also wrote “Encryption would stop a hacker accessing the data
in my computer files”.

Why is the student’s statement incorrect?

Summer 2010
Q4) A company has set up an Internet website to sell their electrical goods online.

(a) Give two features you would expect to see on the website.

encrypted.
(i) What is encryption?

(i) Why is data encrypted?

Q5) The student is inter
the simplest for
substitute cHaratter.
The student use$ this with the following character substitutions:

Message character |A |B |C (D |E |F |G |H |I J K |L |M
Substitute character [P |[L |F [N |O |C |Q |U |[D (Z |V |G |I

w simple encryption could be applied to a text message. One of
is a method of ‘substitution’ where each character has a unique

Message character [N |O (P |Q |[R |S |T |U |V |W [ X |Y |Z
Substitute character | X |M |W |J |B |[K |[E |A |H [S |Y |R |T
Assume all messages are made up from the upper-case characters only.

Show the string after the message ATSEVEN is encrypted.
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Q6) The encryption of data is widely used in computing.

(a) One application is online banking.

State two other applications where encryption is used.

Describe the reason for encrypting the data for each application.
WY o] o1 o7=1 i o] o 1t U UPTPER
REASON. . . et e e

Y o] o] o= 1[0} o 2P RUPRRPI
== LT o] o PR [4]
(b) Explain the terms plain text and cipher text.

PIAIN TEXLE ..o e e e e

(O3 T0] L= g (= PSRRI .[2]
(c) Symmetric encryption uses a single key.

Explain how a message is encrypted and decrypted using symmetric e

(d) Authorisation and authentication are processes desi protect the computer
system and data.

Give one technique used for each. 00

AUTNOTISALION oevecee e B e

Authentication .............coooiiin 0 .......................................................... [2]

Winter 2014 P13
1 Give, with reasons, thre

O 2
3 ‘? ................................................................. [3]

L ”
Safetyissues e.g.:

— electrocution from bare wires or spilling liquids on live equipment

— trip hazard due to trailing wires

— risk of heavy equipment falling from inadequate desks

— risk of fire if insufficient equipment ventilation or overloaded wall sockets [3]
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Candidate Example Response

Question 5

Example Candidate Response - high Examiner Commenis

& A mumid cOmpary wardn W S0nd & NeW Mk B L maiy redo siations. 1 mlll send e e T
the iy berione L relassn Sab im el St stalon can wnm e T Rk o il

The mms compary dons not wed e radko stefons 0 be Akle ko opan Hie misc e e 0000
oh $ie rolcass daty,

ettty two securty meassaes and desribs how each.meassors @ be vesd 0 makk e Fe
music $i2 cannot ba opensd url e celname dats,

Sscurty mansues 1 s j i

Breciption _._'J:h.-:_..._miumi._.m:l..J..;...mt...mi-._m—__ﬁhﬂ...g ........
T YR RS TE N SRR T RN R L
B Cambhinaten b e SR ned ) nkeRdrs

Bocuely miasunm £ _..Ln:r..lﬂtf-n

Duicelption . Earsca bl ap. e Bate. walshe  sasio .

ST PP, Liar, . bens ithoe | Thil i ik
i L -:.H;;J.'ﬂi Lo fare fang e
_ﬁm_ﬂ,:r_ﬂuu.&riﬂn_'f_.h__ﬂ_m

The candidata gave just enough of & referenca in releasi
they siated they could have been released at Bam. It w
this was Sam on the relzase dale.

53 and encrypiion key on the relesse dats &=
=n beneficial for the candidate fo have staled that

Examiner Commonts
¥ ridics aiatiora, o will iend T i B
s il T T riindy der radinicin

io e abibe by open the musio e il 000

 ach massurn can b uned. o make sum tha

ﬂThh fimescala ks too vague.
The system will only work if the

password is given out on the
releass date.

‘Thﬂiﬂ'ﬂiﬂﬂltlﬂﬁlﬂ:ﬁlﬂh
hore thea file will be decrypied.

Total mark awarded =
M| 2outofd

How the candidate could have improved their answer

The candidaie hasn't been specific enough in refeming to when the passwond and decryplion key could be given to the
company. They stated Hial it could be some time before the release date, but the systam would not work unbsss the
password wes ghven out on the relsgss date.
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Example Candidale Response = low Examiner Commenis

B A musk sompany warns i send &t muse Tie w many redo simons, 1wl send he mosic fie
the day belor the e dake s el T el delicns cen swns the ke ready for ieksase.

Tha music compai Ty doms not want the oo ststions ko ba bl o dpen e v (e el 0900

an trae rabeess doks

iy twe seourity maasunes and descrite how sach mewsure. can be used jo make e the

rusie T cannel be oparsd undl the dda. ."ﬁ'lﬂ ik i o
Secinity memsae 1 Pes  tode [ e Socmmer mark for passcode in reference 1o

M%@.L...@i..-m..mﬁ.;..kﬁ.....:I‘.'I:..M...‘EH....:. R

€ The system described is nat
_mm_m_mh.m_hﬂuﬂ_\ﬁt_%ﬂ_ ..... elenbcheny..... a viable system in the given
SCENano.
Sacurity memses 2 T, e.
Déscripicn um_h..._r@w.u_hm A St e 0 | Yotal mark swanded =
[T T L meew mes Mo ke wOEC SUoamoad 1 out of 4

How the candidate could have improved their answer

* The candidate was given the benefit of the doubt for the reference to the use of 8 passcode inpla
The remaindsr of the answer had no reference o sending out the password at the release datg

. ﬁmmlﬂ!yﬂamdfﬂmihfﬂnmﬂ&hﬂmrﬁﬂ&yﬂmﬁﬂmﬂdhﬂuﬁhhm'ﬂ

Common mistakes candidates made in this gueshion

Many canddates gave visble systems, such as password and encryption. Some cs
that system would work and when the password or encrypbon key would be sen tg

Example Candidate Response — low Examiner Comments

&  Priys creales § wobshe oo her oid comio booke and sugstans fgitas.

) The candidate cannot be
awarded the mark for layout as
Epilsin what b et by HTML struchars and pressnbation amp . they state it is the kayoad of the

= : pregram. This is incosrect as it is
the layout of the web page.

ﬂ-‘l’he-ﬁ:s:mrphjvmhm
example of presentation and not
struciure.

&) The cendidate is given the
bensfil of the doubt for their
response that il is the style of the
conmtent. A mark is awarded for
this.

[‘]

Total mark awardsed =
1out of 4

How the candidate could have improved their answer
+ The candidaie demonstrated misundarstanding; they thought the structure and presentation refarmed o the cods
fior the web page, rather than the content of the actusl webpage.

* The candidate also provided an incommect example of structure. They should have stated an example such 55
where a paragraph of lext was placed.

Comman mistakes candidates made in this guestion

Candidates offen used vague terms o describe each section, such a5 design, or the way the page looked. Both
descrptions could have applied 1o etther structure or presentation and not specifically to ether one. Fomatting could
have been used for presentation, as this could specifically have refared (o the formatting of text. which was the font,
siyle, or colour of the text
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Question 6b

Example Candidate Rosponse - high

Examinor Comments

5] Priya uses cooites in har wobslin
Fiyn- stalsmants won glvan sboul cockies.
ok 1] 10 show il T shatueail & Teue o Falis,

Statemant

=

ook CaN b LR 0 S & coaxomars o] cand debaie

Cotkims can be wsed in wack the dems-a cusioeer hos vesod o0& websis

SN RNsi}

Coeasbiin en bi cmbstiasd bem @ customer's computer

"

ﬂmmmm
corect ticks.

Total mark awarded =
5 out of §

How the candidale could have improved their answer
The candidate provided a model answer that could not be improved.

Example Candidate Response — middle

Examiner Comments

didate provides an
Tor statemant

otal mark awarded =
4outof 5

b} Friya iiee ockins i hor webshe,
“Fhvi sadaants arer gt aboul coakies
MMWMIIM'WITMNW
suwart - e
Eookiesoan s usad +o o 2 oosiomars cradh cand datells = -\,..r‘
Conkles wan e umed 1 ek the liees 2 a'mekeitn'[ 0t
MNWMMWLM?W Gy i L
Pyt g prina Tl | .
Cookps can be deieled from o customer's complies B
How the candidate could have improved e er

The candidate showed some understanding of the fact
extend that understanding to hawe known that
be delstad.

M) Priva uses cockias I har
Flva tatnirarts

[ A

Tieh () to ahaw §

3

s§

ookl can be used o sre 8 customer's coedt card detnie

Cooidaa can e Usat o rack Tua AT § cuomar ik Werwd o0 A webei

Conikles Wil comupt the dala on & cusiomer's compater

Covkiss &rs o b H

bl -

Conkbee can b delariec rom & ousioman's computar

’

B could be deleted from a computer. They nesded to
onto the computer too, 5o that they could

@) The candidzate shows limitsd
understanding of the fact that
cookies can be downloaded on
to, and dedeted from, & user's
computer.

Total mark awarded =
Jout of 5

How the candidate could have improved heir answer

The candidate didn't understand that cookies could be downloaded to 8 user’s computer and therefore delsted from it

a5 well

Common mistakes candidates made in fhis guestion

'Wmnmmmmmmm store details and track browsing habits. it would
have bean beneficial for candidates to &s0 have known how cookies were stored and whather they could be deleted.
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Question 6Gei

Example Candidale Responsa — high Examiner Commenis
de] Priya i conosmed sbout @ denlal of senice afleck [DoS | otcuering on-nie mebaanr, ‘Thnlim‘nutlnmdad!w
(the large number of requests sent.

@ - Explabnwhat is mas by & demil of serics alack.

"""" a'l'hnumdﬂntha'mﬂad

Wien o douice. e
mg—;;@ “ﬂ&ﬁ# e ﬁ% el
W (7ix e B
e e ‘”"%w Dt
r’m,;.h rbﬁf}"’lﬁ %ﬂﬂ% #or | an accepiable way of stating & wil
_mvﬁ’@ﬁd_ﬁg o bte,maerm Sl

&) I the candidate is more
and says that this denies
access, then a fourth

“‘"“@é

How the candidate could have improved their answer

The candidate siated that the DoS would maks the senser extremely slow for othegs
and said that this would have denied people access, then a fourth mark could h

Example Candidate Responsa — middie Sxaminer Commonts

) The candidate needs to be
muore specific in their reference
to the location of the attack. An
Intermet server is too vague and it
nesds to be & web sener.

8} Priya s conosened wbout a dendal of sarvios sttack (DeS)-oocuring oo har
i Esplain what in moant by o danlsf o sarvion afack.

3 A mark is awarded for naming
specific sendces that the user may
b prevented from Bccessing.

) A mark is awarded for
reference io a high number of
requests sent.

aThhmpBﬂ!ﬂBmarkdu'rE

& The candidate almost gains

a mark here, a5 they state the
server can only handle a finits
nusmbeer of requests, but they ame
rriissing the detail that this is why
the server will struggle to handle
the number of requests.

Total mark awarded =
2 out of 4

How the candidate could have improved their answer

* The reference to the location of the attack being on an Intemnet server was too vague; it needed o be a web server.
The candidate needed to be more specific in their reference to the locstion of the attack.

+ In their last sentence, had the candidale expanded this o say that this was why the server wiould strupggle with the
number of requests, another mark could have been awarded.
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Example Candidate Response — low Examiner Comments

fe) Briya s concomed abon @ derind of sanion atnok (Do) oo g on Far welsarnea
[ Expluin weat is msan by o danisl of service sack

Aods o mnased, udon . Seemses Sugaodm o
rock g oo oe keesomeectiare Wus
An e poae Se Mk Cosddnedem amted | @ The candidate shows little
oo onin e edpu b Rob i Sk | o 0re Do ammk

SRgpmr..\cdiehes Yrob. . Semeene. U dockioy | involve hacking and the use of

vcpe S S, 0 Sdwia_oh. page_,.. | Viuses.

. W m‘aﬁ. E SRR o . 7 = Y o ST o

fong.

Total mark awarded =
B poutots

How the candidate could have improved their answer

The candidaie understood a DoS attack to involve hacking and vinuses. It would have been beneficial for the

candidate to hawve understood that there were other Internst risks not involved in this process.

Common misiakes candidates made in this guestion 0

This was a tachnical process that candidates had been asked to describe, so accurscy was important. & 1
ermor made by candidates was not providing enough notion that it was & high number of requests that wene
Some candidates stated sevaral requesis of some requests.

Question 6Geii

Example Candidate Response = high Examinor i w nis

[ G ond sty devizn Talomn be used o hep prevem a denisl of servics afac.
_FEiceamalt @

) G ool BRCUIRY danice thal can b

not stop 8 DoS. Also, it is nota

B4 Yot tora. NI, 000 lite. 1) | oo

Total mark awarded =
0 out of 1

Example Candidale Rosponse = low Examiner Comments
i} e one secisTy divice That can be used & help provert d donlad ofservict attack. | (i) This is not & method of
P A, gy | Prevention.
Total mark awarded =
0 out of 1

How the candidate could have Improved their answer
Tham‘lﬂﬂmgﬂmmmpaﬂnmnﬂn}mwbemhmmdinaﬂuﬁmm&mndammlmﬂw
helped prevent one. The candidate could have given firewsal or proxy server.

Common mistakes candidates made in this question

Some candidates provided methods of security, but these were not security devices. The guestion specifically ashed
for & security device.
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Example candidate response - high

1 {a) Four statements about cookies are shown in the table below.
Study each stalement.
Tick (') 1o show whether the statement |s true or false.

Statement True | False
they are a lorm of spyware u"’__
they are used only in advertising -
they aro used o track browser use 7 .
thoy act in the same way as a virus o

)
(b) Five descriptions and five security issues are shown below.
Draw a line to connact aach description 1o the comect security issus.

Description mz
malicious code insialled on the hard drive ol a -
user’s computer or on the wab servar; this code “]
®

will re-direct user to a fake wab site without their
\\

L/

“

P

#

oo
Examinefcomm 3@ nigh

This candidate was able to recognise which statements were true and false aboul cookies. No incorrect
answers were given.

This candidale was able to match all the correct terms to the correct definitions. No terms were incomectly
matched.

Marks awarded for 1(a) = 4 out of 4
Marks awarded for 1(b) = 4 out of 4

Total mark awarded= 8 out of 8
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Example candidate response — middle

1 (&) Four stalements about cookias are shown in the table below.
Study each statement,
Tick () to show whether the stalement is true or false.

Statement True False
they ara a form of spywara X
thay are used only in advertising v
they are used to irack browser use v
they act in the same way 85 a virus _}(

141
(b) Five descriptions and five security issues are shown below.
Draw a ling lo connect each description to the comrect security issue.

Description Securit] ﬂ",
malicious code installed on the hard drive of a .)
user's computer or on ihe web server; this code o &
will re-direct user 1o a fake web site without their Py (em
consent
software that gathers information by maonitoring
key presses on a user's computer and relays .
tha information back o the parson who sant the
software

‘ 1

4]
Examiner comment — middle

This candidate has made a common error in their answer to 1(a). It is a common error to think that cookies
are only used in advertising. They can be used for many other reasons, such as retaining preferences for
websites.

This candidate also managed to maich all the correct terms to the definitions.

Marks awarded for 1(a) = 3 out of 4
Marks awarded for 1(b) = 4 out of 4

Total mark awarded = 7 out of 8
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Exampie candidate response - low

1 (a) Fourstatements about cookies ara shown in tha table balow.
Study each statement.
Tick (+) to show whather the staternent is true or false.

Statemaent True False
they are a form of spywara U
they are used only in advertising o
they ara used to track browsar usa UJ
they act in the same way as a virus Vi

18]
(b} Five descriptions and five sacurity issues are shown balow.
Draw a line to connect aach dasaription to the cormact security ssua.

Description mz
maliclous code insialled on tha hard drive of a
user's computer or on the web sarver; this code
will re-direct usar to a fake web site without thair
/

:

Examiner comme
This candidate has made a common error in their answer to 1(a). It is a common error to think that cookies
are only used in advertising. They also made the mistake of thinking that cookies act like a virus. Cookies
are created to collect data, whereas a virus is created to corrupt data.

This candidate matched three definitions incorrectly. They mixed their understanding of the definitions of
phishing, pharming and spyware; this is a common mistake to make.

Marks awarded for 1(a) = 2 out of 4
Marks awarded for 1(b) = 2 out of 4

Total mark awarded =4 out of 8
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Example candidate response — high

4 (a) State whatis meant by the term SSL.

Secure Sockek. logec..is..e. P qar.m.....@l—.d.CL.....L—.&'.P.’S....................
Usess.. oo able. . o uke....Secute.. Afelicakions. com...
Khe....inkerock...an JL.'.M»I?fﬁ\pﬁ%c&@e{y/ﬁmﬂfy[n

(b) The following stages take place when a user wishes to access a secure website.

Put each stage in sequence by writing the numbers 1 to 6 in the column on the right. The first

one has been done for you.

Stage

and the web server

the web browser attempis to connect to a website which is sﬁ

the encrypted data is then shared securely between the web browse

qguence
mber

SSL 9
L gertificate

the web server sends the web browser a copy of it

the web browser requests the web server4o'ide itself

the web server will then send back s
allow the SSL encrypted session t

m of acknowledgement to

the web browser checks whe
is, then the web browser

essage back to the web server

SL certificate is trustworthy; if it

Examiner coftfhe

In part (a) this cafididate y states that SSL is secure sockets layer.

In part (b) they manage to get the correct sequence of events when a person uses a secure website.

Marks awarded for (a) = 1 out of 1
Marks awarded for (b) = 5 out of 5

Total mark awarded = 6 out of 6

(5]
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Example candidate response — middle

4 (a) State whatis meant by the term SSL.
PSR S00Ke b 5OY SN
hkieh anme. e user. kel Ak web QogeS......

(b) The following stages take place when a user wishes to access a secure website.

Put each stage in sequence by writing the numbers 1 to 6 in the column on the right. The first
one has been done for you.

stage guance
the encrypted data is then shared securely between the web brows
and the web server 6
the web browser attempts to connect to a website which is se 1

SSL

the web server sends the web browser a copy of its

-e@aeu

acknowledgement to

the web browser requests the web server t

the web server will then send back so
allow the SSL encrypted session to b

the web browser checks wheth
is, then the web browser

L certificate is trustworthy; if it
ge back to the web server

(5]

Examiner co
¢
states that SSL is secure sockets layer.

L 4
In part (a) this catﬁdate‘

In part (b) they mix up stages 2 and 4 in the sequence. The browser needs the server to identify itself before
it can carry out any further stages.

Marks awarded for 4(a) = 1 out of 1
Marks awarded for 4(b) = 3 out of 5

Total mark awarded = 4 out of 6
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Example candidate response — low

4 (a) State whatis meant by the term SSL,

.................

(b) The following stages take place when a user wishes to access a secure website.

1)

Put each stage in sequence by writing the numbers 1 to 6 in the column on the right. The first

one has been done for you.

Stage

the encrypted data is then shared secu rely between the web brow:
and the web server N ‘

the web browser attempts to connect to a website which is s(
SSL

quence
mber

the web server sends the web browser a copy of its 8SL ;tificate

the web browser requests the web server

the web server will then send back so
allow the SSL encrypted session t

of acknowledgement to

the web browser checks whe
is, then the web browser

sage back to the web server

SL certificate is trustworthy; if it

Examiner £
<

In part (a), the cahdidat
not correct.

(5]

s an incorrect response from the definition of SSL. It was a good attempt, but

In part (b), the candidate starts the sequence correctly but then gets the last three stages in the incorrect
order. The web browser needs to check the certificate is trustworthy before it will share the encrypted data.

Marks awarded for 4(a) = 0 out of 1
Marks awarded for 4(b) = 2 out of 5

Total mark awarded = 2 out of 6
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Past Papers

Q 1) Summer 2015 P11
4 Choose six correct terms from the following list to complete the spaces in the paragraphs below:

* encryption * file name * firewall
* HTML tags/text * IP address * protocol
* proxy server » SSL certificate * web server name

A user enters a URL. The web browser breaks up the URL into three components:

2 e e e

B

The web server returns the selected web page.

The web browser reads the ... from the selected page and
shows the correctly formatted page on the user’s screen.

A is used between the user’s computer e network to
examine the data traffic to make sure it meets certain criteria.

To speed up the access to the web pages next time,a ........................: % is used between
the computer and web server; this device uses a cache to store th w e page after it has
been accessed for the first time. [6]

Examiner’s Comments on Question 4
The full range of marks were awarded to candidates for this question. It was cl@ didates knew the process and gained

full marks, but most candidates achieved two or three marks.

6 (a) Viruses, pharming and phishing are all examples@tial Internet security issues. Explain
what is meant by each of these three terms. ‘ @

to supply an 8-digit code each time they

visited.
The client uses a mouse or touch screen to select each of the8 digits.

(i) Explain why the bank has chosen to use this method of entering the 8
digits.

wish to access their acc e bank’s website. S
Rather than ask the a keyboard, they are requested to use an 8 3
on-screen ke.\@ (s right) to input the 8-digit code.
The position of f;ﬁ digi keypad can change each time the website is 0

7

................................................................ 2]

(ii) Name and describe another measure that the bank could introduce to improve the security of
their website.

= T 0= USROS
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Examiner'’s Comments on Question 6 (a) and (b)

In part (a) many candidates answered the section about viruses very well. Many candidates were not precise in their response for
phishing and pharming and some candidates confused the two. mistaking one for the other.

In part (b)(i) most candidates gained just one of the two marks. This was normally for an answer that included reference to the
prevention of key loggers picking up key presses. Candidates were not precise enough in their answer to gain two marks. Many
candidates referred to stopping a person looking over their shoulder and seeing the password. This answer was often imprecise.
Candidates provided some good security measures and descriptions in part (b)(ii). A wide range of knowledge was demonstrated
by candidates in this area with most giving a good description for the security measure. Chip and Pin, security protocols such as
SSL and encryption were the more common responses.

Q 2) Summer 2015 P12

1 (a) Four statements about cookies are shown in the table below.
Study each statement.

Tick (v') to show whether the statement is true or false.

Statement True False
they are a form of spyware

they are used only in advertising
they are used to track browser use
they act in the same way as a virus &
b) Five descriptions and five security issues are shown below.

Draw a line to connect each description to the correct security issuec

Description Security issue
Malicious code installed on the hard drive @ Hacking
user’s computer or on the web server; thig code
will re-direct user to a fake web site witho
consent
Software that gathers informatio nitoring Pharming

key presses on a user’s comp,
information back to the
software

relays the
sent the

cates itself and is —
r copy data and files Phishing
ut their consent

Program or cod

designe;lf
on a ysers co
g

®

The act of gaining illegal access to a computer
system without the owner’s consent Spyware

Creator of code sends out a legitimate-looking
email in the hope of gathering personal and :
financial data; it requires the recipient to follow a Virus
link in the email or open an attachment

Examiner’s comments on Questions 1(a) and 1(b)

In part (a) the full range of marks were awarded with most candidates gaining three or four marks. The most common error was
candidates mistaking cookies for being spyware.
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In part (b) the full range of marks were awarded and candidates displayed a good level of knowledge of security issues. The most
common error was candidates confusing the definition of phishing and pharming

4 (a) State what is meant by the term SSL.

(b) The following stages take place when a user wishes to access a secure website.
Put each stage in sequence by writing the numbers 1 to 6 in the column on the right. The first

one has been done for you. [5]
Stage Sequence
number
the encrypted data is then shared securely between the web browser and
the web server
the web browser attempts to connect to a website which is secured by S 1
the web server sends the web browser a copy of its SSL certificate
the web browser requests the web server to identify itself L/
the web server will then send back some form of acknowledgerr( allow
the SSL encrypted session to begin
the web browser checks whether the SSL certificate is tr Cif it is,
then the web browser sends a message back to the w erver
Examiner’s comments on Questions 4(a) and 4(b)
Most candidates gained a mark for their answer to part (a). Thi§was through stating Secure Sockets Layer as the full name

for SSL. Those candidates that did not provide the name, butinsteadsgave a description of SSL involving encryption and web
servers also gained a mark.

In part (b) the full range of marks were awarded with m:
websites. The most common error was the confusio

idates demonstrating a good level of knowledge of secure
and 3.

Q 3) Winter 2015 P12

1 There are a number of
Name three of these ris
minimised.
Securlt.y I’ISk‘ ’1:? I ... ettt et
Why itis a I’ISkZ‘.” ....................................................................................................

sks associated with using the Internet.
h, state why it is a risk and describe how the risk can be

SECUNLY TISK 2. i iieiiiee e e s et e et e et e e e et e e e ettt e e ee e es e eea e anste e e e e eenseeessstnnneeeeee nnnrenes
WY S @ FIS K. oo e et ettt e e e eae e s ree e e e eeaeaeaaann

7= ot U1y ] NG PRSP
AT ) LS ST T 1 <P PP SUSE
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Examiners’ Comments Question 1

Most candidates were able to accurately name three different security risks. Many candidates were able to describe why they were
a risk, but some candidates did not provide clear detail in their answer for this section. These candidates were vague in their
response and not specific in the detail. Candidates need to make sure they are specific in their answers, clearly demonstrating their
understanding.

Some candidates did not give an accurate enough response for minimising the security risk, for example installing most software
will not ensure the risk in minimised. The software needs to be run in order to minimise the risk.

Q 4) Winter 2015 P13

4 (b) The four statements below refer to firewalls and proxy servers. Study each statement.
Tick (9) the appropriate column(s) to indicate whether the statement refers to a firewall and/or a
roxy server. [4]

Statement Firewall | Proxy
server

Speeds up access of information from a web server by using a
cache

Filters all Internet traffic coming into and out from a user’s
computer, intranet or private network

Helps to prevent malware, including viruses, from entering a Py
user's computer

Keeps a list of undesirable websites nd IP addresses

(c) Explain three ways of preventing accidental loss or co

most candidates wét&@ble te
detail about ethi&s beirgused |
In part (b) many candidates did
only one.

s by describing areas that might be covered in ethics. Most candidates missed providing
(¢ or govern the use of computers.
dentify that some statements could apply to both a firewall and a proxy server. Most ticked

In part (¢) many candidates did not consider the question thoroughly and realise that it was asking about accidental damage and
not malicious damage. Many candidates wrote about malicious damage such as viruses. Some candidates could correctly identify
some methods such as creating a back-up. Candidates need to understand a clearer distinction between what causes accidental
damage and what causes malicious damage.
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10 Choose five correct terms from the following list to complete the spaces in the sentences
below:

* cypher text * encryption algorithm
* encryption key * firewall
* plain text * proxy server

» symmetric encryption
....................................................................................... is a security system.

[t uses the SAME ..o to encrypt and decrypt a message.
Before encryption, the message is called ..., .

I processes the original message. The
OULPUL IS KNOWN @S ..ooiiii e e . [9]

Examiners’Comments Question 10

Some candidates were able to provide the correct missing terms, many confused plain text and cypher text, or encryption key and
encryption algorithm.

Q 5) Winter 2015 P11 0
3 (a) Three statements about cookies are shown below.
Study each statement. Tick to show whether the statement is true or f [3]

rue | False

Statement
Cookies can destroy or modify data in a computer without the u@
knowledge

Cookies generate website pop-ups

Cookies allow a website to detect whether a viewer haswie

specific web pages

6 (a) State what is meant by encryption. o

......................................................................................................... [1]
(b) State what is meant by symmetric
......................................................................................................... 1
(c) Complete the diagram; [1]

plain text

o0 @
Examiners ’Commen?&’uesti
»
In part (a) many candidates le to demonstrate that they could provide a definition of encryption.
In part (b) many candidates were not able to accurately describe symmetric encryption. Many gave a second similar definition of
encryption, rather than referring to the fact that symmetric encryption uses the same key to encrypt and decrypt text.
In part (c) most candidates correctly identified the next stage of the process.

13 Identify which five computer terms are being described below.

(a) A system designed to prevent unauthorised access to or from a private network or intranet; it
examines all data traffic to and from the network and filters out anything that does not meet certain
criteria.

....................................................................................................................................... [1]

(b) Software that can be used on a trial basis before buying the full version; it often does not
include all the features of the full version or has a time limit before it stops working.
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(c) A protocol for transmitting private documents via the Internet; it uses two keys to encrypt the
data — a public key and a private key.

(d) A standard adopted by the electronic music industry for controlling devices that produce music,
such as synthesisers and sound cards.
....................................................................................................................................... [1]

(e) A device that allows audio signals to be converted into electrical signals which can be
interpreted by a computer after being converted into digital signals.

Examiners’Comments Question 13(a) (b) (c) (d) and (e)

Many candidates were able to gain at least two or three marks in this section. Some confused shareware for freeware or free software,
demonstrating they were unsure of their knowledge in this area.

Q 6) Summer 2016 P11 & P13

6 Secure socket layer (SSL) is used in the security of information on Inter ites.
(a) State how it is possible for a user to know that a website is secure at the web
address. &

................................................................................................ e [1]
(b) Describe three of the stages a web browser goes thro @teot whether a website is

Examiner Report Question 6(a)
In part (a) most candidates co d that the http in the address would have https if the website is secure. Some
candidates were a ly explain that a padlock is also present to identify the security of the website.

In part (b) very féw idat to describe three stages of the process. Many candidates incorrectly referred to a request
being sent to the website to id If, and that the website sends the SSL certificate. They must recognise it is the role of the
web server to do this and not#he website.
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8 A bank offers an online service to its customers. The bank has developed a “Safe ToUse”
systemthat asks each customer to enter four randomly chosen characters from their password
each time they log in.

The customer selects these four characters from drop-down boxes. For example:

Please selectthe 2" character
5 character
6™ character -

| |v

8! character

(2]

(a) (i) Explain why it is more secure to use drop-down boxes rather than entering characters using a
keyboard.

(b) Biometrics is an additional form of security.
Give two examples of biometrics.

Examiner Report Question 8 (a)(i), (ii) and (b)
In part (a)(i) many candidates recognised that the method wo

In part (a)(ii) some candidates were able to recognise tha
hacker to get the password in a single time of hacking
attempt to gain the full password. Many candidate

(@)(1).

In part (b) many candidates were able to i examples of biometric devices. Some candidates did not give accurate
and technical names for a biometric deyi t common error was describing a retina/iris scanner as an eye scanner.
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10 Six security issues and six descriptions are shown below.
Draw a line to link each security issue to its correct description.[5]

URL Description
illegal access to a computer system without the owner’s
- consent or knowledge
Pharming
software that gathers information by monitoring key presses
— on a user’s keyboard; the data is sent back to the originator
Phishing of the software
malicious code installed on the hard drive aser’s
) computer or on a web server; this code will r the user
Viruses to a fake website without the user’s knowl
L/
creator of code sends out adleg :-Iooking email in the
Hacki hope of gathering personal a cial information from the
acking recipient; it requires the ck on the link in the email
or attachment
a message give web browser by a web server; it is
Sovware stored in a the message is then sent back to the
Py 1 he browser requests a page from the server
or code that replicates itself; designed to amend,
Cookies ete or copy data or files on a user’s computer; often
ses the computer to crash or run slowly
.
'Ys

Examiner Report Quéstion 10
Most candidates were able tofmatch the correct term with the correct definition. The most common errors were the confusion of
the terms Phishing and Pharming, and cookies and spyware.
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Q 7) Summer 2016 P12

8 (c) Security of data is very important.

Three security issues are viruses, pharming and spyware.

Explain what is meant by each issue.

BT 4T L= P

Examiner Report Question 8(a), (b), (c) and (d)
In part (a) a number of candidates only gained a single mark for the @0 is is because they only joined each type to a

statement using a single line. Candidates are reminded that wheayth ion requires candidates to draw lines (not a line) this
means that multiple lines may go from a term to a statement.

In part (b) some candidates were able to describe a range of ethical issues in a good amount of detail. A number of candidates
were vague and repetitive in their descriptions and were gain marks for this.

In part (c) many candidates were able to gain at least on r each term. Some candidates were vague in their response and
gave little accurate detail about each term. Pharmin confused with a description on Phishing. Virus sometimes did not

include a reference to the program or software bei is self-replicating.
In part (d) some candidates had a clear unders®

he role of a firewall. Many candidates gave vague descriptions that did
not fully detail the role of a firewall, Caj make sure that their descriptions display a good level of knowledge and are
not a vague generic description.
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Q 8) Winter 2016 P12

5 A computer uses an 8-bit register.
The 8-bit register contains binary integers.
(a) Write the denary (base 10) value represented by:

128 64 32 16 8 4 2 1

............................................................................................................................................... [1
(b) All the bits in the register are shifted one place to the right as shown below.
o(1|1|1]|0o|o|0ofo0
o|lo|1|1|1]|0|0o]o0 q
0\
Write the denary number that is represented after this shift.
............................................................................................... “( :::,’[1]
(c) State the effect the shift to the right had on the origin number from part (a).
...................................................................................... . OO/ |y ||
(d) The original number in part (a) is shifted three o the right.
(i) Show the new binary number: Q [1
(ii) Write the equivalent denary numb iz:
........................................................ L /TP | I
(e) Describe the problems tha sed if the original binary number in part (a) is shifted

Examiner Report
In parts (a) and (b) most candidates could provide a correct conversion from binary to denary.

In part (¢) many candidates could identify the effect that the shift had on the number. Some candidates were too
vague in their response stating the number had merely decreased.

In parts (c) and (d) most candidates could perform the shift and convert it to the correct denary value.

In part (e) most candidates could not accurately explain the effect of the shift. They were not able to express
that the right most bit would be lost from the register, making the number inaccurate.



PAGE 286

9 (a) Explain what is meant by a denial of service attack.

(b) Name and describe two other potential security threats when using the Internet.
RS T= o 14T (== A USRI
==Yy o) i ] o R TP

Examiner Report % .

In part (a) very few candidates could provide an accurate description o service attack. Many just stated
that it denies the user of a service, which was not accurate enough for,
In part (b) some candidates could identify and describe further securi
security measures rather than security threats. Candidates must

Q 9) Winter 2016 P11& 13 ‘ 0

2 Name each of the potential security issu%cribed in the five statements below: [5]

s. Some candidates mistakenly identified
re they thoroughly read the question.

Statement Security issue
The act of gaining unauthoris
a computer system

Program code that can
the intention of deleti

storedinac 1. N 72
A small file‘z&y a er to a web
browser; every time user visits the
website, data about user preferences is
(o7} 1 (=T o2 = X

The act of illegally changing the source

code of a program so that it can be

exploited fOr @aNOTNEN USE e e e
Malicious code installed on a user’s hard

drive or a web server which redirects the

user to a fake website without their ...
knowledge

Examiner Report

Some candidates could correctly identify all five potential security issues. Most candidates could identify hacking and
virus. Many could identify pharming, but some incorrectly identified this as phishing or spam. Many candidates did not
correctly identify cookies or cracking.
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4 The Henslows Diner is a local restaurant.

(c) The Henslows Diner stores personal data on a computer. This computer is connected to the
Internet to allow the data to be backed up.

There is currently one security method in place to protect the data on the computer from
unauthorised access. This is a password.

Give two other security methods that could be added to improve the security of the data.
Describe how each method will keep the data safe.

S T= o1 1472 1 21=1 1 o o s SRR
==Yy o) i ] o R TP

Security Method 2 ... e
== Tody o) (o] o R EETR PR

Examiner Report
In part (a) many candidates answered this question well, providing reasonable disadvantages of using a
keyboard.

In )pgart (b) some candidates could provide two reasonable be st candidates tried to turn the disadvantages
into a benefit, which provided some good answers. Candi 't@ to make sure that they provide benefits relating
to the context they are given. Some candidates provided a benefit that was not relevant to the context they had been
given.

In part (c) some candidates could gain marks for id

a security method. Many candidates did not get a mark for
describing how the security method kept the d ost candidates stated that it does keep the data safe by
stopping unauthorised access, but did not ow it did this. The most common error from candidates was
reference to anti-virus as a method of % venting unauthorised access. This could be a reasonable answer
to preventing data from being ¢ question specifically asked for security methods about preventing
unauthorised access.

ecurity is very important. Data are sent over the Internet using
protocol.
ake up TLS.

10 (d) When sﬁ@lin
Transport LeﬁlenQecur
Name the two Idyers t

Examiner Report
In part (a)(i) many candidates incorrectly transcribed the value 431 as though it was a hexadecimal value. Candidates

must read the question to correctly establish what the value is, in this case it was a denary value.

In part (a)(ii) most candidates could correctly provide a hexadecimal conversion, some from follow through from part
(a)(i).

In part (b) some candidates could provide a full answer gaining 3 marks. Some candidates did not provide any
working out, so could not gain full marks. Candidates are reminded to provide full working out when the question asks
to show working.

In part (¢) most candidates could provide the full version of the acronym for MAC and IP. Some candidates gained
marks by explaining what a MAC address or an IP address is.

In part (d) very few candidates could correctly identify either layer of TLS.
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Q 10) March 2017 India

4 A simple symmetric encryption system is used to encrypt messages. Each letter of the alphabet

is substituted by another letter.
Plain text

alb|c|d|e|f|(g|h|i|j|lk|Imnlojp|q|r|s|tju|jv|w|x|y]|z

Cypher text

vip|/n|alq|bfr|jujz|s|c|o|y k|w|f|x|i|lem|d|j|t|]l|h]|g

(a) Convert the following plain text to cypher text.

Plaintext:t datasecurity

(@ 0] 1= g 1= OSSPSR [2]

(b) A new cypher text is created by shifting each letter of the alphabet five pla@ the right.
Show the new cypher text below.

Plain text

albc|d|e|f|g|h|i|j|k|I mn|fo|lp|gq|r|s X|y|z

New cypher text

(2]

(c) State, giving a reason, which cypher text would e secure.

Examiner Report
(a) Most candidates_cor the plain text to cypher text using the symmetric encryption shown.

(b) Some candid4tés co he plain text five places to the right. Common errors included incorrectly shifting
the text to the [&ft @’corre g the cypher text rather than the plain text.

(c) Most candidates® correct ied the cypher text given in part (a) as the more secure.

5 Give the meaning of the following terms.

Examiner Report
This was generally well answered.
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9 Passwords are used to keep data safe.
Explain the differences between a text-based password and a biometric password.

Examiner Report

Most candidates gave an appropriate example of a biometric password and stated that a text based password
consisted of characters. Better candidates then went on to describe what was different, for example ‘biometric
passwords are unique to a person and cannot be shared’.

Q 11) Summer 2017 P11
7 Six security terms and six statements are listed below. e
Draw a line to match the security term with the most appropriate stateme

Security term Sta@m

tion between web

Encryption browsers a s allowing secure
transmi of private data.

Secure Socket Layer (SSL)

gitimate-looking email is sent in the hope
of gathering personal information; it requires
the user to click on a link in the email.

Pharming

Uses rules and criteria, set by the user, to

Phishing help protect a network or system from
. :? unauthorised access.
A

Malicious code installed on the hard drive of
Firewall a user’s computer; this code will redirect the

user to a fake website without the user’s

knowledge.
Proxy server Scrambles data for secure transmission.

Examiner Commenton Q 7
Many candidates correctly match all six terms and definitions. The most common incorrect answers were theconfusion of phishing and pharming,
and firewall and proxy server.
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Q 12) Summer 2017 P12

8 A company has a number of offices around the world.

(a) Data is transmitted between the offices over the Internet. In order to keep the data safe the
company is using Secure Socket Layer (SSL) protocol and a firewall at each office.

Explain how SSL protocol and a firewall will keep the company’s data safe.

ST I o] o) (o T o 0SS PTUR PPN

...................................................................................................................... [4]

(b) A company stores personal details of its customers on a computer system behind a firewall.
Explain, with reasons, what else the company should do to keep this data safe.

@ .............................................. [6]
Examiner Comment on Q 8(a) o

Some candidates understood that the SSL protocol uses encryptio, dates provided further detailthan this. Some candidates
misunderstood the question and described what SSL is used forfS0mexcandidates understood that a firewall acts as a filter, few candidates
provided further detail than this.Many candidates were vagu, d g rate with their description.

It would be beneficial for candidates to have an accurate -depth understanding of SSL andfirewalls.

Examiner Comment on Question 8(b)

Many candidates provided a range of methods that
methods such as anti-virus and anti-malware

11 A company sells smart
Explain how the informati
to the customer’s com

to keep the data safe. It would bebeneficial for candidates to understand that
elpprevent data being affected, but they do not fully prevent data being affected.

ver the Internet.
on the company’s website is requested by the customer, sent
isplayed on the screen.

@ +92 300 2724734 ) /inqilabpatel @ http://compscimasters.com/
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Examiner Comment on Q 11

Candidates found this question challenging. Some candidates described using a web browser and entering aURL, but after this their answer lacked
detail of the process involved. It would be beneficial for candidates tohave a greater understanding of how data is retrieved for a web page, and how
it is displayed on the user’sscreen. Some candidates misunderstood the question and described the operations of security certificates.

Q 13) Winter 2017 P12
5 Raj is using the Internet to do some online shopping. He visits a website that tells him that it use

s cookies.
(a) Explain what is meant by the term cookies.
1Y 1= 4 T Yo e OSSP

(b) Give two examples of the use of cookies.
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Q 14) Winter 2017 P13
7 Six statements about firewalls are shown.

Tick (¥ to show whether each statement is true or false. [6]

Statement Truel¥ | Falsel(¥"

Firewalls can monitor incoming and outgoing traffic.

Firewalls operate by checking traffic against a set of rules.

Firewalls cannot block access to a certain website.

Firewalls can be software and hardware.

Firewalls can act as intermediary servers.

Firewalls can block unauthorised traffic.

Give three different ways that data can be accidentally damaged.

8 (a) Data is valuable. It needs to be kept secure and it can easily be dam@0

......................................................................... " [3]
(b) The Secure Socket Layer (SSL) protoc@ e used to securely transmit data in online
banking.

State three other different applicati use SSL.

APPLICAtioN 1 ... e
APPHICAtION 2 ... e i e e e
Application 3 VG I . ... .iiieierecieeeneeeerr e er i aaaaaen [3]
(c) Online banking is i

Online banking Sanb

in popularity.

as it can raise a number of security issues. SSL can be used as a
security method to make online banking safer.

Identify and describe three other security methods that could be used to make online banking
safer.

Security MO 1 ..o e e e
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Q 15) March 2018 P12 (India)

2 David has installed anti-virus software on his computer.
(a) State three tasks carried out by anti-virus software. [3]
L2 3 P

Comments on Question 2
(a) Many candidates ans
virus scanner identifying,
to provide understandi
Some candidat

s question well. Most candidates provided information about the
ving viruses. It would be encouraging to see candidates begin
this about the role of anti-virus software.

a misconception that anti-virus software will stop any viruses
being downlaédeQ It helpful if candidates understood that this is not the case.

(b)Most candidaftes de rated a good level of knowledge for this question. The most common
responses were the use of a firewall and to only download from trusted sources.

Some candidates repeated a solution already given in part 2(a) about using anti-virus software to
scan the computer. It would be helpful if candidates understood that if this has already been
provided as a solution, no marks can be awarded for further elaboration when other alternatives
have been requested.
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Q 16) Summer 2018 P11
10 (c) When a customer enters the website, a message is displayed:

“RockICT makes use of cookies. By continuing to browse you are agreeing to our use of cookies.”

Explain why the music company uses cookies.

(d) The music company is concerned about the security of its website.
The company uses a proxy server as part of its security system. 0
Describe the role of a proxy server in the security system. q

Q 17) Summer 2018 P12

12 (a) Selma has some im
She wants to make sure t
(i) State how Selma cou

personal information is intercepted, it cannot be understood.
r personal data more securely.
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(b) Selma wants to make sure that the information received is correct.

A parity check can be used to detect errors.

Describe another error detection method that can be used to check the information received is
correct.

Error deteCtion METNOA .......o. oo e e e et e et e e et e e e e e ee e e e e e aaeens
)= 4o i ] o PSR

Q 18) Winter 2018 P12 ‘\
4 (a) ldentify three security issues that can put a computer syster@

Security issue 1

Security issue 2
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Q 19) Winter 2018 P13

6 Sarah stores data electronically. Describe three methods that she could use to avoid loss of
stored data.
1= 1 oo It RSP REUPPPO

Q 20) March 2019 P12
7 Arya regularly uses the Internet as a res ool for her school projects.

Identify and describe three risks to Ar: mputer when she is using the Internet for research.
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Q 21) Summer 2019 P11
4 (a) Lola is concerned about the risks to her computer when using the Internet.

She wants to use some security methods to help protect her computer from the risks.

Identify a security method she could use for each of the following risks. Each security method
must be different. Describe how each security method will help protect Lola’s computer.

(i) Computer virus

7= o1 14720 411 1 o o RS
=Ty o) i) o [P TPPTR

(ii) Hacking 0
Security Method ... é # A

[Ty o) i o] o [ U PPRPPPUPRRR

(iii) Spyware

Security method ......cccvvvveveiie e

Description 0

(b) Lola is also concerne data she stores could be subject to accidental damage or

accidental loss.

(i) State thr@’\*&zs a Lola stores could be accidentally damaged or accidentally lost.
) I < TN, oSO U UU P TROPPSRRR
2 e e et teeeetaeetteeeeetateeseeteeeieteeesteeeasesteesetesttteeeeeaieeeeeaaiteeaeeaanteeeeet e srebteaaeaans
B ettt e tee e eeeeeeeeeeeeaieeteteseeeitbeseeeeseeeestiiasetatteettettetettaeaeaaaaaaaaeatee—eeeeeestrae aeeeeaanaaareanras

(ii) Give two methods that Lola could use to help keep her data safe from accidental damage

or accidental loss.



PAGE 298

6 Alaw company holds a lot of sensitive data about its clients.

(a) It currently requires employees to enter a username and a password to log-in to an account.
Each password must be 8 letters. The company wants to increase the security of the log-in
system.

Identify two improvements the company could use to make the log-in system more secure.
Explain how each improvement increases security.

T o] 01V =T g o | (e U

................................................................................. 5 . TSP | | |
8 An art gallery has a website that is used to pla%sell art.
(a) The gallery uses Secure Socket Layer rovide a secure connection when selling art.

Describe the process of SSL and howb S a secure connection.
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(b) The art gallery also uses a firewall. Six statements are given about firewalls.

Tick (v') to show if the statement is True or False. [6]

True | False

~) ()

Statement

Firewalls are only available as hardware devices

Firewalls allow a user to set rules for network traffic

Firewalls will automatically stop all malicious traffic

Firewalls only examine traffic entering a network

Firewalls encrypt all data that is transmitted around a network

Firewalls can be used to block access to certain websites

(c) The art gallery is concerned about computer ethics relating to its website. %
out

Explain what is meant by computer ethics and why the art gallery is conc
computer ethics.

Q 22) Summer 2019 P12
5 A music company wants Qa w music file to many radio stations. It will send the music
file the day before the re so that the radio stations can store the file ready for release.

The music corgpan

on the release’ &

Identify two sectjrity

nt the radio stations to be able to open the music file until 09:00

res and describe how each measure can be used to make sure the
music file cannot be opened until the release date.
SECUNLY MEASUIE 1 ettt ettt oot ekt e e e te e e e ea e et mbbe e e eee e eann s easeeee e annnnnnanns

)= 40 i) o U

SECUNLY MEASUIE 2 ...t ettt et ettt e et e e et e eat s e e e aee e aease e e eeaaeaaaeeaees

)<Yo 4o i) o PRSP
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6 Priya creates a website to sell her old comic books and superhero figures.

(b) Priya uses cookies in her website. Five statements are given about cookies.

Tick (v') to show if the statement is True or False. [5]
True | False
Statement
() [ (v)

Cookies can be used to store a customer’s credit card details

Cookies can be used to track the items a customer has viewed on a website

Cookies will corrupt the data on a customer’s computer

Cookies are downloaded onto a customer’s computer

Cookies can be deleted from a customer’'s computer

(e) Priya is concerned about a denial of service attack (DoS) occurring on h

I@ server.

(i) Explain what is meant by a denial of service attack.

Q 23) Winter 2019 P13
1 Alibrary has a system t

customers to check out the books that they want to borrow.
be used to identify the book.

is archived at the end of each day. The archive is held on a

Each book has a barco
(b) The data stored
serverin theﬂl'bw offi

confidential, the libra

data is encrypted with an 8-bit key. As some of the data is
ants to make the encryption more secure.

(i) State how the library could make the encryption more secure.

(ii) The term used to describe data before it is encrypted is plain text.

State the term used to describe encrypted data.




PAGE 301

6 Jesse is taking his Computer Science examination. He answers five questions about ethics.
(a) For the first question, he writes the answer:
“This type of software can be copied and shared without the permission of the owner.”

State what Jesse is describing.

(b) For the second question, he writes the answer:

“With this type of software, the owner still retains the copyright for the software, but he gives away
copies of it for free.”

State what Jesse is describing.

(c) For the third question, he writes the answer: Q
“This type of software is often a trial version of the full software. To use the@ ion the user

normally needs to pay a fee.” é

State what Jesse is describing. ’\
................................................................................................... ( [1]
(d) For the fourth question, he writes the answer: o

“This is when a person copies another person’s comp am and tries to claim it as his
own.”

State what Jesse is describing. < 0

(e) For the fifth question, he writes the
“This is the legal protection thata p
stolen.”

State what Jesse is desc
8 A compan)‘ﬁi&ove on its network.

Explain two ways that Iware could have been introduced to the company’s network.
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Q 24) Winter 2019 P12
7 Gerald uses a keyboard to enter a website address into the address bar of his browser.

(c) The website Gerald visits uses https. Explain what is meant by https.

...................................................................................................................................................... [3]
10 Data is valuable to a company.

(a) Companies use error detection methods to make sure that data is accurate

One error detection method is the use of a check digit. 0

Explain what is meant by a check digit and how it is used to detect ean
i\ ......................................
........................................................................................................................................... [4]

(b) Companies can use a range of ethods to keep their data secure.

pany can use to keep their data secure and explain
ta secure.

Security method 1 ..... S . ...................ccuutn e e e e ee e en e rre e e e e e e sareees

Identify two security meth

how each method can ke
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Q 25) March 20 P12
2 A school network is used to transmit and store data about students.

(¢) Data is encrypted using 128-bit symmetric encryption before it is transmitted.

(i) Explain what is meant by encryption.
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(b) The website owners are worried about a denial of service (DoS) attack.

Explain the term denial of service attack.

............................................................................................................................................ 3]

(¢) The website owners are also concerned about the ethical issues of copyright and plagiarism.
(i) State what is meant by the term copyright.

Q 26) Summer 20 P12 0

3 A company collects and stores data about its custom data is stored on a server in the

company’s office. The data is transmitted to cloud

[4]
(b) Give three other methods that can be used to secure the data in the office.
METNOA 1 .. e ettt e e e e e e e e e e e e e e e e e
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5 Meena uses a browser to research information for her business.

(a) Give three functions of a browser.

SO [3]
(b) Meena buys products for her business using the Internet.

The Transport Layer Security (TLS) protocol is used for transferring data when she buys products.
One layer of the TLS protocol is the handshake layer.

(i) Describe the purpose of the handshake layer.

.............................................................................................................. N 12]

............................................................................................. \ [1]

................................................................................. 7 [1]

(¢) Meena visits a website to buy products for

The browser uses a small file to store the dgtai he products she views. This allows the

[1]
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(b) Identify two other risks that Uma could encounter when using the Internet.

(¢) Uma uses a firewall to secure the data on her computer.
(i) Uma tells her friend that a firewall can only be software-based.

Tick (v') to show whether Uma is Correct or Incorrect. [1]

Correct

Incorrect

(ii) Describe how the firewall helps to keep Uma’s data secure.

Q 27) 15a Summer 20 P11
7 Hans has a website selling comic@Qustomers can create an account to buy the comic
books.

Customers enter a usern assword to log in to their account.

(a) Customers may worry;
their account.

(i) Describe ho‘\%ke
account. 4
......................... g S

ylogging software being used to gain unauthorised access to

are can be used to gain unauthorised access to a customer’s

..................................................................................................................................... [4]

(i) Identify a feature that Hans can add to the website to limit the threat of keylogging software.

..................................................................................................................................... [1]
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(b) Hans makes sure data transmission for his website is secure.
(i) State how customers can check that the personal details they enter into the website will be
transmitted securely.

..................................................................................................................................... [1]
(ii) Explain how a customer’s browser checks that the website is secure.
..................................................................................................................................... [4]
28) Winter 20 P12 0
1 (d) Tina will use the TLS protocol in her website when selling tickets or different
charity events. This makes sure that their personal data is transmﬂ\ ely.
(i) Identify the two layers that are present in the TLS protocol. ‘
(2]
[6]

(e) Tina is concerned about security threats to her web server.

(i) Identify three security threats to her web server that Tina might be concerned about.
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(i) Tina installs a proxy server to help protect her website from security threats.

Describe how the proxy server will help protect the website.

..................................................................................................................................... [4]

He is concerned about accidental damage to his data.

3 Alessandro has some important data stored on his computer. qe

(a) (i) Identify three ways that the data could be accidentally dama

(ii) State what Alessandro could do to make sure t

damaged.

Q 29) Winter 20 P13 Q?

4 Eugene has a web server that sto nline shopping website.
Customers access the websit i ser.
(a) Describe how the web quested and displayed on the customer’s computer.

RIS TR /A
........................................................................................................................................... [4]
(b) State three online security threats to Eugene’s web server.

1015 L G PSSR
14153 L2 S

I a1 GE= L TR [3]
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6 Elsa writes a paragraph in an examination about encryption.

There are several terms missing from the paragraph.

Complete the paragraph using the list of given terms. Not all terms may need to be used.
Some terms may be used more than once.

« algorithm * alphanumeric  cookie

* cypher * key * padlock

* plain » word processed

The data is encrypted USING @ ......cceuuiei i . This is an
................................................................ that is used to scramble the data. The data before
encCryplion iS KNOWN @S ....coieiiiiiriiiee e e e e text. When the data has been
encrypted it iS KNOWN @S .....coooiniii i e text. To read the encrypted
data it needs to be decrypted USING @ ....ooovviieiiiiii e . [5]

13 Phishing and pharming are two security issues a user should be aware of when using the

Internet.

(a) State one similarity between phishing and pharming. z
é !! 1]

Q 30) March 21 P12
2 (¢) Users can buy the high d
definition photograph, a S
(i) Give one benefit of usi

cket Layer (SSL) connection is created.
connection.

....................... 2 AR [1]

(ii) Explain how the SS ection is created.

..................................................................................................................................... [4]
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6 Hacking is one type of Internet risk used to obtain personal data that is stored on a computer.
(a) Explain how a firewall can help prevent hacking.

........................................................................................................................................... [4]

(b) Identify and describe two other types of internet risk that are used to obtain personal data.
INEEINET FISK T oot e e et e e e e e e e e e e e ee e eearanenes
)= 40 (o] o RSSO PUPRESRTN

INEINEE FISK 2 ....vroos oo oo oo f@:'_ﬂffﬁfﬁﬂff
DESCIPLON ...ttt ettt ettt et @ ....................
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Marking Scheme

Q 1) Summer 2015 P11

4 1 mark per comect word

1
2

(b) (i) Any two from:

protocol

web server name accepl these three ilems in any order
filg name

HIML tags/text

firewall

proxy server

virus

any two from: e
— program/software that replicates/copies itself

— can delete or alter files/data stored on a computer

— can make the computer “crash”/run slow

L/
pharming \
any two from:

— malicious code/software installed on a user's hard drive/a erver
— this code redirects user to a fake website (without their )
— to obtain personalffinancial information/data

phishing 0

any two from:

— legitimate-looking emails sent to a user
— as soon as recipient opens/clicks o
— ... the user is directed to a fake w
— To obtain personalffinancial in

email/attachment ...
ithout their knowledge)
ata

oftware can only pick up key presses

E ’}&ar

—  using mou creen means no key presses to log

— the numbers on the key pad are in random/non-standard format,
which makes it more difficult to interpret
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(ii) 1 mark for name and 1 mark for description
any one from:

chip and PIN reader
— only the user and the bank know which codes can be generated

request user name
— additional security together with password/PIN

anti-virus
— removes/warns of a potential virus threat which can't be passed on to
customers

firewall
— (helps) to protect bank computers from virus threats and hacking

encryption
—  protects customer data by making any hacked information unreadable

security protocol 0
— governs the secure transmission of data q
Biometric é

— torecognise user through the use of, e.g. facial/retina/finger print 0\

Alerts \
— users IP/MAC address is registered and user is alerted throug if
account is accessed through an unregistered address

2
'a»Q@o
4

&
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Q 2) Summer 2015 P12

4

. 4

Page 2 | Mark Scheme [Syllabus [ Paper |
| Cambridge O Level — May/June 2015 | 2210 [ 12 |
1 (a) 1 mark per correctly placed tick
Statement True False
they are a form of spyware v
they are used in advertising only v
they are used to track the browsing of a user v
they act in the same way as a virus v

(k)

malicious code installed on the hard drive of a
user's computer or on the web server; this code
will re-direct user to a fake web site without their
consent

software that gathers information by monitoring
key presses on a user's computer and relays the
information back to the person who sent the
software

program or code that replicates itself and is
designed to amend/delete/copy data and files op
a user's computer without their consent

the act of gaining illegal access to a
system without the owner's col

creator of code send:
email in the hope

mate-looking
rsonal and

; it requires the
opened first

[4]

phishing

spyware

virus

[4]
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\ Page 5 Mark Scheme Syllabus | Paper
Cambridge O Level — May/June 2015 2210 12
4 (a) Any one from.
- secure sockels layer
-~ encrypts data being transmitted
- wuseof hilpg
= usa public and private kays
i1
(b} 1 mark for each number in the correct order, next to the correct stage.
Sequence
Stage number
tha ancrypted data is then sharad sacuraly batwean tha wab browsar and tha &
‘wab sarvar
tire webh browser attempls fo connect to a web site which is secured by S50 (1)
the web server sends the web browser & copy of its S50 certificate
the web browser requests the web server o identify itsell
the wab sarver will than sand back soma form of acknowledgamant to a 5
SEL encrypled session to bagin
the web browser checks whather the 550 certificate is trustwarthy; 4
tha web browser sends a message back to the web sarver

o o

Q”Qe
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PAGE 315

1 1 mark for each risk + 1 mark for corresponding reason why it is a risk and 1 mark 1

of minimisation

Risk:
Reason:

Minimised:

Risk:
Reason:

Minimised:

Risk:
Reason:

Minimised:

Risk:
Reason:

Minimised:

Risk:
Reason:

Minimised:

Risk:
Reason:
Minimised:

hacking

illegal/unauthorised access to data
deletionfamendment of data

use of passwords/user ids

use of firewalls

encrypt data/encryption

virus

can corrupt/delete data

cause computer to crash/run slow
can fill up hard drive with data

use of /run anti-virus (software)
do not download software or data from unknown

spyware/key logging (software) 2 )
can read key presses/files/monitors on mputer
use of/run anti-spyware (software)

b

use data entry methods such as oxes to minimise risk

phishing

link/attachments takes u e/bogus website

website obtains pergbnal/financial data

do not open/click emails/attachments from unknown sources
some firewalls fake/bogus websites

;fa ke/bogus website

tains personalffinancial data
st secure websites, e.g. look for hitps
e URL matches the intended site

it card fraud/identity theft

bss of money due to misuse of card/stealing data
set passwords

encrypt data/encryption

cracking

illegal/unauthorised access to data
setting strong passwords

encrypt data/encryption
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Q 4) Winter 2015 P13

(b) 1 mark for each CORRECT row

Keeps a list of undesirable websites and IP addresses

Statement Firewall Proxy server
Speeds up access of information from a web server by v
using a cache
Filters all Internet traffic coming into and out from a v v
user’s computer, intranet or private network
Helps to prevent malware, including viruses, from v
entering a user's computer
v v

(c) one mark for method + one mark for linked reason (maximum 6 marks)

O

[failure

— back up files...
—...on a regular basis/to another device/to the cloud

— set data to read only...
— ...to prevent accidental editing

— save data on a regular basis...
— ...to prevent loss/ corruption of data in unexpecte

— use correct shut down/start up procedures...
— ...to prevent damage to components /stor

— use correct procedures before disconfecting,portable storage device...
n

— ...to prevent damage to device/dal
— keep storage devices in a sa

— ...away from fire hazards

etric encryption

10
’Q encryption key
lain text
2 A

encryption algorithm

cypher text

<
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Q 5) Winter 2015 P11
3 (a)
Statement True False

Cookies can destroy or modify data in a computer without the /
user's knowledge

Cookies generate website pop-ups v
Cookies allow a website to detect whether a viewer has viewed .

specific web pages

6 (a) Anyone from:

—  jumbling up/scrambling characters so that message makes no sense

— requires an encryption key to encrypt data
— need decryption key to decipher encrypted message

(b) Uses the same key to encrypt and decrypt message

(c) 1 mark for correct name in box

encryption
algorithm

plain text

Q 6) Summer 2016 P11 & P13

6 (a) Anyone from:

—  protocol ends in “s”
— use of hitps,

(b) Any three from:

— requests web se
receives a Copyye

>

O
R

entify itself/view the (SSL) certificate
5SL) certificate, sent from the webserver
sat®is authentic/trustwarthy
atkdlo webserver that the certificate is authentic/trustworthy
mit data once connection is established as secure
ot secure browser will display an open padlock/warning message

1 against key logging software/spyware

stop key prezsas baing recordad

can stop key presses baing relayed

drop down boxes cannol be recorded as key presses

= drop down boxes can ba placed in differant location on the screen aach tima
(1o overcome screen capture issues)

{il) Any one from:

{b) Any twe from:

- fingerprint scanner

—  lace recognition software
- retina scannerirs scanner
- woice recognition software

hacker naver finds all characters on the first hack
makes it more difficult for hackers to find the order of the characlers
hacker needs to hack the system several times to gain the whole password
shoulder surfing will not give person full password
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10

ilegal access to 8 compuler sysism
withaut the ownar's consenl or
knowladga

malicious coda instalied on the hand drive
Vingiss of & usar's computer or an a web sarver
this code will re-girest thie user 1o a fake
website without the user's knowledge: "

’

looking emal in thahopde gathenng

Hacking persanal and financiafinta from
fhe recipiant; it reg 1o click

an the Bnk in b orattac t

‘ an 1o A web browser by a
ik sBRer: (s storad in a tex file; the
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Q 7) Summer 2016 P12
(€) 2 marks for each term described

Viruses:
— program/software/file that replicates (copies) itself
— intends to delete or corrupt files/ffill up hard disk space

Pharming:
— malicious code stored on a computerfweb server
— redirects user to fake website to steal user data

Spyware:
— monitors and relays user activity e.g. key presses//key logging software
— user activity/key presses can be analysed to find sensitive data e.g. passwords [6]

(d) Any three from:
— examines/monitors traffic to and from a user's computer and a network/Internet
— checks whether incoming and outgoing traffic meets a given set of criterial
— firewall blocks/filters traffic that doesn’'t meet the criteria/rules nz
— logs all incoming and outgoing traffic
— can prevent viruses or hackers gaining access
—  blocks/filters access to specified IP addresses/websites

— warns users of attempts by software (in their computer) tryi rnal data
sources (e.g. updating of software) etc. // warns of attemp ised access to
the system [3]
Q 8) Winter 2016 P12
Page 4 Mark Scheme Syllabus | Paper
Cambridge IGCSE — October/Nov 16 0478 12
5 (a) 112 0 [1]
(b) 56 [1

(c) divided by 2 // value 112 was @ i multiplied by 0.5 [1]

(d (@)

(1]

(ii) [1]
<
¥ y
e ri 1 places to the right of register / at the end of register
— right-most 1 would be lost
— number would become 3 instead of 3.5
— loss of precision

[2]
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9 (a) Any two from:

a large number of requests are sent to the network/server all at once

designed to flood a network/server with useless trafficirequests

the network/server will come to a halt'stop trying to deal with all the frafficirequests
prevenls users from gaining access to a website/server

{ [ [ B |

[2]
(b} 1 mark for each security threat and 1 mark for matching description
Security threat Description
Viruses - software that replicates

- causes loss/comuption of data If computer may “crash™/run
slow

Hacking/cracking = illegalf unauthorised access to a system/data
Phishing = a [ink/attachment sends user to fake website (where personal
data may be oblained)
Pharming — malicious code installed on user's hard drive / computer
= user is redirected to a fake weabsite (where personal data may
be obtained)
Spyware'key logger - send/relay key strokes 10 a third party
5]
Q 9) Winter 2016 P11& 13 ®

2 - Hacking \
- \irus
- Cookies
- Cracking
-~ Pharming [51

4
(c) 1 mark for security measure, 1 mark for

Any two from:

—  Encryption

— I the data is accessed or be meaningless

- Biometric device Y

= Can help preve access to the system (only award once)

—  Firewall

- Canal uthorised access attempt on the system

- Can authorised access to the system (only award once)

ainst viruses and malware entering the system
*
ys being logged that, when analysed, would reveal the password to
[4]

10

(d) - record (layer)
- handshake (layer)
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Q 10) March 2017 India

Question

Answear

4{a)

= avmyv eqndizmh (2 marks, 1for each correct word)

4(b)

v w]xlylzla!blcld e|f glhlllj k|l |m nlulplqlrlslt u

2 marks
=  shift right
w« @ll characters shifted five places

4c)

= the first cypher
= cannot deduce rest of cypher having identified some characters/more random
substitution

Question

Answer

HTML — HyperText Markup Language / language used 1o create web pages
http = hypertext transfer protocol / protocol used by web browsers
https - hypertext transfer protocol secure / secure protocol used by web browser

Question

Answer

Any four from, must include al least one difference: Py
Text based password
= (& minimum number of) characters that can be typed /
= selfcan be changed by the user
Biometric passward
= @ stored physical measurement e.g. fingerprint
«  fthat is compared to a previously scanned h
Difference
w0 lext based passwords are easier fo h
«  biometric passwords are unique (o

Q 11) Summer 2017 P11 %
Answer

Question

7

T W o el e

wyie bl 5% & AT
e e etk L]
hamd

T e T
s ) g B A W

B G T T W TF Y
Pt omad

[ p— o s e e

1 mark for correct line till 5 marks given.
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Q 12) Summer 2017 P12

Question

Answer

Marks

8(a)

2 marks for SSL., 2 marks for Firewall

SS5L protocol
Two from:
= uses encryption
« encryption is asymmefric / symmetric / both
= makes use of (public and private) keys
«= data is meaningless {without decryption key / if intercepted)

Firewall
Two from:;
= helps prevent unauthorised access /f helps prevent hacking
« checks that data meets criteria // identifies when data does not meet

criteria
« acts as a filter for (incoming and outgoing) data // blocks any 0
unacceptable data /fallows acceptable data through

Question

Marks

8(b)

Six from;

Encrypt the data ...
... 50 it cannot be understood by those not entitl

Password protected / biometrics ...

... to help prevent unauthorised access 0
Wirus checking software ..,

... helps prevent data corruption

... identifies / removes a virus | em
... scans a system for viruse

Answaer ¢
it

e.9. locked doors / CCTV timeout / auto log off
Nt unauthorised access

... 10 educate users how to be vigilant

Access rights ...

... allows users access to data that they have permission to view

... prevents users from accessing data that they do not have permission to
view
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Question Answer Marks

11 Seven from: T

Requested
= @ web browser is used
= user enters the URL / web address (into the address bar) // clicks a
link containing the web address // clicks an element of the webpage
« the URL / web address specifies the protocol
« protocols used are Hyper Text Transfer Protocol (HTTP) / Hyper Text
Transfer Protocol Secure (HTTPS)

Sent
= the URL / web address contains the domain name
= the Internet Service Provider (ISP) looks up the IP address of the
company
« the domain name is used to look up the IP address of the company
the domain name server (DNS) stores an index of domain nam
IP addresses @

« web browser sends a request to the web server / IP addre
Received

«  Data for the website is stored on the company's

« webserver sends the data for the website back ta’ browser

= web server uses the customer's IP address togetuin data

« the data Is transferred into Hyper Text Ma guage (HTML)
@« HTML is interpreted by the web browse: the website)

Q 13) Winter 2017 P12

2210112 Cambridge O @“ﬂ Ootoben™Movamber
G 2017

Quastion Marks

Sla) Any four from
ER
-
= b i% GO I wbiGaniar Sonds 10 wob brovser
"
n
o
S{b) Any two fram: g, 2z
- {3 q 4|
o
LS
© haabits i b brack websie Iraffic
L 2
" N e store user praferancas
—¥
Question Answoer Marks
] 1 mark; for aach corract Warm, in this order 4
= Inferrupt
= Compilar

® ALUVAsmatic and Logs Unit
= ARDVAutomatic repeat request
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10fa) | Any threa from:
It is a (security) protocol

It encrypls data (sent over the wabnaetwok)
It is the updated version of SSL

It has ba layers

It has & handshake layer

It has & record layer

BEHEAEB

100k) 1 mark for each cofmict applitation, exampies could incude:
@ Online banking

Oniine shopping // Onling payment systems

Emad

Cloud based slorage

Intranetfaxiranet

VPN

VolP

Instant maseaging (IM) /f social nebwvorking

§8

BEBAR

Q 14) Winter 2017 P13

Question Answer

T 1 mazk for each corroct tick

Statement

Firewalls can menior incoming and outgomg traffic.

Firewalis oporale by checking traffic against a set of rules.

Firewalls cannol block access to a corfain woabsile.

Firtwalls can be soflware and hardware.

Firewalls can act &% mlarmediary Sones.

Firswails can biock unauthosrised traffic

8{a) Any thres from:

—  Human aror (8. g delsting/ovenariting data)
Phys:cal damage

Power failure/surge

Hardware failure

Software crashing

Bib) Any three from:
- Entnl shagping { Unling payme Nl Beoking
il

Cloud based storage
Intranetiextranat
VRN

VolP I videa
Instant mes:

netwarking i/ onling gaming

0:&
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Question Answer Marks
Bic) 1 mark for identifying, 1 mark for descrptan 6
Strong passwand
To make it dfficult 1o hack an socount
- Biomeine device
= Touse dala that is dificull 1o fake as 8 passwond
= TLS i Encryption
= To make dala meaningless if mlecepied
- To encrypt data thal s exchanged (TLS only)
= More secure than S50 (TLS only)
~  Anh-spywans (software)
—  Tofind and remaova any spyware that is instalied on a computar
—  Tohelp stop key loggaes recording key presses
- Firawall
= Ta help prevent usauthortsed access to an account
- Blocks any requasts that do not meetmatch the criena
= Aulhentcation (card resder al homalmobile secunty code appdlwo-sbep verdicalson
= Toadd anothar levwe of entmcation af e wher
= Usp of drop-down boxes {or agquirabznt)
~  Sokay loggers cannol record the key prasses
—  [Prowy semvar
- Todiver an atlack away from the main syslam
L/
Q 15) March 2018 P12 (India) \
Question Answar Marks
2(a) Any three from: 3
Scang fles for viruses [ delects/identifies a virus
Can constantty run in background
Can run a schedulisd scan
Can avlomatcally updating vinus debribons
Can guaranbine a wus
Can delobe a virus
Compieles Naurstic chacking
Hetifies user of a possible virug
Cuestion Answer Marks
208) Any three from: 3
Use o hrewall
Use of & progy servar
Do not use / downloads UNKNOWN SOUrces
Do nat shana gxta TUSE pans
Do nol open | lake, attachments  hink
Do not connest og ! use as stand-alone computer
Limiting access i
Question Answer Marks

3ia)

He)

adited fhe number 1°s f Most Bytes have an odd numbes of 1's
Byte 3 has an even number of 15 ¥ Byte 3 dedn't follow odd party

Q 16) Summer 2018 P11

10(c) Any two frome.g. :
- To store items that a customer has added to an online shopping basket
— To store a customer’s credit card details
— To store log-in details
-  To track what product a customer browses // Track music preferences
- Targeted advertising // making recommendations
- Personalises/customises the experience
- Shows who are new and returning customers
- To speed up log-in times
- To speed up/allow single click purchases
— Improves the experience
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Question Answer

10(d) Any four from
= Provents direct access lo the webserver !/ Sis bebween user and webserver

hacking of wabaarvar

Used to duect imahd traffic away from the websensar

Traffic is examined by the proxy sarver if Fillers traffic

It traffic is valid the data [rom the wabsarver will be ablained by the user
It trathc is invalid the request to obtain data is deckned

Can block requests from certain IP addresses

Ia

= |fan attack is launched if hits the proxy server instead /Y can be used to help prevent DDOS /Y help prevent

Q 17) Summer 2018 P12

| t26ah) | Encryption

1Hali) | Any flve from:

= Her parsonal detalls belore encrypbion is the plain bex]

The plaan lexthar personal details is encrypled using an encrypbon glgoihm
Thiz plain texther personal details is encrypled using a key

The encrypled texl is

The kary s trargrmlled separately (from the lext)

Thvee ki s wsed 1o decrypd he cypher lext (after ransmission)

12(b) Any thres from a single error method:
= Checksum

Caleulation camed oul on data

{checksumicalculated ) value sant with data
racaicudated after ransmission and compared in onginal

ARG

uses acknowledgment and timeout

A request is sent with data to acknowledge all data is received
Acknowledgemant sent back to say all data is received

If no acknowledgement ks received in a time frams an amor in

I they do nol mateh an ermor i present *\

I data automatically resant.

Q 18) Winter 2018 P12 e
Question

Aa)

]
g

Malwarns

Virus I Mo anfivirus
Denial of service
Spywara 1 Mo antispyware
Pheshing ff cgeening wiknown bhksiems
Phanming i oganing wiknown kil 5 o wewrd once for thes allamativg)
Hacking/tra e ; 5l

BEHHHEHHEHBHHH

4ib) Four from:

L meel the: crlenadrules | Blocks unsuthonsed access
d s 0 onsed oulgossg trafic
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Q 19) Winter 2018 P13

Question Answer Marks

B8 1 mark for rathod name, 1 mark for desooplon e.g.

Backups
= Make s copy of the dala
= Copy stored away from main compedar
% Data can bo restored from backup

Antiwirus
o Scans compauler for wiuses
= Software lodatectiremove virusas
= Canprevant dala being comuplad by vinises

Firewall
=  HAMwate or softwane thal moniies network tratic
% To holp pravent hackers gaining access / delating data

Fassword/Biometrics
= To hefp profect Tles ( compuler from unauthonsed access

Reatricted access
= To slop users downloadingdinstalling software that could ham

Veriflcation
»  Massageo.q 1o ask il defindoly wani to dedols

Physaical methods
®  LocksialarmsiCUTY to alertideter unauthonsod access

Q 20) March 2019 P12

[ For each of three nisks
Haming the risk — 1 mark_ dascribing the risk — 1 mark’

= Hackmng ...
- ___when a person ties to gain unauthonsed access 1o a com|
- ... data can ba dalated/comuptad by hacker

Malware ... -
... a softwars program designed 1o damage data / computer syshem
= ... rephcates tsell and hils the hard disk

= Mius .
= ... aprogram that roplicates itself to I filos

NOTE Mulliple knds of mabsere can %
Q 21) Summer 2019 P11

listed and grven 8 melchmg desonphon o nogan bogse, worm

4(a)i) 1 mark for security me

Anti-virus (softwa re (software)
. m (for viruses)
L]
< any viruses that are found
. 15 downloaded

Firewall // Proxy server
+ Monitors traffic coming into and out of the computer system
+ Checks that the traffic meets any criteria/rules set
+ Blocks any fraffic that does not meet the criteria/rules set // set blacklist/whitelist
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Alahin}

1 mark Tor secunty melhod, 2 marks for descniplion

Firewall i/ proxy server

+ Monitors traffic coming into and aut of the computer systam

s Check thal the tralhc meels any cnlenafmules sel

+ Blocks any traffic that doas nat meat the criteria/milas set /f set blacklistiwhitalist
HOTE: Cannot be awardad If alraady glven in 4{a){l)

Pazswards
» Making a password stronger ' by example

s Changmg o regulary
+ Lock out after set number of attempts I/ stops brute force attacks /f makas it maore difficult to quess

Blomestrics
s Dala needed lo enter 15 umgue o mdnadusal
» . therafore vary difficult to replicate
»  Lock out after set number of attemipts

Two-step verification I/ Two-factor authentication
s Exbra dela s senl o dewvice, pre-sel by user
« .. making it more difficult for hacker to obtain i
» Data has 0 be enterad infto the same system
+« . =nif attemiptad fram a ramata Incation, it wall nat be accepiad

Ajayjii)

1 mark for secunty mathod, 2 marks for dascription

Anti-spywars softwars [/ Anti-malwars (softwars)
v Scans the computer for spyware
« Removes/quarantines any spywara that is found

L/
»  Can provent spyware being downloaded ‘\

NOTE: Anti-malware (software) cannot be awarded if already given in 4{a)

Drop-down boxas /| onscrasn/virtual keyboard
»  Means key logger cannot collect data If key presses cannot be
s .. and relay il lo thed parly

Two-step verification // Two-factor authentication
= [xira data is sent o davica, pra-sat by usar
s .makng i more dithoull for hecker o oblam
+ [ata has to ba anterad into the samea system

v soif attempted from a remote location, it
NOTE: Cannot be awarded if already given in

ccepled

Firewall I/ proxy server
s Momtors rafhc coming nto and o

A i)

RUIH

Keep data in a fireprood [ waterproal / protective caze
Use verfication methods (for dedeting files)

I

- I

v Usg surge profection
-

-

s Following comecl procedure e.g. giecting olfine devices § regularly seving
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Gia) Feur from (max 2 marks par improvemant )

»  Make the password require more characters
& Makes the password harder lo osck/guess

»  Maonz possible combinations for the password

= Make lhe password require different lypes ol chaaciers
+« Makes the password harder to crackiguess
» Mo possible combinations for the passwaord

Use & brmelnc device
Hard to fake a parson's hiclogical data /f data is unlqua

Two-step verficaion /f Two leclor-authenticalion
Adds en addional level lo hack

Hava to hava the st device for the code 10 receiva it
Drop-down boxes [ anscreen keyboard

To preven! passwords being oblained uwsing keylogger

Requast random charactars
Won't reveal entire password

+« Sal numbar of password attampts
v Wil lock account if attempting to guess
s« Wil stop brute-lorce altacks

Ba) Six from;
S5L 5 a (secunly) protocal

It encrypls any data thal s senl

It usas/zands digital cerificates

«oo WHECh 15 5201 10 the (buyer'sfuser's) browser if requesied by |
.. that contains the gallary’s public key

... that can ba used Io authanticata the gallery

Once the certificato is authenticated, the transaction will begin

l.-l-llg

8(b) 1 mark for each correct tick.

Statement True False
) )

Firewalls are only available as hardware device: v
v

v

v

v
7

8(c)

Art gallery could copyright their work (to make it illegal to steal it)
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Q 22) Summer 2019 P12

5 = Password prolecton
= Password s refeased on the release date

- Encryption
- Encryption key is released on the release date

Bia) Structura
—  This is the layout of the web page
= e.g. placng animege alongside some tex] /f example of leg, such as <dwv>

Presentation

—  This is the formatting/style of the web page
- e.g. the colour that is applicd to some toxt i example of tag, such as <font-color=

Bib) 1 mark per each comecl row,
True | False
Statemant
1 | (]
Cookias can be used o store a customar's credit card datails ¥
Cookias can ba used o track the itams a customar has viewad o
on & wabsite
Cookes will comup the dala on 8 cuslomer's compuler v
Cockias are downloaded onfo a cusiomar's computer < 0
Cookies can be deleled lrom a cuslomer's compuler v 0
6{c) = Severslmulliple bits are rensmiled at 8 time/simultaneously

- Spvaralimultiple wires are used
= Date s ransmited n bolh direchons ...
- ... at tha same tima/simultanscusly

Bid) One lrom. 0
= Uniform resourcs Incator

= The wabsite's address

= User mendly version of (he [P address

Gle)i) Four from:
- Designed to deny peophe access b
= Alarge numbernumerncus reques
... &ll at tha sama tima

Gie)hi) One from:
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Q 23) Winter 2019 P13
W) | = Increase the length of the key /f make key 12-bit, etc. 1
Wby = Cyphar e b
221013 Cambindgs O Level — Mark Schama OetobetTlovambear 2019
PUBLISHED
Question Answer Marks
1ibu) | Six from [
= The system could use odd or gyen panty
= A panty bil is added
= The dila is checked to sa f f his mootect/oomac] pafily 1 by axampla
= |t panty is comect no-emmor s found
®  Anacknowledgament s sent that data (s necaned comectly
= The next packet of data i transmitted
= It incomect pany is found &n ermor has ocrurmed
A signal is sont back 1o request the dain & resen
= The dala is resent undil data is recened comectyfimeout occurs
Question Answer Marks
B(a) = Free software 1
8(b) = Freewars 1
Blc) x Shareware 1
B(d) = Plagiarism # Intellectual property theft 1
B{e) = Copyright 1
2210M3 Cambridge O me Octoben™ovember 2018
P HE
Question r Marks
1 Four from: 4
= A hacker could have hacked the netwark ..
= __.and downloaded the mahware onto the
= Clicking a link/attachment/down g n emailion a webpage ...
o ... the mabware could h into the linkiattachmentfile
= Opening an infected 5 .
o .. this would trigger pdownload onto the network
= Inserting an infe device ..
= . w'e matware is downloaded to the network
- P
= .50 M@ etected/checked for when entering network
= Anti-malware ha en turmed off __.
= ... 50 malware is not detected/checked for when files are downloaded
Q 24) Winter 2019 P12
2210M2 Cambridge O Level — Mark Scheme OctoberMovember 2019
PUBLISHED
Gluestion Answer Marks
Tie) Three from: 3
= Hypertext Transfer Protocol Secure f It is a protocol ...
= ...thatis a set of rules/standards
= Secure version of HTTP
= Secure website [f secures data
= UsesTLS/S5L
k-

Uses encryption
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221012 Cambridge O Level — Mark Scheme October™ovember 2018
PUBLISHED

Gluestion Answer Marks

10{a) Four from: 4
Validation method

Used to check data entry

Digit is calculated from data f by example

Digit is appended [ added to data

Digit is recalculated when data has been input

Digits are compared

If digits are different, error is detected # If digits match, no ermor is detected

HHHHHEHESR

10{b) Six from (maximum three marks per security method): [
o Firewsll .__

o .. Monitors the traffic

= .. Blocks any fraffic that doesn't mest the criteria / rules

x  (Strong) password  biometric ___

= .. Data cannot be accessed without the use of the password { bio data

= _.. Prevent brute force attacks

x  Encryption ...

w .. Datas will be scrambled

= .. Key is required to decrypt the data

o _.. If data is stolen it will be meaningless

= Physical security methods _..

= .. The physical security will need to be overcome 0
o _.. This can help deter theft of the data \
= Antispyware ... ‘
= _..will remove anmy spyware from system

H

-.. will prevent data being relayed to & third party

Q 25) March 20 P12

047aM12 Cambri — Mark Scheme March 2020
SHED
Question Answer Mark

2(c)i) Any two from: 2
* Scrambles data
+ .. making it meaningl
= Uses an algorithm /
+ Data / plain textis er text
2(c)iii) Any one from: 1

* Increase t
. um?mu

6’“

®
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0478112 Cambridge IGCSE — Mark Scheme March 2020
PUBLISHED
Question Answer Mark
2id) Any six from (max four for identification of method only): 6
» Backups
« __ if data is lost can be replaced
* Install antivirus / Anti malware
= .. detectsideletes viruses that could corrupt/delete data
* Install firewall
= ... helps prevent hackers gaining access and deleting/corrupting data
» Password / Biometrics
=  Two factor authentication & two-step verification
« .. helps prevent unauthorised access and the deletionfcorruption of data
=  Access rights
« ... helps prevent users accessing data they should not see and deleting it
= Metworkiusage policy
= . gives users guidance on data use ! by example
= Surge protection & Uninterrupted power supply (UPS)
= .. prevents loss of data that has not been saved
= ... prevents damage to hardware (that stores data) 0
* Physical method /f by example
+ . helps prevent unauthorised access and the deletionfcorruption of data
047812 Cambridge IGCSE — Mark Sch March 2020
PUBLISHED
Question Answer Mark
8(a) Any five from: 5
» Sends the URL of the website
» ... toa DNS to find the IP address
= Connects to the webserver (using the IP address) .
= ...uging HTTPFHTTPS
» RendersiTranslates the HTML
= Rune active/client-side scripts built into w
= Manages SSUTLS certificate process
» Storesiretrieves cookies
&(b) Any three from: 3
=  Webserveris sentm quests flood the webserver ...
= ___atthe same time
» Webserver crash
= Designed to prev "g. a website I/ Stops legitimate requests being processediserviced
8c)i) permission to use intellectual property / other people’s work 1
Bic)(ii) 1
r OWn
= To uge other without consent / acknowledgement
»  Theft of intell
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PAGE 334

2210012 Cambridge O Level — Mark Scheme May/June 2020
PUBLISHED
Question Answer Marks
3(a) Any four from: 4
-~ Encryption key is used
=  Encryption algorithm is used
= Encryption key / algorithm iz applied to plain text
= ... 1o convert it into cypher text
= Same key is used to encrypt and decrypt the text
k) Any three from: 3
= Firewall
- Password
= Proxy server
- Physical methods (by example e.g. CCTV, Locks)
= Access rights
- Asymmefric encryption
= Disconnect from network
Question Answer Marks
Sia) Any three from: 3
= Convert HTML code
= Display web pages
= Check if a website is secure
= Request web pages from a web server
= Send URL/domain name
= Runs active script
= Store historyffavourites/bookmarks
= Create tabs
22100112 Cambridge O Level — May/June 2020
PUBLIS]
Question Marks
S(bMi) - Carries out authentication of server and clie 2
= Handles encryption algorithms f keys
(b)) -~ Record layer 1
S(b)(iii) | Any one from: 1
- 55L
- HTTPS
5{c) - Cookies 1
Question Answer Marks
L2
10(a) il s for differences 3
steal perscnal data
as a real company/person
Differences:
= Pharming uses malicious code installed on hard drive
—  Phisghing is in form of an email
—  Phishing requires use to follow a link / open an attachment
10(b) = \irus 2
= Malware
10(c){i) - Incorrect 1
10{c)(ii) | Any four from: 4
= Can help prevent hacking
= Can manitor incoming and outgoing traffic
= Can set criteria f rules are set for traffic
= Can check whether traffic meets / defies criteria rules
= Can rejects any traffic that does not meet [ defies criteria
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Q 27) 15a Summer 20 P11

Flal(m

Any four from:
—  HKeylogger is downloaded without knowledge (by example)
—  HKeylogger records key presses
— Data is relayed back to third party
— Data is analysed /f Patterns in data could revesl log-in details ...
— ... detasils can then be used to log inte the account

T{a)(i)

Any one from:
—  Use drop-down boxes for password
—  Two-step verification (by example)
— Partial password requests
—  Onscreen ! virtusl keyboard

Bl

Any one from:
—  Look for locked padlock ! green padlock
—  Check for https

(b))

Any four from:
— reguests web server to identify itself / request to view the (55L) certificate
— receives 8 copy of the (S5L) certificate, sent from the webserver
— checks if (35L) cerificate is authenticftrustworthy

— sends signal back to webserver that the certificate is authentic/trustworthy @

28) Winter 20 P12

1))

- Handshake (layer) &
- Record (layer)

A(d)(ii)

Any six from:

- Client/browser requests secure connection fo server
- Client/browser requests the server to identify itself

- Server provides a digital certificate

- Client/browser validates the certificate
- Client/browser send signal back to server (to begin Ira®

- Session caching can be used
- Asession key is generated
- Encryption method is agreed /f data is encrypted

el

Any three from: @

- Hacking

= Denial of service (DoS) attack
- Virus
- Malware

MOTE: Three different re can be awarded

(e

Any four from:
= Acts as a firew;

ing and outgoing traffic

e set // blacklistwhitelist set

not meet criteria ...

g message to the user

iling in a DoS attack // DoS attack hits the proxy server and not the webserver

320y

Any three from:

= Loss of powerfelectncity
- Spillage of liquids

- Flood

= Fire

= Human error

- Hardware failure

- Software failure

MOTE: Three different types of human error can be awarded e.g. accidental deletion, not saving data, incorrect shutdown
procedure

3(a)(ii)

- Create a backup
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3(b) Max three from:

- Solid state drive

- Mon-volatile

- Secondary storage

= Flash memory

- Has no mechanical/moving parts

= Uses transistors

= ... and cells that are laid out in a grid
= Uses control gates and floating gates
- Can be NAND/MOR (technology)

- Use EEPROM technology

Max two from:

- Stores data by flashing it onto the chips

- Data stored by controlling the flow of electrons throughfusing transistors/chips/gates

- The electric current reaches the control gate and flows through to the floating gate to be stored
- When data is stored the transistor is converted from 1 1o 0

3{c) One mark for each comect row:

Statement B';':]“ ﬁ,[:]' [:3? 0
A type of optical storage v s o
Has the largest storage capacity ¥ 0
Can be dual layer v v \
Read using a red laser v v *
Has the smallest storage capacity ¥
Stores data in a spiral track ¥ ¥ v

Q 29) Winter 20 P13 0

4(a) Any four from:

- Browsers sends URL to DNS
= ...using HTTP
- DNS finds matching IP addresses for U

- ... and sends IP address to web br
- Web browser sends request fo IP server for web pages

- \Web pages are sent from D 5e r

- Browser renders 3 ages

- Any security certifical angediauthenticated /f SSL/HTTPS is used to secure the daia
- ___encrypiting any di

4(b} Any th m

MOTE: three suitable types of malware can be awarded

] = Key ! Algorithm

- Algorithm & Key (must be opposite of first one)
- Plain

- Cypher

= Key I Algorithm




PAGE 337

13(a) Any one from:

Both are designed to steal/collect personal data
Both pretend to be a real company
Both use fake websites

13(b)

Phishing involves use of an email whereas pharming involves installing malicious code
Phishing involves clicking a link or an attachment whereas pharming creates a redirection

Q 30) March 21 P12

2(c)(i)

— Data if intercepted cannot be understood // Data is encrypted // Data is
scrambled // uses keys to encode/decode data

2(c)(in)

Four from:
— Uses (digital) certificates
— ....requested from web server by browser/client // browser!clier@s web

server to identify itself
—  Server send SSL/digital signature to browser/client
— Client and server agree on encryption method to use
— ... that contains the server's public key L/
— Browser checks authenticity of certificate. .. \

— ... then session key is generated
— ... the transaction will begin // sends signal t r to start transmission

6(a)

Any four from:

—  Monitors incoming and outgoing tra
—  Allows the setting of criteria/bla€kli fitelist/by example

Blocks access to signals that
requirements/criteria/blackli

6(b)

oleg :
Py i ¢ attachment takes user to fake website

— Software is installed on user's computer
— Redirects (correct URL) to different/fraudulent website

—  Spyware (accept keylogger but do not award for MP3)
— Software is installed on user's computer

— Records key strokes // keylogger

—  Transmits data to third part for analysis




