Networks and the effects of using them - 2021/20 IGCSE 0417

1. Nov/2021/Paper_11/No.7
Bluetooth is a method of communication to connect devices together.

Describe how a smartphone can use Bluetooth to connect to another device.




2. Nov/2021/Paper_11/No.8

An organisation uses the internet and an intranet.

(a) Explain how the purpose of the internet differs from the purpose of an intranet.

Employees in the organisation are allowed to access the int

The employees are required to secure their smanphon@g either facial recognition, passwords

or voice recognition.

(b) Tick (v') whether the following statem

voice recognition.
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This method can
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This method could be compromised by
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Nov/2021/Paper_12/No.4

Write down the most appropriate network device to match the following statements. Your answers
should be different in each part.

(a) This network device checks the data packet arriving from one computer and sends the data
to a specific computer.

(d) This network device connects one LAN to another with the same

.......................................................................................... \b [1]
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Nov/2021/Paper_12/No.5 *
The Internet of Things (IoT) is a computer network llows users to control household
devices remotely. It has many benefits, for example n turn on the house central heating
via a smartphone. The loT can use WiFi and Blue ich can cause problems regarding data
security.

Describe the methods that could be takenito pretect the user’s data.




5. Nov/2021/Paper_12/No.7

Rockit Motors recently created a new car sales website. The website uses internet shopping
features. Customers can ask questions of the virtual salespeople on the website, and then
purchase the car on the website.

(a) Describe two other features of internet shopping.




(c) Before the website became operational it needed to be tested. The web designer created a
test plan including module and whole system testing.

Explain the difference between module and whole system testing.

6. Nov/2021/Paper_12/No.13 *\

The internet has both moderated and unmoderated fo

Explain what is meant by a moderated forum. o




7. Nov/2021/Paper_13/No.6
The internet has both moderated and unmoderated forums.

Explain what is meant by an unmoderated forum.




8. Mar/2021/Paper_12/No.10
Computer data can be stored on physical storage devices. Data can also be stored in the ‘cloud’.

(a)

(b)

Explain what is meant by the cloud, giving two advantages of storing data in the cloud compared
with physical storage devices.
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state storage.

Tick (v') whether the following storages@are examples of optical, magnetic or solid

optical maghnetic solid state

e v) ) v)

Flash drive

Hard’q@d
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Blu-ray disc drive

SSD
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June/2021/Paper_11/No.6

You have been asked by the secretary of a soccer club to create a website to publicise its results,
fixtures and other events.

When the website has been created it has to be published on the internet. You plan to upload it
onto the internet using FTP.

(a) Explain what is meant by FTP.




(c) Before the website is published it needs to be tested.

Write down three different features of the web pages that could be tested. For each feature,
describe the method you would use to carry out the test.
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10. June/2021/Paper_11/No.8
Compare and contrast the features of a switch and a hub.

.................................................................... 0 [6]
11. June/2021/Paper_12/No.9 o
(a) Describe two uses of a compai:®e! 1.

[2]

10



(b) Social networking is used to communicate with friends; this is one use of the internet.

Describe four other uses of the internet.
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(c) A major part of the everyday use of the internet is social networking. Currently some social

networks are not policed. The owners of a website have full discretion on what material is
removed and what is allowed to be kept.

Discuss the benefits and drawbacks of policing social networking sites.
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12.

June/2021/Paper_13/No.5
Complete the sentences using the most appropriate item from the list.

blog cookie email fax

search engine social media web browser wiki

(a) A piece of software that allows a user to display a web page is called a

---------------------------------------------------------------------------------------------------------- e (1]
(c) A web application that allows a group of people to edit the cagalled a
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13. June/2021/Paper_13/No.7
A family has purchased a wireless router for use in their home to allow their devices to be connected
via WiFi to form a wireless local area network (WLAN).

(a) When the family purchased the wireless router they were advised to change the default
password.

Explain why they should change the default password.
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14. Nov/2020/Paper_11/No.3
A variety of network devices can be used to connect computers together.

(@) Complete the following sentences using the most appropriate network device from the list.
Your answers must be different in each case.

an access point a bridge a hub

a modem a network interface card a switch

A device used to connect a Local Area Network (LAN) to another LAN that uses the same
ProtOCOI IS CAllEA ......oiiiiii et b e e b .
A device used to convert a computer’s digital signal to an analogue signal for communication

IS CAIEA ..o

A device that connects a number of other devices and sends éte specific device only

IS ettt et e et e et e e et ettt ettt et aeeaeeeeeeaeaan et e a— it nt L . U AT .

An item of hardware in a computer that allows a deyi nnect to a network is
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A router is used to connect a LAN to the internet. A message is sent from the router to another
router.

(b) Give the name of the part of the router where the IP addresses are stored.
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15. Nov/2020/Paper_12/No.5
(a) Compare and contrast an intranet with the internet.
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(b) Protocols are associated with the internet and an intranet.

Identify three protocols and for each one, identify a use.
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16. Mar/2020/Paper_12/No.2

Tick (v') whether the following statements refer to &rnet or an intranet.
internet

intranet

()

e 0 )
This type of network is public

This is the more secure type of n

This type of network is glo

This type of network i ikely to be monitored
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17. June/2020/Paper_11/No.6

18.

Tick (v') which of the following statements apply to LANs, which apply to WANs and which
apply to WLANSs.

LAN WAN WLAN
() (v) ()

The internet is an example of this type of network

This type of network is found in a building but is
connected without cables

This type of network is used to transmit data
between Europe and North America

This type of network is found in a building but is
connected with cables

D .
June/2020/Paper_12/No.3 \

Complete the following sentences using the most app etwork term.

A communication method that wirelessly connects& e phone to a car, to allow hands-free

use of the mobile phoneis ......................... :I® .

A network device that allows a stand- omputer, using a dial-up analogue connection, to

connectto an ISP is a

A network device tha
S ¢
oo -

- ‘ -
A wireless commu

LAN to connecttothe internetis a ........ooooeememoeeoeeeee. ;

on method used in WLAN IS ..o, ;

[4]
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19. June/2020/Paper_12/No.5
When using the internet, FTP can be used.

Explain what is meant by the term FTP.

.................................................................................................................................................. [2]
20. June/2020/Paper_12/No.9b
(b) Many of the microprocessor-controlled devices in our homes use W i connections.
Describe the benefits and drawbacks of using WiFi connectiE @s way.
........................................................................................................................................... [6]
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21.

June/2020/Paper_13/No.3
A computer system is connected to a LAN and a WAN.

(a) Explain what a LAN is.
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22. June/2020/Paper_13/No.12
A student is undertaking research for his studies. He needs to find up-to-date information and has
decided to look for it using the internet.

Explain how he would check the reliability of this information.
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23. June/2020/Paper_13/No.13

A school is planning to set up a student work files area. The school is considering allowing students
to log in to the student work files area either using the school’s intranet or the internet.

Discuss the advantages and disadvantages of using the school’s intranet rather than the internet
to access this student work files area.
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