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1.2 Data Communication
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1.2.1: Serial and parallel data transmission

Show understanding of what is meant by transmission of data
Distinguish between serial and parallel data transmission
Distinguish between simplex, duplex and half-duplex data transmission
Reasons for choosing serial or parallel data transmission

Show understanding of the need to check for errors

Explain how parity bits are used for error detection

Show understanding of the use of serial and parallel data transmission, i
Universal Serial Bus (USB) and Integrated Circuit (IC)

1.2.3: Internet principles of operation

Show understanding of the role of the browser and Internet ser

o

N Ol |N|(E

0o

9 | What is meant by hypertext transfer protocol (http and https L
10 | Distinguish between HTML structure and presentation
Show understanding of the concepts of MAC address, Protocol (IP)

11

address, Uniform Resource Locator (URL) and cooki

Chapter at a glance: @E

A network is defined as a collection of co and peripheral devices (such as printers)
connected together.

Generally, a network over short dista
great distances are wide area ne
Network adapters: These a
computers to a network s
Network hubs and swi
network.
Routers connect
home netwg;% the
Modem: HardV@e d t converts signals from analogue to digital and vice versa; typically
used to convert sign nt over the public service telephone network.

Bit is short of binary digit. It is the smallest unit of data in computer. It consists of a 0 or an 1.

Bit rate is the rate of transmitting data

A web browser is software which allows a user to display a web page on their computer screen.
Web browsers interpret or translate the HTML code from websites and show the result of the
translation.

Simplex data transmission is sending data in one direction only (i.e. from sender to receiver)
Example: data being sent from a computer to a printer.

Half-duplex data transmission is sending data in both directions but only one at a time (i.e. data
can be sent from ‘A’to ‘B’ or from ‘B’ to ‘A’ along the same line, but not at the same time).
Example: a walkie-talkie, fax machine.

Full-duplex data transmission is sending data in both directions simultaneously (i.e. data can be
sent from ‘A’ to ‘B’ and from ‘B’ to ‘A’ along the same line, both at the same time). Example: a
phone line.

Serial data transmission is when data is sent, one bit at a time, over a single wire or channel

called a local area network (LAN) while those over
/AN).

o called network interface cards or NICs) connect

y can communicate.

bs and switches connect two or more computers to an Ethernet

networks to each other (for example, a router can connect your
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Serial Transmission is transfer of data bit by bit using single wire (bits are sent one after the
other in a single stream).

Parallel Transmission is transfer of data in groups of bits using multiple wires.

The universal serial bus (USB)is an asynchronous serial data transmission method. It has quickly
become the standard method for transferring data between a computer and a number of devices.
Interference refers to disturbance that occurs in the signals when sending data that may corrupt
it.

ISP (Internet Service Provider): Company that provides individual’s access to the Internet and
other services such as webhosting and emails

IP Address: Location of a given computer/device on a network; can be a static or dynamic value
URL (Uniform Resource Locator): The standard format for referring to are source on the
Internet; also called Uniform Resource Indicator (URI); made up of:

ethe protocol, e.g. http

ethe domain name, e.g. ruknuddin.com

attributes

HTML Structure refers to contents of web pages. &

HTML Presentationis format of webpage. x

Cascade Style Sheet CSS is used to define presentation for w ges, including the design and
variations in display for different devices and screen sizes.

Web Server are the computers which hosts web sites.

Checksumtechnique used in data transmission to valid
calculated from the contents of preceding blocks.
Parity Checktechnique used in data transmission
determined by the contents of the preceding bi
Parity Block is an additional byte where the
bytes are arranged in a grid and each pari
above.

Check digit is a validation technique
proceed it. Following two Methods
Automatic Repeat Request
correctly transmitted.

It uses an acknowledg
received correctly) and
received).
If an ackno%&&m
automatically nt.
With echo check, w a is sent to another device, this data is sent back again to the sender.
The sender compares the two sets of data to check if any errors occurred during the transmission
process.

ethe filename e.g. computer.html Qy
HTML: Authoring language used to create documents on the World Wige @ses tags and

by sending a block of data

te data by sending an additional bit

e the total number of 1s odd or even.

are computed from the preceding data bytes. The
is calculated from the bits in the column

ves calculating an additional digit from the ones that
to calculate check digit
her method used to check whether data has been

essage sent by the receiver indicating that data has been
this is the time allowed to elapse before an acknowledgement is

t back to the sender before timeout occurs, then the message is
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1.2.1 Data Transmission
Data transmission is communicating data among different parts of a computer or among different

computers.

Generally, a network over short distances is called a local area network (LAN) while those over
great distances are wide area networks (WAN). Whether a network is a WAN or a LAN, it allows
the computers to:

e communicate with one another

e share information centrally

e share copies of software

e give access to data and program files to multiple user

In a LAN there is the added benefit of being able to share hardware. For ex e office with 20
computers may only have one or two printers. Also, those printers mé ifferent types and
used for different tasks. 0¢

Types of Communication on the basis of direction ‘\

Simplex data transmission is sending data in one directi i.e. from sender to receiver).
Example: Radio, TV. Data being sent from a computer inter, from keyboard to CPU etc.

;
e

—-1

Simplex Data Transmission:
(One way only)

Mouse to CPU

Keyboard to CPU

CPU to Monitor
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Half-duplex data transmission is sending data in both directions but only one at a time (i.e. data
can be sent from ‘A’to B’ or from ‘B’ to ‘A’ along the same line, but not at the same time).
Example: a walkie-talkie, fax machine, reading or burning data on CDs or DVDs, both but not at

the same time.

DilrectilonNe Hicommuniicatlonn

Full-duplex data transmission is sending data in both directions simultaneously (i.e. data can be
sent from ‘A’ to ‘B’ and from ‘B’ to ‘A’ along the , both at the same time).
Example: a phone line, reading and writing daGlDD.

Full-Duplex

" B
Simplex A to B only
A lg » B
Half-DuplexAtoBorBio A
A " B

Full-Duyplex Ato Band Bto A
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Types of communication on the basis of media:

There are two types of communication on the basis of media

Serial rarsmission Paralell ransmissicn
Paralell

jois0dt

w—""

Serial transmission of data

Bit by bit transmission of data using single wire is known as Serial’% ion.

It used for external transmission (between two peripheral devices‘

It is slow but more reliable as well as cost effective as only @

wire is needed. 000
°
.--3»5@-"-%

Parallel transmission
If the devices are con

sensible numb& of
$

This type of data transfer is called parallel data transmission.

— —

~
H

ices and CPU).

Sevial Date Transmission g

ABC

1 | |

| S ————— L
LT 1
00O
00O
00O
00O
011
1.0 1

ore than one wire, then more bits can be sent simultaneously. A

be eight, because then a whole byte can be sent at the same time.

Pavrallel Daoter <
T ..
ABC

11 1.
000
000
000
000
011

{000
— - -
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Parallel transmission of data is obviously faster than serial transmission because more bits are
travelling at the same time. However, it is less reliable as the bits can become muddled up. If one
bit is delayed because of the resistance on its wire, for example, it may arrive in time to be counted
as a bit in the next byte! This problem, where the bits become out of sequence, is called “skew”.
Parallel transmission is only suitable for short distances (internal transmission).

Information flows through the computer in many ways. The CPU is the central point for most
information. When you start a program, the CPU instructs the storage device to load the program
into RAM. When you create data and print it, the CPU instructs the printer to output the data.

Parallel transfers take place between the following devices:

Parallel Data Transmission among ICs on mo

¢ |Cs on motherboard

« CPUand RAM RAME \ —
« CPU and interface cards (See S5ep ‘§£'L: WERR YR @ n JSrEn[:: La bl :
526 KOAER

Chapter 8) | KM622560L5-7 ME22s60 o)
e LPT (printer) port and parallel || ———— | o

printer B W TG
« SCSl portand SCSI devices | ~ gk SONOR
o ATA/IDE host adapter and r'd

ATA/IDE drives

e« RAM and interface cards (either

via the CPU or directly with

DMA) S

Parallel cable used to tran HDD and processor
Why are parallel transfe lar?

e Multiple bits of j

o At |dg al c

data is be mg tr

However, parallel transfers also have problems:

are sent at the same time.

, parallel transfers are faster than serial transfers because more

e Many wires or traces (wire-like connections on the motherboard or expansion cards) are
needed, leading to interference concems and thick, expensive cables.
o Excessively long parallel cables or traces can cause data to arrive at different times. This is
referred to as signal skew
Because of the different types of devices that send and receive information, two major types of
data transfers take place within a computer: parallel and serial.
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USB (Universal Serial Bus):

Universal Serial Bus (USB) is a plug-and-play interface that allows a computer to communicate

with peripheral and other devices. ' 'e D B

+ Itis a BUS as it has wires to transmit data. Wﬂ

+ Itis UNIVERSAL as it connects devices cover a UNIVERSAL SERIAL BUS
broad range; anything from keyboards and mice, to music players and flash drives.

» ltis SERIAL as in USB data is transmitted bit by bit. USB has 4 cables of which 2 are used for
power supply (0V and 5V), 1 to send data from PC to peripheral and 1 to receive data from

peripheral. PSI2 port ] = PSi2 port
(keyboard) i i

USB ports | thernet port
- (network)

‘/’ﬁ Data + Serial port
(dial-up modem)

1. USB Vee (+5V)

USB cable
wiring

LPT1 Printer port
(printer)

SHIELD

G

i | Game port
Nl (joystick)

no connection i
at USB device Microphon i Py
4. GND
Test Yourself) Most computers use al Serial Bus (USB) ports to allow the attachment of
devices.

Describe two benefits of B ports.

T i I ... ...
........ o .. =
PRI T . O

®

Marking Scheme

Any two from:
e devices automatically detected and configured when first attached/plug and play

e jtis nearly impossible to wrongly connect a device

o USB has become an industrial standard

e supported by many operating systems

e USB 3.0 allows full duplex data transfer

e later versions are backwards compatible with earlier USB systems
e allows power to be drawn to charge portable devices



PAGE 144

Need to check for errors

Can you raed tihs?

‘I cnduo’t bvleiee taht | culod aulaclty uesdtannrd waht | was
rdnaieg. Unisg the icndeblire pweor of the hmuan mnid,
aocdcrnig to rseecrah at Cmabridge Uinervtisy, it dseno’t mttaer

in waht oderr the Iterets in a wrod are, the olny irpoa tihng
is taht the frsit and Isat Itteer be in the rhgit pcla et can
be a taotl mses and you can sitll raed it whoutjc m.

Tihs is bucseae the huamn mnid deos not rae( y ltteer by
istlef, but the word as a wlohe. Q
|

Aaznmig, huh? Yeah and | awlyas tghh npg was
ipmorantt! See if your fdreins can rag@tifis too’
Calculate rent charges if rate per room for offic 10,000 and for bungalow is 20,000

Offic?
|

e

° ? galow
Ao 2 3 ffiec
Office

Bunglow
Offcie
Bungalwo

Offcie

o a A A =2 N O O O
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This is the calculation of rent charges by computer using following formula in spreadsheet
=|F(C22="0ffice",D22*10000,IF(C22="Bungalow",D22*20000,"Error"))

Office 2 20,000

Bnuglow 5 Error

Offcie 3 Error

Bungalow 6 120,000

Offiec 2 Error

Office 1 10,000 0
Bunglow 4 Error

Offcie 4 Error éq
Bungalwo 5 Error 0\

Offcie 6

=
<

Reason for identifying errors @

When data, of whatever type, are transmitted from device to another, they are transmitted as a
series of binary digits. Any data that are tra@ are going to be made up of a very large number
of bits. Consequently, there are bou occasions on which the data are not transmitted

correctly or on which they become d during transmission.

There are only two possi rror that can occur; either a 1 is received as a0 ora 0 is

received as a 1. Mistake cur, but when they do occur they can be very serious, as the data
are no longer correc

4
when they Qe?ans
a “

®

s it important that there should be methods for checking the data
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Error Detection Methods

Following are the methods of error detection during data transmission

Echo Check

The simplest way of checking the transfer of the data is to send the data back again. If the data sent
back are the same as the data sent in the first place then the original data must have reached the
destination unaltered. If not, the data must be sent again. This is known as echoing back. Echoing
back is very effective, but suffers from having to send data twice. The transmission mode needs to

be either duplex or half duplex to allow data transfer in both directions.

Parity check

A parity check is a single bit which is added to the end of the message, and i that the number
of ones in the message is even or odd. If a single error occurs, the recei detect it because
parity bits will no longer match. \

A parity check involves checking that the number of 1 bits i %a s to an even number (called

“even parity”) or an odd number (called “odd parity”). If twi that are communicating decide

bits so it passes the odd parity check.

When it is transmitted, the byte received is . This has four 1 bits, which is an even number,
so there must have been an error in tr on. The receiving device would ask for it to be sent
again. Although this example uses , even parity can equally well be used. The two devices
have to agree which type of
Parity is used not only
between different com the CPU. If two mistakes are made in the same byte, they cancel
each other ggt?nd
This problem &1\% be

using parity blocks.

e and a clever way of identifying mistakes can be implemented by

What is wrong with the following statements?

a. The two checksums match so there is no error in the data file that has been transmitted.

b. Odd parity means that correct bytes are always an odd binary number.

¢. 01101100 has been received using odd parity therefore it has been correctly transmitted.

There are two types of parity, odd and even. Try to think of reasons why odd parity may be preferable to using
even parity.

A byte can represent a character code in eight bits, giving potentially 256 different characters.
However, an ASCI| character reserves one of the bits for a parity bit. This leaves seven bits for the
character code, reducing the number of different characters to 128.
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Parity blocks

A further check can be made on the data bytes which are transmitted. An additional byte, called the
parity byte, is calculated and transmitted for each group of bytes. The data bytes and parity byte
together are called a parity block.

A parity block is like a rectangle made up of rows and columns. The last bit in each row, i.e. in each
data byte, is the parity bit, which checks if there is an error in the byte. One possible problem with a
parity bit check is that two errors in the same byte are not picked up by the parity bit check. They
are however detected by the check which the parity byte performs.

Think of the parity byte not as data but as a whole row of parity

bits, each of which is there to check the column of bits above @ L 502
' 0000

it in the grid. Consider the following transmission in which four Parity % 4l

data bytes are followed by the parity byte using odd parity. The BE 0010

correctly transmitted parity block (four data bytes followed by \ T

the parity byte) is shown below: ( pal—i\t\:’ﬂvte

Assume that there was an error in the transmission and

bytes shown below were received by the device. The f 1s data byte are not in odd, so the

conclusion is that there must be an error with @

. . ) 1 01101 all -1

it. The parity byte shows that there is an errorQ£|I 100000 0 o

with the calculation in column three. OE 11101 @ 0

conclusion is that the incorrect bit in byt gloa09.10 L
1101100 (LS

must be the one in column 3, so is

from 0 to 1.

Consider Figure given ich shows two bits received in error in the same data byte. Byte

three passes the pa ck. The

pointherej& i is in error! 11001101 11 0110
The parity byteghowe ws that there .20 o 66 e © qauan
. Y 1 ofo]1110[1] 2ofofr11o
is an error — the bits in positions 4 and 8 of 11000010 1 1lolo 0 o 1
the parity byte do not match the 01101100 01 0110

calculation for columns 4 and 8.
It is claimed that checking the parity bits and using a parity block check will identify 99% of all

transmission errors.
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Checksum

Data are normally sent as blocks of bytes rather than as individual bytes. Whatever the data

represent, they are in binary form and hence could be treated as numbers that can be added

together. Another checking procedure is to add all the bytes that are being sent in the block of data.

Any bits lost at the most-significant end as a carry are ignored, so the answer is an eight-bit number.

This “check byte” or checksum is calculated before the data are sent and then calculated again

when they are received. If there are no errors in the transmission, the two answers match. If,

however, the two bytes are different there must be at least one checksum that has been corrupted

and the whole block of data has to be re-sent.

The following algorithm is used to calculate check sum:

1. Calculate file size Qe
2. Iffile size<256 then p é
3. Checksum=file size \
4. Else ‘
5. Checksum=file size MOD 256 O
6. Endif
Sort the steps for Check Sum into order. Write t umber in the column Step No.

Steps of Ch S

Step No.

The computer then compare§_its Sulated check sum with the check sum received.

If the two don’t match, £

ere is an error in data transmission

The receivi ates check sum.
e, "\ A
: @b DataSize MOD 256

Sender— Data Packet l
_ CheckSum

CheckSum

.9, ~Communication

2 / y Data Packet + CheckSum

Data Packet 4 DataSize MOD 256

Receiver—| checkSum “ 1
#ﬁ CheckSum
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AUTOMATIC REPEAT REQUEST (ARQ)
https://en.wikipedia.org/wiki/Automatic repeat request

Automatic Repeat reQuest (ARQ), also known as Automatic Repeat Query, is an error-

control method for data transmission that uses acknowledgements (messages sent by the receiver
indicating that it has correctly received a packet) and timeouts (specified periods of time allowed to

elapse before an acknowledgment is to be received) to achieve reliable data transmission over an

unreliable service. If the sender does not receive an acknowledgment before the timeout, it

usually transmits the packet until the sender receives an acknowledgment or exceeds a predefined

number of retransmissions.

Sort the steps for ARQ into order. Write the correct number in the column St

Steps of ARQ

Step No.

Sending computer transmits a block of data

After a set period of time, a timeout occurs which triggers the data‘te be
automatically resent by the sending computer.

acknowledges receipt of the data.

The sending computer waits for a period of time to see i ng computer

This will continue until the receiving computer ack es the data has
been received.

SET Timer RESEND Data

*
L 24 "
Has Timer
timed out?

Acknowledgement
Received?

Yes

Transmission Successful

[ stop
0
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Check digit

A check digit is a digit added to a string of numbers for error detection purposes. Normally, the check
digit is computed from the other digits in the string. A check digit helps digital systems detect changes
when data is transferred from transmitter to receiver.

Validation technique that involves calculating an additional digit from the ones that precedes it.
Following two Methods are used to calculate check digit

Modulo-11 Method:

i The position of each digit is first considered: 53 sl
f [PNCEein RIS 4 4 g iclReb
?
0 2 2 1 4 3 2 5 6 7 @
(i) Each digit in the number is then multiplied by it's digit position and the tétal
added together:

i.e. (0x10) + (2x9) + (2x8) + (1x7) + (4x6) + (3x5) + (2x4) + (5x3)
=0+18+16+7+24+15+8+15+12
=115 total
(iii) The total is then divided by 11 (modulo 11) and the remain L is
subtracted from 11. The answer then gives the check digi
i.e. 115/11 = 10 remainder 5
i.e. 11 — 5 = 6 (check digit)
hence, the final number is: 0-221-43256-6

(iv) If Check digit = 10 then it will be represe&@a representation of 10 in ROMAN )
Modulo-10 Method:

Modulo-10 method is used in check digit cal

@yn in ISBN 13, where the 13th digit of thelSBN code
is calculated using the following algorit

" 978-3-12-732320-?

2. Find sum of digits a osition and multiply result by 3

Steps
1. Find sum of digits at o

Sum of digits at odd position
bBZ3 9+8+1+7+2+2=29

+$
ISBN 9 —0
9 |7 |8 |3 |12 |7 |3 |2 |3 |2 |07
Sum of digits at even position x 3
3 (7T+3+2+3+3+)=54

3. Add both sums 29+54=83
4. Find Mod10 83 MOD 10=3
5. If remainder=0 then

Check digit=0

Else
Check digit=10-Remainder Check digit 10-3=7

ENDIF
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Sort the steps for Check Digit into order. Write the correct number in the column Step No.

Steps of Check Digit

Step No.

The human will be asked by computer to re-enter the numerical code

A cashier at point of sale, scans the barcode of the product

The check digit is calculated and added to the barcode, product code at the point of
manufacture.

The computer then compares its calculated check digit with the check digit scan

If the two don’t match, then the there is an error in entering or scanning bar

The computer calculates check digit
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1.2.3 Internet principles of operation

Internet Service Provider (ISP):

Tier 3 Network

Tier 3 Network

Metro-fiber

PSTN L Cahle
£ Operator
Ethemet

Cable plant

Filter &=
Filter @I gl

: "-dm" ‘a'
& Cable /

i Susmmer o g
e ADSL customer

(Triple. p

Leased line
(TUEL

FABX  Router

Dial-up

https://en.wikipedia.org/wiki/Internet service provider

An Internet service provider (ISP) is an organization t vides services for accessing, using, or

participating in the Internet. Internet service provider organized in various forms, such as

commercial, community-owned, non-profit, or otfierwi rivately owned.

Internet services typically provided by ISPs j e Internet access, Internet transit, domain

name registration, web hosting, Usenet
Web browser

https://www.techopedia.co @/web-browser
A web browser is a softw that allows a user

locate, access, and dis

usage, a wet;ﬁ@vse

Browsers are used pri

ges. In common
hortened to "browser."
displaying and
accessing websites on'the internet, as well as other
content created using languages such as Hypertext
Markup Language (HTML) and Extensible Markup

Language (XML).

Browsers translate web pages and websites delivered using Hypertext Transfer Protocol (HTTP) into
human-readable content. They also have the ability to display other protocols and prefixes, such as
secure HTTP (HTTPS), File Transfer Protocol (FTP), email handling (mailto:), and files (file:). In
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addition, most browsers also support external plug-ins required to display active content, such as in-
page video, audio and game content.

IP Addressing

An Internet Protocol (IP) address is a unique 32-bit reference number that is allocated to devices on a
computer network that uses the Internet Protocol.

Although IP addresses are stored as 32-bit numbers, for our convenience they are usually displayed
as a series of 4 decimal numbers, each one representing 8 bits of the original binary address.

32-bit binary version: 110010011010000001011011011111111

Decimal version: 201.64.182.255 e

Some IP addresses are reserved for private network ranges e.g. q

10.0.0.0 - 10.255.255.255 é

172.16.0.0 - 172.31.255.255

192.168.0.0 - 192.168.255.255 (
IPv4 0
IPv4 is the most widely deployed Internet protocol used 0 connect devices to the Internet. IPv4 uses
a 32-bitaddress scheme allowing for a total of 232 es (just over 4 billion addresses).

IPv6

IPv6 addresses are 128-bit IP address for a? 3.4x10738 computers.
IPv6 is written in hexadecimal and sep colons.

An example IPv6 address could be e this: 3ffe:1900:4545:3:200:f8ff:fe21:67cf

Example Question 2.3:

The table shows four stat
Tick (v') to show which
Statem

The IP"addgess ¢ f any number of digits separated by single dots (.)
Each number in address can range from 0 to 255

IP addresses are used to ensure that messages and data reach their correct
destinations

Public IP addresses are considered to be more secure than private IP
addresses

out IP addresses.
ments are true.

True (V')

Internet Server
Internet server (web server) is a special computer, on which websites are stored. Web Server is

constantly switched on and connected to the Internet so that each Internet user around the world can
access website at all times. This computer is built up with selected high quality components, which can
endure incessant work and high load.
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Internet servers make the Internet possible. All of the machines on the Internet are either servers or
clients. The machines that provide services to other machines are servers. And the machines that are
used to connect to those services are clients. There are Web servers, e-mail servers, FTP servers and
so on serving the needs of Internet users all over the world.

When you connect to www.ruknuddin.com to read a page, you are a user sitting at a client's machine.
You are accessing the Ruknuddin Web server. The server machine finds the page you requested and
sends it to you. Clients that come to a server machine do so with a specific intent, so clients direct their
requests to a specific software server running on the server machine. For example, if you are running
a Web browser on your machine, it will want to talk to the Web server on the e@nachine, not the

e-mail server.

ine that is dialing up

A server has a static IP address that does not change very often. %h @ ]

through a modem, on the other hand, typically has an IP address I d by the ISP every time you

dial in. That IP address is unique for your session -- it may the next time you dial in. This
way, an ISP only needs one IP address for each modemiit s , rather than one for each customer.
HTTP

Short for Hyper Text Transfer Protocol, the underlyi col used by the World Wide Web. HTTP

defines how messages are formatted and transmittedj and what actions Web servers and browsers
should take in response to various comman?r example, when you enter a URL in your browser,
this actually sends an HTTP command Q eb server directing it to fetch and transmit the

requested Web page. 0
Uniform Resource Locat

URL stands for Uniform ocator. It is the address of a web page. Each page has its own

unique web address
3
This is how aeoggu e web page that user is trying to find.

An example of a'URL is -//ingilabpatel.com/computer2210.html.

In this example
» “http” enables browser to know what protocol is being used to access information in the domain
» “ruknuddin.com” is called the domain name.

» "computer2210.html" refers to the specific page.
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URL encoding:

Web addresses can be written using hexadecimal rather than denary. Hexadecimal codes are
preceded by a % sign. For example, the word “www.ruknuddin.com” is written as:

r u k n u d d i n
in hex %72 %75 %6B %6E %75 %64 %64 %69 %6E
w w W . r u k n u d d i n . ] 0 m

%DTT | STT | %77 | %2E | %72 | %75 | %6B | %6E | %75 | %64 | %64 | %69 | N6E | %2E | %63 | %6F | %6D

Some characters are not allowed in URL. URL encoding converts characters into a format that can be
transmitted over the Internet.

For example
» %20 —is used in URL in place of <space> not allowed in a URL, %20 is t for a space (32
in denary)
» ? —separates the URL from all parameters or variables
e.g. for query to search Ingilabpatel in Google
https://www.google.com. pklsearch'?q %20patel

here “q” is variable for query “?” separates it from URL
“https://www.google.com.pk/search”
while“%20” is used for the space between * Inqllab “patel”
f & ingilab patel - Google Se D - ’
¢« 2> C #f B htt;)s /A, | rch?q=ingilabh%20patel
URL ?to separate ode for space
Variable fro

og!e.co

Example Question 2.4:

Consider the U‘Ré
Org.u

http://éie
(i) Give the meaﬁing o]

ollowing parts of the URL.
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Domain Name Server (DNS):
Domain Name Servers (DNS) are the Internet's equivalent of a phone book. They maintain a directory

of domain names and translate them to Internet Protocol (IP) addresses.

User types URL of a website in web browser address bar.

The web browser sends the request of URL to DNS of internet service provider (ISP).
DNS searches the IP address of the URL.

URL is translated into machine friendly IP address by DNS.

The translated IP address is sent to browser.

Browser sends http get command to the server of the IP address where web@ hosted.

The web server sends HTML data to the client web browser.

Web page is displayed on client’s browser. é:b

es inqilabpatel.com

© N o g s~ w D=

DNS Server

3. DNS looks up |

4. Browser

response in the form of html data

Web Server

ts html data and displays web pages

*
Example Question2.5:
A web page offefs a lin
HTML code.
Put each statement in the correct sequence by writing the numbers 1 to 5 in the right-hand column.

ers to request another web page. The requested web page contains

Statement Sequence No
The requested web page is displayed on the client computer

The user clicks on the hyperlink and the web page is requested from
the web server

The requested web page content is transmitted to the client computer
The client computer processes the html code using the web browser
software

The web server locates the requested web page
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WEB DESIGN

F [ ©/ACS with Ingileb Ruknuddin - X

C @ Notsecure | ingilabpatel.com a # #

= ingilabpatel@gmail.com . (+02) 300 2724734 What would you like to leamn? n Register /Login -

Ruknuddin ABOUT RESOURCES: STARS CONTACT

O/A COMPUTER SCIENCE
WITH INQILAB PATEL

Inqilab Patel is an 0 & A Level Computer Teacher at The City Schasl PAF Ghapter, Hexis A Level & Nakhlah Boys Campus Society. He has taught inm:
schools including Yageen Model School, Karachi Cadet School, KN Academy, and Beacon House. Cambridge has selected him as a Member of Cambridg

Editorial Review Board. He is also associated with Aga Khan University Examination Board, in the capacities of Chief Examiner, ttem Writer and E-marker,
Karachi Board of Secondary Education and Sindh Board of Technical Education.

READ MORE

IGCSE/O Workbooks IGCSE/O Level Past aﬂ’ast Papers Presentations

These workbaoks include lesson Papers

notes, exam style practice questions, IGCSE & O Level Computer Scieng
topical past papers, examiner's past papers, marking Schemic 2
reports and marking scheme. exarminer report

A web page is created by writing code i age called HTML.
HTML stands for Hyper Text Mark-u
You may be looking at a we
To see the HTML code of

1. View the page i ser.

CSE & O Level Computer Science Preseritations develaped by Ingilab
past papers, marking scheme and Patel

examiner report

ge. It was developed especially to create web pages.
ow and thinking "where is this HTML" - | can't see it.

pages take these steps:

er the page text and a small menu will appear close to the mouse
(right clicking ov ure gives you a different menu) Click on the "View Source" in the
menu list.

3. A page full of words and symbols will appear in a separate window

This is the HTML code that makes up the web page you are viewing.
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Felm | 52 ]

[ 'OFA'CS with Ingilab Ruknuddin X [ view-sourceiingiiabpatel.com x S
C (@ Notsecure | view-sourceiingilabpatel.com r #. :

2| <html lang="en"»>
3| <head>
<titlex0/A C5 with Ingilab Ruknuddin Patel</titlex

#meta charset="utf-8">
smeta name="viewport™ content="width=device-width, initial-scale=1, shrink-to-
fit=no™3

4
5
8| <l-- Required meta tags -->
T

10 <l-- Bootstrap €SS --»
H| <link rel="stylesheet” href="css/bootstrap.min.css">

13| <l-- FontAwesome CS5 --3>

14 %¢link rel="stylesheet"” href="gss/font-awesome.min.css">
5|

i

f <!-- ElegantForts C585 --» L/
4link rel="stylesheet” href="css/elegant-fonts.css™» \
18

19 ¢l=- themify-icons CSS --»

20 <link rel="stylesheet” href="css/themify-icons.css

ik

22 | #1l-- Swiper 55 --»

23 <link rel="stylesheet" href="gss/swiper.min.c
24 |

25 ¢i-— Styles —-¥

6 | <link rel="stylesheet” href="style.c 0

77 | £/head>

28 | <body >

b ] <div class="hero-content”>
30 <header class:“site—header‘"@ %
4 ol £ Sl BN [ R &L

All the coloured text surrou

@z html 'tags'.
Creating pages using a te

Adva Disadvantages
Very flexible as you ete control of | You have to know a lot about HTML code
the HTML code
Low cost - No d is
there are plenty of
available on the Internet.

This is what html looks like.

h Windows. And | Slow, as all the code has to be written by
eeware' text editors | hand.

Easy to make a mistake.

You have to save the file and look at it in
a web browser to see what it actually
looks like.

HTML STRUCTURE is the essential part of the HTML document; it includes the semantics (meaning)
and structural mark-up of the document.

HTML PRESENTATION:is the style of the document; i.e. how the document will look (or even sound
if it includes multimedia elements).
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HTML presentation is format of webpage.
CSS is used to define presentation for web pages, including the design and variations in display for
different devices and screen sizes.

hi { color:#0000FF; font-size:12px;}

¢ @4 4 4 0

HTML Property Value Property Value

Element 0
When a browser reads a style sheet, it will format the HTML document c@u the information in

the style sheet. VS
When a browser reads a style sheet, it will format the HTML docur@cording to the information in

the style sheet. O
Three Ways to Insert CSS
There are three ways of inserting a style sheet:

o External style sheet o@

o Internal style sheet
« Inline style 0
External Style Sheet

With an external style sheet, you

the look of an entire website by changing just one file!

Each page mustinclude ar to'the external style sheet file inside the <link> element. The <link>
element goes inside the tion:
<html>
<head> ’?
. ®
<link reI="sty?esI‘er" ty css" href="mystyle.css">
</head> 2
<body>

<h1>In the name of Allah</h1>
<p>TheCity School, PAF Chapter</p>

</body>
</html>
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An external style sheet can be written in any text editor. The file should not contain any html tags. The
style sheet file must be saved with a .css extension.

Here is how the "myStyle.css" looks:
body {
background-color: #0000ff;

}

h1 {
color: 000089;
margin-left: 20px;

}
Internal Style Sheet 0

An internal style sheet may be used if one single page has a unique styl

Internal styles are defined within the <style> element, inside the <head> i an HTML page:
Example: ®,
<html> \
<head>
<style> o
body {
background-color: #0000ff;
}
>
color: #980000;
margin-left: 40px;
} o
</style>
</head>
<body> 0

>
apter. </p>

<h1>In the name of
<p>The City Scho

</body> ®
</html> L 2
Inline Styles

An inline style may be ¥sed to apply a unique style for a single element.

To use inline styles, add the style attribute to the relevant element. The style attribute can contain any
CSS property.

The example below shows how to change the color and the left margin of a <h1> element:
<html>
<body>

<h1 style="color: #0000f8; margin-left: 30px ;"> In the name of Allah</h1>
<p>The City School PAF Chapter. </p>

</body>
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</html>

Example Question2.6:
HTML code for a website is given below:

1 <html>»

£ <head»

3  <title> O Level Computer Science with Ingilab Patel</title>

4 <style>

5 body {

3 background-color: #0D00fE;

B

B hl {

g color: #980000;

10 margin-left: 40px:

= i S

12 </style> e
13 <«/head>

14 <body>

16 <hl»In the name of Allah</h1> &

thinking and programming. Cambridge ¢ Level Computer Scienge
is an ideal foundation for further study at Cambridge Int

A Level, and the skills learnt can also be

used in other areas of study and in everyday life.</p>

<p>»The Cambridge © Level Computer Science syllabus enables learne
to develop an interest in computing and gain confidence in comp%. 1

</body>
</html>

PR B R B
[ IR S L T e Y

]

Which lines in the webpage script are related to preséntation (style) code?

.......................................................... O et [

@ | ] Untitled - Notepad sc | D | 3 ntied - Notepad TR
File Edit Format View Help File Edit Format View Help
body{ “ <html> £
background-color: heatds ]
¥ <titlesWelcome to my page </title>
</head>
<body>
i <h1>In the name of Allah</hl>
colof 89; <p>0/A Computer with Ingiab Patel.</p>
margin-lgft: 20p: </body>
¥ v </html> U
< >

a. Which of the above parts shows the .css file?
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Candidate Example response

Example candidate response — high

5 Parity checks are often used to check for errors that may occur during data transmission.

(a) Asystem uses even parity.

Tick (v to -shew whether thefollowing ‘three bytes have -been" transmitted correctly or
incorrectly.

Received byte Byte transmitted correctly Byte transmitted incorrectly

11001000 \/

01111100

(b)

\/
‘ L)
01101001 v é
(3]

A parity byte is used to identify which bit has been transmi

The word “FL OW C H A R T was transmitted usini
character). A tenth byte, the parity byte, was also tr

ctly in a block of data.

ine’bytes of data (one byte per

The following block of data shows all ten bytes recei
even parity and column 1 is the parity bit.

after transmission. The system uses

letter | column | column | colu n | column | column | column | column

1 2 4 5 6 7 8
byte 1 F 1 0 0 0 1 1 0
byte 2 L 1 0 1 1 0 0
byte 3 0 1 1 0 1 1 1 1
byte 4 w 1 1 1 0 1 1 1
byte 5 G 1 1 0 0 0 1 1
byte 6 He 1 0 1 0 0 0
byte 7 0 1 0 0 1 0 1
byte 8 R | 1 0 1 1 0 0 1 0
byte 9 T 1 0 1 1 0 1 0 0

arl

gytet" 1 0 1 1 1 1 1 0

(i} One of the bits has been transmitted incorrectly.

Write the byte number and column number of this bit:

Byte number ............ Y .................................................

Column number ...........-... e e T T
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Example candidate response — high, continued

(ii) Explain how you arrived at your answer for-part (b)(i).

.............

................................................................................................................................................

.....................................................................................................

--------------------

Examiner comment — high

In part (a), the candidate demonstrated their knowled
correctly and incorrectly transmitted.

In part (b)(i) the candidate identified the corr,

In part (b)I(ii) the candidate corre ates yte 7 and column 6 had odd parity and it should have been
even.

erted the binary number to denary. They have shown the
h is often a good practice to do.

In part (c) the candidate has
calculation they ha‘v us

escribed when an error would occur. Candidates need to make sure

In part (d) the cAfdidate has ‘
of bits for the error to go unnoticed.

they state it would be an eve

Marks awarded for (a) = 3 out of 3
Marks awarded for (b)(i) = 2 out of 2
Marks awarded for (b)(ii) = 2 out of 2
Marks awarded for (c) = 1 out of 1
Marks awarded for (d) = 1 out of 1

Total mark awarded = 9 out of 9
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Example candidate response — middle

5  Parity checks are often used to check for errors that may occur during data transmission.

(a)

A system uses even parity.

Tick (v) to show whether the following three bytes have been transmitted correctly or
incorrectly.

Received byte Byte transmitted correctly Byte transmitted incorrectly

11001000 v

01111100 \/ @

01101001 v p

(b)

[3]
-in a block of data.

The word “F L O W C H A R T was transmitied using s of data (one byte per
character). A tenth byte, the parity byte, was also transmi

A parity byte is used to identify which bit has been transmitte

The following block of data shows all ten bytes recei transmission. The system uses

even parity and column 1 is the parity bit.

n

Jetter | column | column | column olumn | column chLII'I'Ih ‘column
1 | 2 3 5 6 7 8
byte 1 F 0 1 1 0
byte 2 L 0 1 1 0 0
byte 3 o) 0 1 1 1 1
byte 4 w 1 0 1 1 1
byte 5 o 0 0 0 1 1
byte 6 H 0 1 0 0 0
byte 7 Ag 0 0 1 0 1
byte 8 R 1 0 0 1 0
byte 9 T 1 0 1 0 0
g;:;tv 1 1 1 1 0

(i) One of the bits has been transmitted incorrectly.

Write the byte number and column number of this bit:

Byte number _7 ......................................................................

Column number 7 ...................................................................
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Example candidate response — middle, continued

(d) A parity check may not identify that a bit has been transmitted incorrectly.

Describe one situation in whlch this ¢ ul Ogcur.

'U;L lofs. cau.(}i

‘(01\617/\ ¢$ | o
Cckolt

Examiner comment — middle

In part (a), the candidate demonstrated their knowle
correctly and incorrectly transmitted.

In part (b)(i), the candidate identified the corr
the column as 7 rather than 6 by includi '
refer to the title at the top of the c hotld have been 6.

1 a mark from stating the row and column followed odd parity, but
did not refer to how the odd parity was identified.

In part (b)(ii), the candidate wa
this was too vague for a seco

In part (c) the canﬁl@te g denary number.
X
In part (d) the cand@ is to

be muddled up. But to get a
changed.

their answer. They start to possibly explain by saying the bits could
they would need to state that it was an even number of bits that were

Marks awarded for (a) = 3 out of 3
Marks awarded for (b)(i) = 1 out of 2
Marks awarded for (b)(ii) = 1 out of 2
Marks awarded for (¢) = 1 out of 1
Marks awarded for (d) = 0 out of 1

Total mark awarded =6 out of 9
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Example candidate response — low

5  Parity checks are often used to check for errors that may occur during data transmission.

(a)

A system uses even parity.

Tick (v) to show whether the following three bytes have been transmitted correctly or
incorrectly.

Received byte Byte transmitted correctly Byte transmitted incorrectly
11001000 \/
/
01111100 ‘/
01101001 \/

(b)

* [3l
n a block of data.

of data (one byte per

A parity byte is used to identify which bit has been transmitted

The word “F L O W C H A R T" was transmitted using
character). A tenth byte, the parity byte, was also transmi

The following block of data shows all ten bytes recei
even parity and column 1 is the parity bit.

transmission. The system uses

letter .| column | column | column olumn | column | column | column

1 2 3 5 | 6 7 8
byte 1 F 1 0 1 0 1 1 0
byte 2 L 1 0 0 1 1 0 0
byte 3 0 ] " 0 0 1 1 1 1
byte 4 w § « 1 0 1 1 1
byte 5 C i 1 0 0 0 1 1
byte 6 H 0~ 1 0 1 0 0 0
byte 7 A 1 0 0 1 0 1
byte 8 Re 1 1 0 0 1 0
byte 9 T o 1 1 1 0 1 0 0
g;{:_f" 1 0 1 1 1 1 1 0

(i) One of the bits has been transmitted incorrectly.

Write the byte number and column number of this bit:

BVISINOMDBE -oiisiivmmmssnssnssnsanssunsaporssisnasasss . crrrsereeanneaneeenntens

Column.number ....... g .......... Ry
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Example candidate response — low, continued
(ii) Explaln how you arrived at your answer for part (b)(i).
i %0’/7 Cé[d“'\”"‘ ’5r Hhere O pusber

..........................................................................................................................................

.................. DY

..............................................

.....................................................................................................

Examiner comment — low

In part (a), the candidate has managed to confuse od
the answer that should have been given.

@Vith even parity. Therefore they have reversed

In part (b)(i), the candidate has not been abl a correct byte or column for the error.

h t that the parity byte at the bottom of column 8 is incorrect
y are not able to demonstrate an understanding of odd and even

In part (b)(ii), the candidate has
as all the others with 1's in them
parity.

In part (c) they did not giv ber for the conversion.
L

In part (d) they4verg’not ab

some attempt at an ganswer.

mark.

an answer. Wherever possible, candidates should try and provide
able to show some basic knowledge, they may be able to gain a

Marks awarded for (a) = 0 out of 3
Marks awarded for (b)(i) = 0 out of 2
Marks awarded for (b)(ii) = 0 out of 2
Marks awarded for (c) = 0 out of 1
Marks awarded for (d) = 0 out of 1

Total mark awarded = 0 out of 9
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Question 6a

Example Candidate Response — high Examiner Comments

6  Priyacreates a website to sell her old comic books:and superhero figures. @ The first mark is awarded for
stating the structure is the layout.

(a) She uses HTML to create her website. The HTML she produces has both structure and
presentation.

e The second mark is awarded

Explain what is meant by HTML structure and presentation. Inlude an example of each. ’
for a viable example of layout.

Structure ...k iSdhe.. Iu&omiof- S v X V7. N3 ¢ 2SS

........ b dekesonings..... Ahaee . b 0GR ACR p.lr.\a‘kd e The candidate states it is the

........ P U VL3 150 ....E.mqnp.l&...‘..]b.ﬁe....m{-....El'.l\.r_.....:hup..,.................... design. The layout is also pa

....... Subsibis...anlon. 2ille. € e b Rl
enough.

Presentation ....... .p.xs.‘smhe..’t.Jm.....'t.&....:!lm.?.......ﬁ.{ﬁaﬂ....ui......:kk.n_.................. N
e i e ot hone. dhe web s be . Ao S s | 2 third maﬂ‘) datinglvald
n.zﬁkvﬂ'm'd.wj ....... Ap.exomple . oh. Fhis. ls..o.. example of

......... bm.c.k&raumd......c..ﬂ.vurﬂ&&ﬁ RSP usss.\...hr.....fra_.iﬂnhﬂ'lm

e is awarded a
{ @ or stating that CSss

| mark awarded =
out of 4

How the candidate could have improved their
The candidate could have been more specific in their descn resentation. The design could also have referred

Q"’Q

¥
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Example Candidate Response — middie Examiner Comments

6 Priya creates a website to sell Hier old. comic books and stiperhero figures.

(.) ?&”{'&lﬂm P Bk o, s MRS 0N Snoyrs. ol o The first mark is awarded for

stating structure is the layout.
Explmn what is meant by HTML structure and pmenh‘llnn Includa an mmplom each.

suumxe s e \o.amnpt- the. 4 A B, nan0n.. 5 @ The example given is not

Mu fmmnnﬂ.). ok, Amnm\t 3& ;&mm h.....mml !:uas ................ specific enough. Presentation is
s m"ﬁ”’ Q - t 5 o : also contained in HTML tags.

¥

o A second mark is awarded for

Fi

S

b ‘_ ‘ understanding that presentation is
.-Presentation . JYY...the.. dorme .\.wﬁ..i‘m..d.ucmmtak:!ﬁn.mﬁzﬂm..skﬂu ............ Fiow it s formatted.
ke domment.y. s heca. dk. dodks: Bt P y

arameap— . — ; @ Muttimedia is

14]

How the candidate could have improved their answer

The candidate showed understanding of what each aspect was but was not a
example. When asked to provide an example, the candidate should have m
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Example Candidate Response — low Examiner Comments

8  Priya creates a website to sell her old comic books and superhero figures:

(a) She uses HTML to create her website, The HTML she produces has both structure and o The candidate cannot be

PLRGRREIOD. ) awarded the mark for layout as
Explain what is meant by HTML structure and presentation. Include an example of each. they state it is the layout of the
onpy L s the  loy—out gBChe. pg pogram. s s incorectas s
AR ... . Lolowys & o sieh "_" J‘é’.cﬁk Vi ey am o s B Rg.
‘ik&&mb&f&@ Hea Jsﬁ af...dehsite . @ The first example given is an

example of presentation and not

e £ . o structure.
Presentation . dle...dS.... EHL.....Conkent... .which. /5. wvibea.. 0
L. Lhe... . nroaYer...of. Lhe... bodn..of . Lhe. Pl g,

Lkt %%Zm{ ..... it itiben.. fo. Ehe Preges....

al mark awarded =
out of 4

How the candidate could have improved their %
* The candidate demonstrated misunderstanding; they th@ught th cture and presentation referred to the code
for the web page, rather than the content of the actual

+ The candidate also provided an incorrect example
where a paragraph of text was placed.

. They should have stated an example such as

Section, such as design, or the way the page looked. Both
descriptions could have applied toei Fe or presentation and not specifically to either one. Formatting could
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Question 6¢

Example Candidate Response — high Examiner Comments

© {c) Priyasiores her:website on-a webserver.
To transrnlt the website data to the webserver she uses parallel duplex data{ransmission.

Describe how data is iransmitted using parallel duplex data transmission.
e DA E A e LS S ras g Bl mu biple e il
TR ECES PN KT C WE N

Dodta Livar.... bR tro.nsmithed 3o bath
disections. amd. Hag . Seme....ing o : o The candidate provi X ry
' on.

succinct respons

{smuldnnce rcr'l-l b 3
J :
" ¢ ¥ Total mark
| T . 4outo \

[4

How the candidate could have improved their answer

The candidate provided a very succinct answer to the question that coul n improved.

o
Q”Qe
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Example Candidate Response — middle Examiner Comments

(n',l' Pﬂyashrssharwebaibmawebmar "
To transmit the umbeha dala to the wébsemar«sha uses' parellql duplex data transmission.

Describe how-data is transmitted'using paralle] duplex data transmissior.
paralies  auplex  doda :.sends  mulfipte bq'resﬂmr muipte
# wices @)

< sends  hem in boin airea_'mn:o'

PR e :F..._‘. fas.

@ The candidate is missing
information from their response.
Multiple bytes can be sent using
serial as well; they just cannot
be sent at the same time. It is
important for the candidate to
state that the bytes are sent at the
same time.

o A mark is awa @ use

of multiple

Total mark awarded =
2outof4

er

How the candidate could have improved t

If the candidate had stated that the multiple bytes were
If the candidate had also said that the data sentin b

also have gained a further mark.

e same time, th

¥

ey could have gained a further mark.

ns could have been sent at the same time, they could
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Example Candidate Response — low

{c) Priya stores hef website on:a webserver.
To transmit the website-data to the webserver she uses parallél duplex data transmission.
Dsscribe how data:is transmitted using parallel duplex data transmission.

2 Donalleg dattr:: Bansmicdon, 8 b OF datq fe
Iy mt: o ke &uwuoon'q- 0. -coveral -irires
vt 8. Channels, . Pagatle. » duphlﬂ datd  Qangmision $eut
- dalai Ve gt M dshma. sond -Huj‘).;‘wlp; L
he oz e Lt Sw!{‘abje oo Forthtmove, daba’ 1 < sont

R m - Eoous dhull:a‘nbu.ﬂqe for. | ne.q.
A bmadbawd Corméétion . kb +h.: lmmkq

Bhsids e ]

L e “iy e Aptae i
s

Candidates often stated that multiple bits were

important that they made this distinction, as a
sent at the same time.

&

Examiner Comments

@ The candidate is not specific
enough in their answer. The
candidate needs to state that the
bits are sent at the same time.

0 This reference to data sent
simultaneously is also too vague.
It is not clear if the candidate
means the 8 bits of data, or the

directions of thz
© mhisi ‘parallel data

the guestion
didate to describe

Total mark awarded =
outof 4

any didn’t state that this happened at the same time. It was
ultiple bits were sent in serial data transmission, they were not
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Question 6d

Example Candidate Response — high Examiner Comments
(d) Priya has:a URL for herwebsite. o @ This is a correct expansion of
: the acronym.

State what is meantby a URL.
.....ﬂm..&g.c.m..........Es&e.ur.a!_..........L..t?..t.-m:i’u...g

Total mark awarded =
| 1 outof1

How the candidate could have improved their answer z

Example Candidate Response — middie

(d) Priya has a URL for her website.
State what is meant by.a URL.
G380k fhat can be uLed do aCLess 1he weksi{on
o Qnogeq to. ‘

a URL to be a hyperlink.

Total mark awarded =
0 out of 1

Examiner Comments

@ This is not the correct
expansion of the acronym.

Total mark awarded =
0 out of 1

How the candidate could have improved their answer

The candidate had an acceptable term for the U of the acronym, but they didn't provide the correct terms for the R and
the L.

Common mistakes candidates made in this question

Candidates often stated that the URL was a link. This was a common misunderstanding and candidates should have
been aware that it was a hyperlink that was the link, and the URL was an address for the website.
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Question 9

Example Candidate Response — high Examiner Comments

9  The contents of three binary ragisters have been transmitted from-one computer to-anather. Even
parity has been used as an error detection method,

The outcome after transmission is:
Register A and RegisterC have been transmitted correctly..
Register B has been transmitted incorrectly.

Complete the Parity bit for each register to show the given outcome. ) 0
Parity bit
Register A L‘\ | 0 [ 1 l 0 | 0 1 | 0 ]1 I *

hree correct parity bits are

lemali|1[o|u|o|ﬂlul1 rovided.

Register C l | | 1 | 2 | 0 , 9 | 2 l ] Total mark awarded =
1 3 outof 3
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Example Candidate Response — middle Examiner Comments

9 The contents of three binary ragisters have been transmitted from-one.¢omputer to another. Even
parity has beén used as an error detection method.

The ouicome after transmtaswn s

Register A and Ragmm: G have bsen*ttmemimd correctly.
Register B has been Lransmitted incorrectly.

Complete the Parity bit for sach regasterm show 'Ihe given outmme.

Partybit 3 ] @ This parity bit is incorrect. The
Register A | ( | 0 | 1 l 0 1 0 ‘ 1 | 0 I 1 I candldatepm' he correct

parity bit thathw be used if the

_ . i -v huitted ctly,

wiaws Lo [ o o o o] o] ] bw s
; 'nrrectly

Register C IIJ1‘9|°|°|°| tal mark awarded =

How the candidate could have improved their a

The second parity bit was incorrect. The candidate provided th:
register had been transmitted correctly, but the question s i

arity bit that would have been used if the
een transmitted incorrectly.

Q’b&

¥
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Example Candidate Response — low Examiner Comments
9 The contents of three binary registers have been transmitted from.one computer to'another. Even
parity has been used as an errcr detection method.
The cutcome after transmission is: ‘
Register A and Register have béen Giniikiedoonatliy.
Register B has been transmitted incorrectly.
Complete the Parity bit for each register to show the given outcome.

Parity bit

6 ) | 0 ‘ 1 | o l 0 | 1 1 0 l 1 J °Thisparityt®mrrect.
Tota ed =

- $°

Register C | A { 1 | 0 1 0 | 0 | 0 | A l 1 \

How the candidate could have improved their a
The first parity bit was incorrect; it should have been 1.

Common mistakes candidates made in tlis queStion

Candidates needed to make sure that they had thoro the question. In this case, candidates should have
noted from the question that register B was transmi ectly, and not correctly. Some candidates gave the parity

bit for correct transmission. Q

¥
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Topical Questions from Past Papers

Q 1) Summer 2015 P11

1 (a) State what is meant by the terms:
Parallel data tranSmMISSION: ......coou e e e et e e e e e e

Serial data tranNSMUSSION: .. ..coieee et e e e et e et e e e e e e e e ae e e enens
......................................................................................................................................... [2]
(b) Give one benefit of each type of data transmission.

Parallel data transmission

ST a1 {1 SN
Serial data transmission
BN it .o e e

(c) Give one application of each type of data transmission. Each ach
Parallel data transmission \
APPHCALION: oo ————— ‘ ..............................

Serial data transmission O

APPLICAtION: .o,

In part (a) many candidates provided a good standard of answ g@)th marks. Some candidates provided answers that were
not precise enough, making references to pieces of data rather than bit§: Some candidates also referred to bytes of data rather than bits.
Candidates also gained marks for reference to single and mudti s, but not single and multiple cables, as only one cable would be
used in each case.

In part (b) some candidates provided an answer for p mission that gained marks, mostly by making reference to it being a
faster method than serial. Candidates mainly gave a that needed more reference for serial. Many stated it was more reliable,

but did not refer to what it was more reliable th at situation it was more reliable, e.g. over longer distances.
In part (c) candidates gave hardware devicesga tion of serial and parallel data transmission, rather than an application. A

Examiner s Comments on Question 1 (a), (b) and (c)

................. o0 2, N SRR OUPRTTRRRPRRRRRR [ I
(b) Describe twa benefi ing USB connections between a computer and a device.

L e e e —————————————
2 e e et e e eetee e e ea et aa——————aattte et tetaaaaaaaaaaaaeaaeaeaeeannannes

Examiner s Comments on Question 2 (a) and (b)

Most candidates gained a mark for their answer to part (a). This was mainly through stating Universal Serial Bus as the full name for
USB. Those candidates that did not provide the name, but instead gave a description also gained a mark. Some candidates in their
description mistook USB as a device rather than a method of connection.

In part (b) candidates mainly gained marks by stating that many computers have the ability to connect using USB as it has become a
universal and industry standard connection. Most candidates referred to the benefits of a USB device rather than the connection and
were unable to gain marks as a result.
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4 Choose six correct terms from the following list to complete the spaces in the paragraphs below:
* encryption

« file name

* firewall

* HTML tags/text

* |IP address

* protocol

* proxy server

» SSL certificate

* web server name e
A user enters a URL. The web browser breaks up the URL into three compo@

2

3 e ’\

The web server returns the selected web page. *

The web browser reads the ...........cccccooi i, the selected page and shows

the correctly formatted page on the user’s screen.

A is used between s computer and the network to

examine the data traffic to make sure it meets certain cri

To speed up the access to the web pages next time, @ . i, is used between
the computer and web server; this device uses C store the website home page after it has
been accessed for the first time. [6]

Examiner s Comments on Question 4
The full range of marks were awarded to candidates forthis on. It was clear some candidates knew the process and gained full
marks, but most candidates achieved two or three m

Q’é
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Q 2) Summer 2015 P12

5 Parity checks are often used to check for errors that may occur during data transmission.

(a) A system uses even parity.

Tick (V') to show whether the following three bytes have been transmitted correctly or incorrectly.
Received byte Byte transmitted correctly Byte transmitted incorrectly
11001000
01111100
01101001

The word “FL O W C HA R T” was transmitted using nine bytes of data (one byte per ¢ er). A tenth byte,
the parity byte, was also transmitted.

The following block of data shows all ten bytes received after transmission. Th
column 1 is the parity bit.

(b) A parity byte is used to identify which bit has been transmitted incorrectly in a block of %ata.

es even parity and

letter | column | column | column 111 mn | column
1 2 3 B 7 8

byte 1 F 1 0 1 1 0
byte 2 L 1 0 1 0 0
byte 3 0 1 0 1 1 1
byte 4 w 1 0 1 1 1
byte 5 C 1 0 1 1 1
byte 6 H 0 0 1 0 0
byte 7 A 0 0 1 0 1
byte 8 R 1 0 1 1 0
byte 9 T 1 0 0 0
g;{;tv 1 0 1 1 1 1 0

(i) One of the bits has been tr incorrectly.

Write the byte number and ber of this bit:

Byte number ... Column NUMDBET ...ooiiiiee e [2]

(ii) Explain how yQu a nswer for part (b)(i).

...................... 0. Oa..... N

....................................................................................................................................... [2]

(c) Give the denary (base 10) value ofthe byte: 10111110

............................................................................................................................................... [1]

(d) A parity check may not identify that a bit has been transmitted incorrectly.
Describe one situation in which this could occur.
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Examiner s comments on Questions 5(a), 5(b), 5(c) and 5(d)

In part (a) many candidates gained full marks. The most common error was candidates inverting the responses and getting all three
incorrect.

In part (b)(i) the full range of marks were awarded. Most candidates chose the correct byte number but a range of answers were given
for the column number with only some candidates giving the correct column.

In part (b)(ii) some candidates were able to give a clear description how they had arrived at their answer through counting the number
of 1’s in a byte/column and checking if this was odd/even. However some candidates struggled to explain how they had arrived at
their answer giving a vague description or referring to counting zeroes rather than ones.

Many candidates were able to give a correct answer for part (c¢) and demonstrated a good understanding of binary conversion. Some
candidates seemed to correctly map out the calculation needed but noted an incorrect response as their answer so a mark could not be
awarded.

In part (d) most candidates demonstrated some understanding that if bits were transposed an error may not be detected, but candidates

needed to describe that it would need to be an even number of bits that were transposed, and some were too vague in their response
due to this.

Q 3) Winter 2015 P12

6 (a) Explain what is meant by HTML.

Describe what is meant by the two terms.
SHUCIUE: oo

Examiners’Comments Question 6(a) (b) and (c)

In part (a) many candidates were able to identify that HTML is hypertext mark-up language, and that it is used to create webpages.
Very few candidates demonstrated knowledge beyond this.

In part (b) most candidates could not give a specific description of these terms. The responses given were very vague and did not
identify a convincing difference between the two terms. Most candidates gave a vague definition referring to the way the website
looks.

In part (c) most candidates gained a mark by stating that the web browser displays webpages. Many candidates stated an incorrect
response, that a web browser allows people to surf the internet. Candidates need to remember the internet is an infrastructure and is
not the World Wide Web.
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7 (a) Check digits are used to ensure the accuracy of input data.

A 7-digit code number has an extra digit on the right, called the check digit.
Digit position 12345678

Digit-———————

The check digit is calculated as follows:

« each digit in the number is multiplied by its digit position

* the seven results are then added together

« this total is divided by 11

* the remainder gives the check digit (if the remainder = 10, the check digit is X)

(i) Calculate the check digit for the following code number. Show all your workin@
4241508 ... @
............................................................................................................ w7

Check digit ........eiiiee e e

....... W e[ 2]
(ii) An operator has just keyed in the following code number:o
3240045X

Has the operator correctly keyed in the code number?

............................................................................................................................... [3]
(b) When data are transmitted fr ice to another, a parity check is often carried out on each
byte of data. The parity bit i most bit in the byte.
(i) If a system uses even the parity bit for each of the following bytes:
parity bit

111, ’0 0

2

parity bit t’

0 0|0 1

(2]

(ii) A parity check can often detect corruption of a byte.
Describe a situation in which it cannot detect corruption of a byte.
....................................................................................................................................... [1]

Examiners’ Comments Question 7(a) and (b)

In part (a) some candidates correctly followed the instructions and gained the marks for a correct answer.

In part (a)(ii) some candidates gave a correct response but were too vague in their reason as to why. They just stated that the remainder
was not 10, rather that demonstrating what they had calculated the remainder to be.

In part (b) most candidates were able to give the correct parity bits.
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Q 5) Winter 2015 P11

4 Six computer terms and six descriptions are shown below.
Draw a line to link each term to its appropriate description.[5]

Signal sent to a processor which may cause a
Browser break in execution of the current routine,
according to priorities

Company that provides individual’s access to the
HTML Internet and other services such as webhosting
and emails

- Software application used to locate, retriev. @‘
Internet service display content on the World Wide Web b
provider pages, videos and other files @

Hardware identification numb t “uniquely
Interrupt identifies each device o ork; it is
manufactured into every, k card and

cannot be altered

Authoring langu e@ create documents on
IP address ebjuses tags and attributes

given computer/device on a
be a static or dynamic value

MAC address

Examiners’ Comments Question 4

Many candidates demonstrated a
definition.

owledge about the computer terms, correctly matching a term to the most suitable

12 Parity checksfare
(a) Complete‘tﬁo’llow
12

1

k for errors during data transmission. A system uses odd parity.
ytes of data so that they both have odd parity:

1 1 0 0 0

0 0 0 0 1 1 1

(b) Name and describe another method which can be used to check whether data has been correctly
transmitted.

NamMe Of MELNOT: ... i et et e e sr e e e e
[T 4o (o] o RPN

Examiners’Comments Question 12(a) and (b)

In part (a) many candidates were able to provide the correct parity bits.

In part (b) some candidates made an error in stating that even parity would be another method of error checking. The method of error
checking is parity bit, this covers both odd and even parity, so even parity was not a viable other method. Candidates were required to
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state another type of error checking method, such as checksum.

Q 6) Summer 2016 P11 & P13

4 (a) Nikita wishes to print out some documents and connects her printer to the computer using one of the USB
ports.

(i) Identify what type of data transmission is being used.

9 Check digits are used to ensure the accuracy of entered data. \
A 7-digit number has an extra digit on the right, called the check digit. ‘

digit position: 1 2 3 4 5 @ 7 8

digit: - - —~ - X - —~

0 check digit
The check digit is calculated as follows:

« each digit in the number is multiplied by its dig@on
« the seven results are then added together

« this total is divided by 11
« the remainder gives the check digit(if: inder = 10, the check digit is X)
(a) Calculate the check digit fi number. Show all your working.

4241508 ...

L 4

(b) An operator has just keyed in the following number:
3240045X
Circle below correct if the check digit is correct OR incorrect if the check digit is incorrect.
Correct incorrect
Explain your answer.

............................... [3]

Examiner Report Question 9 (a) and (b)
In part (a) some candidates were able to carry out the first section of the calculation correctly. Some candidates were able to achieve
the correct calculation for the final check digit. Candidates need to thoroughly check their calculations. Most incorrect check digits
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were as a result of addition and division errors and not using the method incorrectly.

In part (b) many candidates were able to identify the check digit was incorrect. Some candidates were then able to explain what the
correct check digit would be using the same calculation method. A common mistake that was made was candidates stating the check
digit was incorrect because it was a letter.

Q 7) Summer 2016 P12

6 (a) Three descriptions of data transmission are given below. [6]

Tick (v') the appropriate box in each table to show the:

* type of transmission

» method of transmission

Description 1:

Data is transmitted several bits a a time down several wires in both directions simultaneously.

Tick
Type (V) z

. Tick (
simplex Method /)
half-duplex

i L/
full-duplex serial
parallel (

Description 2:
Data is transmitted in one direction only, one bit at a time, d gle wire.

Tick
Type (V) -
simplex Method @
half-duplex serial
full-duplex

par
Description 3: @Q

Data is transmitted one bit at a a single wire; the data is transmitted in both directions but
not at the same time.

T Tick
ype (v) Tick (
Method
simplex ~ [+® V)
half-duplex serial
full-duplex % parallel

(b) Give two reasons why serial transmission, rather than parallel transmission, is used to connect
devices to a computer.

Examiner Report Question 6 (a) and (b)

In part (a) many candidates were able to provide both a correct type and method of transmission.

In part (b) some candidates gained marks for a full description of two reasons why serial is used. Many candidates were too vague in
their answer. The most common of these being candidates stating that it is cheaper, but not relating this to the fact that it has a single
wire rather than several.




PAGE 188

11 Describe the use of structure and presentation in a HTML document.

..................................................................................................................................... [4]

Examiner Report Question 11

Some candidates were able to provide a detailed understanding of the difference between presentation re. Many candidates
gave a vague description of each, or described what HTML was. This could not gain marks. Very fe ates wrote about

presentation often being defined ina CSS.

Q 8) Winter 2016 P12

3 (a) Explain what is meant by:
(i) Serial data transmission

(i) Parallel data transmission

(b) A computer in a factory is conne
the factory.
Identify which data transmi

Give two reasons for yo

Examiner Report

In parts (a)(i) and (a)(ii) candidates gave some good descriptions about the different transmission methods. Candidates
need to be careful when referring to the transmission media, some candidates referred to single and multiple cables,
which isn’t accurate enough.

In part (b) some candidates opted for the correct transmission, but many candidates incorrectly opted for parallel. Of
those candidates that did opt for serial, few could provide full reasons why. Some gave a vague reference to it being
cheaper, but without reference as to why. Some also referred to it being better over longer distances, but without
reference as to why.
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4 Nine bytes of data are transmitted from one computer to another. Even parity is used. An additional
parity byte is also sent.
The ten bytes arrive at the destination computer as follows:

parity bit | bit2 | bit3 | bit4 | bit5 | bit6 | bit7 | bit8
byte 1 1 1 1 0 1 1 1 0
byte 2 0 0 0 0 0 1 0 1
byte 3 0 1 1 1 1 0 0 0
byte 4 1 1 0 0 0 0 0 0
byte 5 1 0 1 1 1 1 1 0
byte 6 0 1 0 1 1 0 0 1
byte 7 0 1 1 1 0 0 @ 1
byte 8 0 0 1 1 0 1 0
byte 9 1 1 0 0 0 1
parity byte 0 0 1 0 0 0
One of the bits was corrupted during the data transmission. (

(a) Circle the corrupt bit in the corrupt byte in the table abov

(1]

(b) Explain how the corrupted bit was found.

Examiner Report
In part (a) many candidates could identj
single column, but not intersecting,tl
In part (b) some candidates cou
response and did not accuratel
intersection of them.

10 (a) Describe what j TML.
o 4

n accurate description of how they found the corrupt bit. Many gave a vague
unting the bits, locating the bit and byte with odd numbers and finding the

(b) The following URL is typed in:

http://www.cie.org.uk/ComputerSciencePapers

This URL is composed of three parts.

State the part of this URL that is the:

FilE NMAMIE . et e et ee e e e e ae e e e era e enaeees
g ) (o To o PP
AT oIS TT oY= o g = o U= PRSP [3]
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Q 9) Winter 2016 P11& 13

3 Five computer terms and seven descriptions are shown below.

Draw a line to connect each computer term to its correct description. [5]
Computer term Description
Serial, simplex data Several bits of data sent down several
transmission wires, in both directions, but not at the
same time

Several bits of data sent down several
wires, in both directions, at

Parallel, half-duplex
data transmission

t a time, over a single
one direction only

| Parity check |

tional digit placed at the end of
mber to check if the number has
been entered correctly

Automatic repeat
request (ARQ)

other elements in the data stream and
is used to check for transmission errors

A value transmitted at the end of a
0 block of data; it is calculated using the

Checksu An error detection method that uses
response and time out when
transmitting data; if a response is not
sent back to the sender in an agreed
amount of time, then the data is re-sent

*

"0’

®

Examiner Report

Some candidates could correctly identify all five computer terms. The most common errors were candidates incorrectly
identifying parity check and checksum. Candidates need to make sure that they thoroughly read the question. Some
candidates drew more than one line from a computer term to a description. If the question states draw a line, candidates

must only have a single connecting line. Questions that require multiple lines to be drawn from a box will indicate to draw
lines.
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5 (c) A microprocessor regularly samples the output, X. Each sample value is stored in an 8-bit
register as shown below. One bit of this register is reserved as a parity bit.

Five consecutive output values of 1 indicate a fault condition.

Identify which of the following registers shows a fault condition.

Parity bit

1 1 1 1 1 0 0 1 Register Y

0 1 0 1 1 1 1 1 Register Z

Register ... [1]
(d) When eight bytes of data have been collected, they are transmitted to a co 100km
away. Parity checks are carried out to identify if the data has been transmitt ectly. The

system uses even parity and column 1 is the parity bit.

The eight bytes of data are sent together with a ninth parity byte: &

parity | column | column | column | column column | column
bit 2 3 4 5 7 8

byte 1 1 0 1 0 0
byte 2 1 1 0 1 1
byte 3 0 1 0 0 0
byte 4 0 1 0 0 1
byte 5 1 0 1 1 1
byte 6 0 0 0 0 0
byte 7 1 1 0 0 0
byte 8 1 0 1 1 0
Parity byte 1 0 1 1 1

(i) Identify which of the eig

byte .. TSR PP P PP UPPPR [1]

(ii) Identify which colum n error.

column .....cccvereae... Y ..o it e ene e e e e e e eeeeannenees [1]

oo
(iii) The incorre

itisi where the byte number and column cross.
Give the corrected byt [1]
(iv) Calculate the denary value of the corrected byte.
....................................................................................................................................... [1]

(v) Considering the fault condition given in part (c), explain why it is very important that the
incorrect bit is located and corrected.
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Examiner Report
In part (a) many candidates could draw a correct logic circuit. A small number of candidates used circles to represent a

logic gate. Candidates must ensure that they use the correct logic gate symbols, and that they are drawn clearly and
accurately.

In part (b) many candidates could correctly complete the truth table.

In part (c) some candidates could correctly identify register Z, however many candidates identified an incorrect register.
This is perhaps because candidates did not fully read the question and mistakenly included the parity bit in their
identification of a fault condition.

In part (d)(i), (ii), (iii) and (iv) many candidates correctly identified the error in the data transmission, providing the correct
byte, correct column, the corrected byte and converting this to denary. Some candidates identified the correct column for
the error, but identified the byte as the parity byte. Candidates must make sure they identify the tw error is located

in, that causes the error in the parity byte. In part (d)(v) most candidates did not identify that if was not found
then a fault condition would be missed.

Many candidates gave a very general answer about the need to have accurate data a% should be corrected.

Candidates are reminded to refer to the context they are given when answering questi

Q 10) March 2017 India \

3 A company has a number of offices on one site. Data are transm4*d, ing a wired network, from
one office and stored at another office.

(a) State, with reasons, which data transmission, serial or p ould be used.

Y P e e e D
REASONS ... e e e e

Parity

bit
1 1 1 1 Reg1|ster
1 1 1 1 Reg 2|ster

State which tyge®f p
Register 1 ........ o I N /OO
Register 2 ........ DD ot 2]
(c) Give one method, other than parity checking, that could be used for checking for errors in the
transmission of data.

1111 Lo o USRS

Examiner Report

(a) Most candidates correctly identified serial transmission and could state at least one correct reason
for their choice.

(b) Nearly all candidates identified the correct parity for each register.

(c) Nearly all candidates gave another correct method for checking for errors in the transmission of
data.
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5 Give the meaning of the following terms.
LI TSRS

Q 11) Summer 2017 P11

4 Five statements about serial half-duplex data transmission are shown in the table below. Tick (3) t

o show whether each statement is true or false. [5]
Statement tru false
Data is transmitted in one direction only, one bit at a time.

Data is transmitted in both directions, multiple bits at a time.
Data is transmitted in one direction only, multiple bits at a timge.
Data is transmitted in both directions, but only one directi

time. Data is transmitted one bit at a time.

Data is transmitted in both directions, but only one direction at a

time. Data is transmitted multiple bits at a time.

Examiner Commenton Q 4
Most candidates correctly identified the single correct true statement, marking all the

alse. Themost common incorrect answer given was the fir

st statement. Candidates had confused the operations ofsimplex and half-duple. jS'iAstance. Candidates are reminded to follow the instruction given
and tick (w)the appropriate box. Some candidates used crosses () inst, e of both.

5 (a) Parity checks are often used to detect erri may occur during data transmission.
The received bytes in the table below were itted using odd parity.

Tick to show whether each byte has bee pted during transmission or not
corrupted during transmission. [3]
pted during | not corrupted during

ansmission transmission

L LV
(b) Another met% of ection is Automatic Repeat reQuest (ARQ).

Explain how ARQ is u
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Examiner Commenton Q 5(a)

Some candidates correctly identified which parity bits had been corrupted during transmission, and which had been transmitted correctly. Some
candidate used the incorrect parity and there gave the reverse answerand could not be awarded marks. Candidates are reminded to follow the
instruction given and tick () theappropriate box. Some candidates used crosses (f) instead or a mixture of both.

Examiner Comment on Q 5(b)

Candidates found this question challenging. Some candidates demonstrated the knowledge that ARQ usesacknowledgement and time out. It would be
beneficial for candidates to demonstrate further understandingabout how the acknowledgement and time out operate. Many candidates demonstrated a
misconception thatARQ is the same as echo checking, describing echo checking instead of ARQ.

Q 12) Summer 2017 P12

4There are various methods used to detect errors that can occur during data transmission and
storage.

Describe each of the following error detection methods.
Parity check

Examiner Commenton Q 4
Candidates found this question ver,
relevant statements aw c
transmission and manyr
is the same as an auto

beneficial for candidates fo have an

me candidates provided a basic understanding of aparity check. Few candidates provided any
‘'omatic repeatrequest. Many candidates had a misconceived idea that a check digit is used in data

nd checking the digits after transmission. Many candidates had a misconceivedidea that an echo check
described an echo check insteadfor the answer relating to automatic repeat request. It would be
understanding of the operations of error checking methods.
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7 Computer A is communicating with computer B.
(a) Draw an arrow or arrows to show simplex, duplex and half-duplex data transmission. The
direction of the data transmission must be fully labelled.

Simplex data transmission

Computer A Computer B

Duplex data transmission :‘ e

Computer A Computer B

(b) State a use for the follo inQ@ ission methods. The use must be different for each data

transmission method.
SimpleX ......ccooeeeeveee e,

(c) A computer includ
transmission.
Describe how the computer uses these for data transmission, including the type of data transmission
used.

an Integrated Circuit (IC) and a Universal Serial Bus (USB) for data
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Examiner Comment on Question 7(a)

Many candidates correctly drew arrows to represent the direction of data transmission, some candidates didnot fully answer the question, which required
them to provide labels for each arrow. Some candidates did notprovide an accurate label e.g. half duplex, data goes both ways

Examiner Comment on Q 7(b)

Many candidates provided a suitable example. Some candidates misunderstood the question and provided adescription of simplex and duplex data
transmission.

Examiner Commenton Q 7(c)

Some candidates identified the correct data transmission method for each example. Few candidatesdescribed what the examples were used for. It would

be beneficial for candidates to understand whatintegrated circuits and USB are used for. Many candidates also had a mi tion that the reference
toUSB was a device, rather than a transmission method. It would be beneficial for candidates to understandthe differenc n USB and USB flash
memory.

11 A company sells smart phones over the Internet.

Explain how the information stored on the company’s website is reques the customer, sent to
the customer’s computer and displayed on the screen. \

<
24
Examiner Comment onQ 11
Candidates found this question c ing. Some candidates described using a web browser and entering aURL, but after this their answer lacked detai
| of the process involved. It would'be beneficial for candidates tohave a greater understanding of how data is retrieved for a web page, and how it is displ
ayed on the user’sscreen. Some candidates misunderstood the question and described the operations of security certificates.
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Q 13) Winter 2017 P12

4 Afile server is used as a central data store for a network of computers.

Rory sends data from his computer to a file server that is approximately 100 metres away. It is
important that the data is transmitted accurately. Rory needs to be able to read data from and write
data to the file server at the same time.

(a) (i) Use ticks (3) to identify the most suitable data transmission methods for this application. [2]

Tick Tick
Method 1 ) Method 2 %
Serial Simplex
Parallel Half-duplex
Duplex

(ii) Explain why your answer to part (a)(i) is the most suitable data transmisQ0
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5 Raj is using the Internet to do some online shopping. He visits a website that tells him that it uses c
ookies.

(a) Explain what is meant by the term cookies.

1Y 1= 3T Yo I SRR PPOPPR

(b) Give two examples of the use of cookies.
EXAMPIE 1 oot e s

Q 14) Winter 2017 P13

3 (a) An example of a Uniform Resou tor (URL) is:
.cie.org.uk/index.htm
1 Pat2  Par3

p this URL.

Identify the three parts t

Part1 ......... .‘..&? .............................................................................................
PAt 2 o Y
PO B oo 3]
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Q 15) March 2018 P12 (India)
3 Parity checks can be used to check for errors during data transmission.

One of the bytes has been transmitted incorrectly.
Byte 1 Byte 2 Byte 3 Byte 4
10110011 10101000 10110100 10110101

(a) State which byte was incorrectly transmitted.

Comments on Question 3
(a) and (b) Many candidates answered this que
d use problem solving skills to find the correct
8(a) Three descriptions and two methods of
Tick (1) the correct box to show the Metho

smission are given.
transmission for each description. [3]

Description Method
P Serial Parallel
Multiple bits are s ceived at the same time.
Bits are sent on in a single direction.
Bits are se i e wire. Data can be sent or
recei but ame time.
(b) Three descr e types of data transmission are given.
Tick (1) the correct bo show the Type of data transmission for each description. [3]
oy Type
Description Simplex Half-duplex Duplex

Multiple bits are sent and received at

the same time.

Bits are sent one at a time in a single

direction.

Bits are sent using a single wire.

Data can be sent or received, but not
at the same time.
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Comments on Question 8
(a) and (b) Many candidates provided a correct response for these questions, demonstrating an

excellent level of knowledge of data transmission.

Q 16) Summer 2018 P11
3 The three binary numbers in the registers A, B and C have been transmitted from one computer to

another.
Parity bit

Register A l 1

Register B | 0

Register C | 1

Identify which register contains the binary number that
reason for your choice.
The binary number that has been transmitted in€orre

EXPIanation .........ouveeiiiieieeee e e

TS
.................... PSS \ SRR I ||
10 RockICT is amusic

sells. The website consists of web pages.

s that has a website to allow customers to view and buy the products it

(a) Describe what is meant by HTML structure and presentation for a web page.
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(b) The URL for the music company’s website is:

https://www.rockict.net/index.htm

Part 1 Part 2
(i) Identify what Part 1 and Part 2 represent in this URL.
g 1o A I PSPPSR SRPRPR
Pt 2 .. et bbb [2]

(c) When a customer enters the website, a message is displa‘eﬁ: :‘\

“RockICT makes use of cookies. By continuing to browse yo eeing to our use of cookies. “Ex

plain why the music company uses cookies.
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Q 17) Summer 2018 P12

4 Jafar is using the Internet when he gets the message:

“D03, page is not available”
Jafar remembers that hexadecimal is often used to represent binary values in error codes.
Convert the hexadecimal number in the error message into 12-bit binary. [3]

5The
three binary numbers in the registers X, Y and Z have been transmitted from one@outer to

another.

Register X 1 0 0 1 0

Register Y i 1 1 0 0

Register Z 1 1 1 0

Only one binary number has been transmitted co @ s is identified through the use of a parity
bit. Identify which register contains the binary n@ at has been transmitted correctly. Explain

the reason for your choice.

The binary number that has been trans rrectly is in Register ...........cccoo i

Explanation .........ccccceeeeiiiiiiiiiieiienn, Ny SR

12 (b) Selma.u’ag s to that the information received is correct.

A parity check can be u detect errors.

Describe another error detection method that can be used to check the information received is correct.

Error detection MethOd ... ... e e e e
[T o] 1) o SRR



PAGE 203

Q 18) Winter 2018 P12
7 Six internet terms and six definitions are listed. Draw a line to connect each term to a correct

definition. (5]
Internet term Definition
A program that allows a user to view web
Browser
pages
Internet Service Provider The main protocol that governs th
(ISP) transmission of data using the | é
Hyper Text Transfer Protocol The website address that i to the
(HTTP)
Uniform Resource Locator An addres each device on a
(URL) networ ovided by the network
A@ address given to a device on a
MAC address
rk. It is provided by the manufacturer

0 A company that provides a connection to
access the Internet

IP address

9 (a) Computegsca

Describe theﬁﬁm’dat
®

(i) Serial data transmi

using different methods.

ssion methods given.



PAGE 204

(ii) Parallel data transmission

(b) Data can sometimes be corrupted when it is transmitted from o‘ puter to another, causing

errors to be present in the data.

Identify and describe three methods of error detection that used to see if an error has
occurred.

Error detection method 1 ..., @ ...............................................................
Description o

Error detection method 3

Description
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Q 19) Winter 2018 P13

2 Parity checks and Automatic Repeat reQuests (ARQ) can be used to check for errors during data
transmission and storage.
(a) A system uses even parity. Write the appropriate parity bit for each byte. 2]

Parity Bit
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8 Alice enters a URL into a web browser to access a webpage. (a) State what URL represents.
U e R o L e e [1

Q 20) March 2019 P12 Qe

4 Darius is writing a computer program that allows binary v e calculated.
Darius is sending several programs that he has created 10 hisifriend Selma.

(d) Errors can occur when data is transmitted, st tered into a system.
Darius could use an error detection method to find whether errors have occurred.
One error detection method he could use is@c sum.

(i) Describe how a checksum detects e

(ii) State three other error detection methods that Darius could use.

/11 o T e PSRRI
711 o T PSSR
1Y 1= oo e OO USSR [3]
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6 Nadia purchases a printer to print out her homework.
She connects the printer to her computer using USB.
(a) Explain what is meant by USB.

Q 21) Summer 2019 P11
1 (b) Explain what is meant by a MAC address.

Q 22) Summer 2019 P12
6 Priya creates a website

(a) She uses HTML to cr

presentation. o?
oo

Explain what is @Qant

] ([ (U (=T T

old comic books and superhero figures.

ebsite. The HTML she produces has both structure and

structure and presentation. Include an example of each.

(b) Priya uses cookies in her website. Five statements are given about cookies.
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Tick (v') to show if the statement is True or False. [5]

True | False
v) | (V)

Statement

Cookies can be used to store a customer’s credit card details

Cookies can be used to track the items a customer has viewed on a website

Cookies will corrupt the data on a customer’s computer

Cookies are downloaded onto a customer’'s computer

Cookies can be deleted from a customer’s computer

(c) Priya stores her website on a web server.

To transmit the website data to the web server she uses parallel duplex ission.

Describe how data is transmitted using parallel duplex data transmissi

oo
(e) Priya is concﬁ;ﬂed enial of service attack (DoS) occurring on her web server.

(i) Explain what is me y a denial of service attack.
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(ii) Give one security device that can be used to help prevent a denial of service attack.

9 The contents of three binary registers have been transmitted from one computer to another. Even
parity has been used as an error detection method.

The outcome after transmission is:

Register A and Register C have been transmitted correctly.

Register B has been transmitted incorrectly.

Complete the Parity bit for each register to show the given outcome. [3]

<

Parity bit
Register A 0 1 0 0, 3
Register B 1 0 0 0 & 0 1
Register C 1 0 0 1 1

Q 23) Winter 2019 P13 @
1 Alibrary has a system that allows customers t6 che ut the books that they want to borrow.

Each book has a barcode that can be used @tify the book.

(iii) The library’s archive system uses detection and correction system that combines a parity

check with an automatic re esSt(ARQ).

Describe how this syste parity check and ARQ.
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(c) The library has a website that customers can use to search for a book.
(i) The website has a background colour with the hexadecimal colour code #F92A10The colour code
is stored in two 12-bit binary registers. [6]
Show how the colour code would be stored in the registers.
F92

A10

(ii) Videos on the library website show customers which books the library will e in stock.
The library wants the file size of a video to be as small as possible.

Identify and describe a method the library could use to reduce the file si ideo as much as pos
sible.

......................................................... @ aQ (4

3 Blair writes a paragraph

nsmission in her Computer Science examination.
Use the list given to com s paragraph by inserting the correct five missing terms. Not all ter

ms will be useci. er| d more than once.

* duplex o 9 ° * parallel * serial * simplex
.......................... e reeveerninnn... data transmission is when data is transmitted a single bi
tatatime. oo data transmission is when multiple bits of dat

a are sent all at once. If a user wants to transmit data over a long distance, with the highest chance of
ACCUTACY, «eeeeeeiiiiieeeaaaeeeet eeeeeeensneeessneesesbeaeaaaaeaaeeeass srnnnnnens data transmission should be used. If data need
s to be transmitted in one direction only, for example from a computer to a printer,.........cccccvvvinerne e,
................... data transmission should be used. If a user has a large amount of data to transmit and th
is needs to be done as quickly as possible........cccccccviiiiiiii i, data transmission should be

used. (5]
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5 The contents of three binary registers have been transmitted from one computer to another. Odd pa
rity has been used as an error detection method. The outcome after transmission is:
* Register A and Register B have been transmitted correctly.

* Register C has been transmitted incorrectly.

Write the appropriate Parity bit for each register to show the given outcome. [3]
Parity
bit
Register A 0 1 0 0 0 1 1
Register B 0 0 0 0 1 1 @
Register C 0 0 0 0 0

Q 24) Winter 2019 P12 L/
7 Gerald uses a keyboard to enter a website address into the addrﬁx of his browser.
(a) Describe how Gerald’s key presses on his keyboard are ;@

by the computer.
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(c) The website Gerald visits uses https.

Explain what is meant by https.

9 Maisey purchases a new router and attaches it to her computer. The connecti sets up uses
duplex data transmission.

(a) Five statements are given about duplex data transmission. PY

Tick (v') to show if the statement is True or False. \ 5]
Statement True False
(v) (V)

Duplex data transmission can be either serial or parall
Duplex data transmission is when data is transmitte@ ays, but only one

way at a time

Duplex data transmission is always used to co device to a computer
Duplex data transmission is when data is tr ed both ways at the same
time

Duplex data transmission automatic
(b) Maisey's computer uses an j

cts any errors in data
cuit (IC) for data transmission that sends multiple

bits at the same time.

State whether the IC use parallel data transmission.

....................... ‘ R

(c) Maisey pﬁr'c sa
®

Explain two benefits o

Benefit 1

ter and connects it to her computer using the USB port.

ing a USB connection.
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10 Data is valuable to a company.
(a) Companies use error detection methods to make sure that data is accurate.
One error detection method is the use of a check digit.

Explain what is meant by a check digit and how it is used to detect errors.

Q 25) March 20 P12 0‘

2 A school network is used to transmit and store data about stude:
(a) Different types and methods of transmission can be used t ata across the network.

Three descriptions about data transmission are given,

Tick (v') one Method and tick (v') one Type for each de§cription. [3]
Method Type
Description Q Serial | Parallel | Simplex | Half duplex | Duplex
) ) ) ) )

Data is sent down a singl

direction only.

Data is sent d?/n in both
N *
dlrectlons,’at ﬂ;’sam

Data is sent down a e wire in both

directions, but never at the same time.
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(b) Parity bits are used to help detect errors in data transmission. A parity bit is added to each binary value
before transmission.

Three binary values are to be transmitted using even parity.

(i) Complete the parity bit that would be added to each binary value for even parity. [3]
Binary value Parity bit
1 1 0 0 1 1 1
1 0 1 0 1 0 1
0 1 1 0 1 0 0
(ii) A number of errors occurred during data transmission. e
State why a parity check may not detect transmission errors. q

8 A student website provides research support and software downl

(a) Students use a browser to access the web pages. Explain the rowser in this process.

............................................. [5]
Q 26) Summer,20 P.

oo
5 Meena uses a bfg’ser t information for her business.
(a) Give three functions’of a browser.
L e
OO OO
OO OO OO OORPORPRPTRT [3]

8 Leonard has a new laser printer to print letters for his business.

Leonard connects his printer to his computer using the USB port.
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(a) Give three benefits of using the USB port to connect the printer to the computer.

2101 & A TSR

BENETTIE 2 oottt ettt et et

BENETTE 3 oot e et e ettt e

Q 27) 15a Summer 20 P11
3 Carla’s computer has a USB port.

BENETTIt 2 oo e
Benefit 3 ..o

(b) State the type of data transmission used when transferri using a USB port.

(¢) Carla wants to reduce the file size of the photos hag'transferred to her computer.
She does not want the quality of the photos to be , so she uses lossless compression.
Describe how lossless compression reduces th of the photos.

(b) Identify one other error detection method that Allison’s computer could use.

Describe how the method checks for errors.

IMEEROM ..ottt e et e e e et e
DIESCIIPLION ..ttt ettt e ettt ettt ettt e e et etk e e e e eateee e e sh e e b ebeeenbeeaeen st easeaseeneeaneesnean
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(4]

Q 28) Winter 20 P12
1 Tina is creating a website for charity events. She uses HTML to create the website.

(a) State what is meant by HTML.

(b) She uses the hexadecimal colour code #43B7F0 as the background colour for her WG@
(i) State whether background colour is an example of structure or presentation, in
website.

Give the 8-bit binary values for each part of the hexadecimal co

(ii) The hexadecimal colour code #43B7F0 is stored in three 8-bit :%‘

43

B7

FO

2 Four 7-bit binary values are transmitl@ ne computer to another. A parity bit was added to each binary
value creating 8-bit binary val 1 ary values have been transmitted correctly.

(a) Tick (V) to show wheth or an Odd parity check has been used for each binary value. [4]

‘? binary value | Even (v) | Odd (V)
MY 11111
01100110
01111011
10000000
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(b) The data will also be checked using a checksum.

Describe how a checksum can be used to check that the data has been transmitted correctly.

Q 29) Winter 20 P13
3 (a) Four denary to 8-bit binary conversions are given.
Tick (V') to show if each denary to 8-bit binary conversion is

Denary | Binary Conversio (V) | Incorrect (V)

145 10010001
179 10110101
11 00010011
100 0110001

(b) Convert the 12-bit binary numb adecimal.

*
4 Eugene has Qw%er
Customers access the web

(a) Describe how the we

ges are requested and displayed on the customer’s computer.

(b) State three online security threats to Eugene’s web server.

Threat 1

(3]
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5 Arjun uses a scanner to create digital versions of some printed documents.

The scanner is attached to his computer using a USB connection.

(a) Tick (V) to show if the USB connection uses Parallel or Serial data transmission.

Describe your chosen method of data transmission.
Parallel
Serial

Description

(b) Give three benefits of a USB connection.
BENETTE 1 oo ettt et et e e e e eae e e enaes

BENETIE 2 oo et e e

Benefit 3 ¢
(¢) Arjun uses the Internet to send the digital documents to his friendyHe wa

sent securely.

Identify two protocols that can be used to transfer data securel
ProtoCO] 1 .ottt i e ettt ettt et ere s
ProtoCOl 2 .ot e AP oo [2]

(3]

ts to make sure the documents are

7 Four 7-bit binary values are transmitted from uter to another. A parity bit was added to each binary
value creating 8-bit binary values. All the bin, have been transmitted correctly.

(a) Tick (V') to show whether an Even or a arity check has been used for each binary value. [4]
i Even (v) | Odd (V)

*
(b) A parity cliec y detect errors that have occurred in data transmission.
State why a parity«check detect data transmission errors.
(¢) Give one other error checking method that could be used to check for errors in data
transmission.
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12 Wamer says that he has a very good Internet Service Provider (ISP) that provides several services.
Five statements about ISPs are given.

Tick (V) to show if each statement is True or False. [5]
Statement True (v) | False (V)
Provides access to the Internet for customers

Can determine the maximum bandwidth available for customers
Monitors the volume of data downloaded by customers

Can provide an IP address for the customer

Stores the content for all web pages available on the Internet

Q 30) March 20 P12
1 A hockey club records the number of people that watch each match.
ilometres away,

(d) Electronic data about the final score for the match is transmitted to a central comp
using serial transmission.
(i) Explain why serial transmission is more appropriate than parallel transmissiozt in enario.

(3]
(ii) The data transmission is also half-duplex.
Describe half-duplex data transmission.
................................................................. [2]
(iii) The data transmission uses ch
Describe how checksums are tect errors in data transmission.

(3]

2 Gurdeep takes high definition photographs using a digital camera. She has set up a website where users can
view thumbnails of her photographs. A thumbnail is a small version of the high definition photograph.

(a) Gurdeep compresses the high definition photographs to create the thumbnails. She uses lossy compression.
Describe how lossy compression creates the thumbnails.
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(b) Gurdeep sets up a web server to host her website. She reads about an Internet Protocol (IP) address, a Media
Access Control (MAC) address and a Uniform Resource Locator (URL).

Draw a line to connect each term to the correct example. [2]
Term Example
IP address 192.168.0.255
MAC address https://www.cambridgeinternational.org

URL 00:15:E9:2B:99:3C
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Marking Scheme

Q 1) Summer 2015 P11

1

(a) parallel
any one from:

— 8 bits/1 byte/multiple bits sent at a time
— using many/multiple/8 wires/lines

serial

any one from:
— one bit sent at a time 0
— over a single wire

(b) parallel 3
— faster rate of data transmission \

o)

any one from:
— more accurate/fewer g nger distance

— less expensive wirin
— less chance of data being skewed/out of synchronisation/order

(c) parallel 0
any one fro,
afrom a computer to a printer

| data transfer (buses)

nect computer to a modem

Any two from:

— devices are automatically detected and configured when initially attached
— impossible to connect device incorrectly/connector only fits one way

— has become the industry standard

— supports multiple data transmission speeds

— lots of support base for USB software developers

— supported by many operating systems

— backward compatible

— faster transmission compared to wireless
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4 1 mark per correct word
1 protocol
2 web server name accept these three items in any order

Q 2) Summer 2015 P12 0

[ Page 6 | Mark Scheme | Syllal r
| | Cambridge O Level — May/June 2015 |

5 (a) 1 mark per correctly placed tick

Received byte Byte transmitted correctly

11001000
01111100
01101001 v
[3]
(b) (i) byte number: 7
column number: 6
[2]
(ii) Any 0
- e 7) transmitted as odd parity (three 1s)
s odd parity (seven 1s)
of byte 7 and column 6 indicates incorrect bit value
[2]
1

(d) Any one from:

- 2 bits interchanged (e.g. 1 — 0 and 0 — 1) that won’t change parity value
- even number of bits/digits are transposed
- If there are multiple errors in the same byte/column, that still produce the same parity bit,
the error will not be detected
1



Q 3) Winter 2015 P12
6 (a) Any three from:

7

(b

(c

(@ ()

(i) 1 mark

)

—
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— hypertext mark-up language

— used to create/develop/author webpages

— translated by a browser to display webpages

uses (opening and closing) tags to display/format content

Structure:
— instructs how the layout of the content is displayed

Presentation:
— instructs how the content will be formatted e.g. colourlstylelCSi

Any three from:

— displays web page

— interprets/translates the HTML document

— interprets/translates embedded scripting, for e?

— provides functions, such as bookmarks and hi
identifies protocols, such as https, SSL

1 mark for correct check digit and 1 wing the calculation

vaScript

(4x1)+(2x2)+(4x3)+(1x4) +(0x6)+(8x7)
=4+4+12+4+25+0+5
105/11 = 9 remainder 6

check digit is: 6

- Noli

es 7 remainder 1
ck digit should be 1

1 mark for each correct parity bit

parity bit

0/1]/1/ 0|0 1 1 o0

parity bit

1/0/0 0|0 0 o0 1

(ii) Any one from:
— an even number of digits are changed
— atransposition error(s) has occurred
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Q 5) Winter 2015 P11
4

Signal sent to a processor which may
cause a break in execution of the

Browser : g -
current routine, according to priorities

Company that provides individual's
HTML access to the Internet and other
services such as web hosting and
emails

Software application

Internet service retrieve and disflz v
provider World Wide Web &g"
videos and o file

9

are identification number that

iquely identifies each device on a
Interrupt network; it is manufactured into every
' |_network card and cannot be altered
X
¢ .
Authoring language used to create
IP address . documents on the World Wide Web;

v, uses tags and attributes

>
&

Location of a given computer/device

.? 2 on a network; can be a static or
o \ dynamic value

*
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12 (a)

(b) 1 mark for error detection method and 1 mark for description

I

Check sum
... sum of bits is transmitted and checked against the sum of the receive@

Check digit
... a digit that is calculated (e.g. using modulo-11) and transmi ata

|

ARQ °
... when an error is detected in a packet of data a reque*% tically sent for the

data to be resent
Q 6) Summer 2016 P11 & P13 0

4 (a) (i) serial 1

{iiy Any three from:

= automatically detects the hardw,
—  plug only goes in one way/can'

— supports different data trans s/a range of data transmission speeds
— has become the industry s universally used
—  backwards compatible versions of USB ports) [3]

1 mark for correct check di 1 mark for showing the calculation

(4x1)+(2x XA Ex )+ (0x0) + Bx T) 1 mark for any correct
line of working

=4+4+1 0+ 56 =105

(b) incorrect check digit

— check digit should be 1

— (3"1)+(2°2) + (4*3) + (0"4) + (0*5) + (4"6) + (5*T) I3 +4+12+0+0+24 + 35//
Total = 78

— 78/11 gives 7 remainder 1
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Q 7) Summer 2016 P12
Page 5 Mark Scheme Syllabus | Paper
Cambridge IGCSE — May/June 2016 0478 12
6 (a)

costs

point

to create layout

Type 1{1‘5;‘ Method 1&"‘,’)"
simplex serial
half-duplex parallel v
full-duplex v

e [ T | | oo | T
simplex v serial v
half-duplex parallel
full-duplex

e | o
simplex v
half-duplex parallel

r greater distances
nchronised after transmission

to format colour/style

Presentation is oftan stored in a file called a CSS ...
... the CSS in then linked to the HTML document to implement the presentation requirements

{Mark-up) tags are used to define the structure of the document ...
... presentation and formatting can also be included within the tags

document structure and presentation are often kept separate
By keeping the presentation separate it is easier to update colour/font

there is less chance of interference/data corruption

[6]

[
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Q 8) Winter 2016 P12
3 (a) (i) Anytwo from:

serial
— one bit sent at a time // bits sent sequentially

— over a single wire
— synchronous or asynchronous

[2]
(ii) Any two from:
parallel
— several bits / a byte sent at a time 0
— using many / multiple wires
— synchronous
[2]
L/
(b) - serial \
Any two from: ‘
— serial data transmission more reliable over nces
— less likely for the data to be skewed/out nisation
— less interference as only a single wire
— itis a cheaper connection as only si needed // cheaper to set up
— afast connection is not requi s ris limited by its printing speed
[3]
4 (a) Intersection of Row 7 and column @ [1]
(b) — Row (byte number) 7 d number of 1s (five 1s)
—  Column (bit nu d number of 1s (five 1s)
[2]
10 (a) Any threef
— hyper
- u and presentation
guage/software // used to create websites/iwebpages
Do u ne e.g. colour / font / graphics / layout
® [3]
(b)
File name: ComputerSciencePapers
Protocol: http(://)
Web server name: www.cie.org.uk

(3
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Q 9) Winter 2016 P11& 13

Computer term Desaliption

Severd hits of dalasent down seweral
wires, In both directions, butnol & the
same ime

Serid, ampex data

Iransmission

Severd hils of dalasent down seweral
wires, In both drections, & the same
fime

Parallel, halkauplex

detan sl An even or odd number of bils sel fo 1
in &byte, used tochedk if ihe byle has
been It ansmitted oorreclly

One bit sent at a ime, oiel
Parity chedk in cre direction o

Automatic repeat
request (ARQ)

anamitted at he end of ablock

& I1ls caleulaked Using the ofher

=fenis in he data stream and iIsused
o check for ¥ anamission efrfors

An errar detection method that uses
response and fime out when transmiting
data, |1 aresponse Is not sent back to
the sender (n an agreed amount of ime,

then the dataisre-sent

(c) Register Z

(d) (i)

PN
(i)

(iv) that gives the value: 159
(follow through applies)

iss10011111

(v) Any two from:

—  The byte would be transmitted without having 5 consecutive 1's
—  The fault condition would not be recognised

[8]

(1]

(1
(1]
1

(1

(2]
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Q 10) March 2017 India

Q 11) Summer 2017 P11

Question Answer Marks
3(a) 1 mark for: 3
« serial
Any two from:
«  serial data transmission more reliable over distance
= less likely for the data to be skewed/out of synchronisation
= less interference as only a single wire
« itis a cheaper connection as only single wire needed // cheaper to set up
3(b) » Register 1 — odd 2
= Register2 — even
3(c) Any one from: 1
= checksum
= ARQ (Automatic Repeat request)
Question Answer |"Marks
5 HTML - HyperText Markup Language / language used to create web pages 3
http - hypertext transfer protocol / protocol used by web browsers
https  — hypertext transfer protocol secure / secure protocol used by web browsers
Question Answer ] Marks
4 1 mark per correct tick 5
Statement True | False
Data is transmitted in one difection only, one v
bit at a time.
Data is transmitted in bath dirg€tions, v
multiple bits at a time
irection only. v
Data is tragsm both directions, but
ir {ﬁ at'a time. Data is v
one bit at a time.
nsmitted in both directions, but
only one direction at a time. Data is v
transmitted multiple bits at a time.
&esti Answer Marks
¢ 5(@a) per correct tick 3
corrupted not corrupted
Received byte " during. during.
ransmission transmission
) ()
10110100 v
01101101 v
10000001 v
5(b) Four from: 4
o« Uses acknowledgement and time out
» Check performed on received data // error is detected by e.g. parity
check, check sum
= [f error detected, request sent to resend data // negative
acknowledgment is used
» If no acknowledgement is sent that data is received // positive
acknowledgement is used
» Data is resent / Resend request repeated, till data is resent correctly ...
@ ... or request times out // limit is reached
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Q 12) Summer 2017 P12

Question

Answer

Marks

4

Two marks for each correct description

Parity Check

o0

Checks a byte of data

« Check is performed when data is received
o A parity bit is added (to the parity byte)
»  Counts / checks number of 1's // counts / checks to see if 1's are even
// counts / checks to see if 1's are odd
« Can be even or odd
« |f parity is incorrect, error is detected
Check digit
o« A digit that is calculated from the data // uses modulo to calcul t@
/{ valid description of modulo
» |tis appended / added to the data
« Digit is recalculated when data is entered
»  Digits are compared to check for error 0\
Checksum %
« Avalue is calculated from the data // Vali 10n of calculation
« |tis transmitted with the data
» Value is recalculated after transmissio
» V\alues are compared after transmi check for error

Automatic Repeat reQuest

(=]

[=s]

oD

que@ime-out

ata // error is detected by e.g. parity

Uses acknowledgement /
Error control protocol
Check performed on r
check, check sum
If error detected
acknowledgem ed
Resend re eated till data is sent correctly / requests time
out/l i d
gement that data is received // positive

ement is used

dgement not received in set time data is resent

sent to resend data // negative
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Question

Answer

Marks

7(a)

1 mark for correct arrow(s), one mark for correct description

Simplex data transmission

OR

Computer A Computer B
(Direction of data is) one way only // unidirectional e
Duplex data transmission
0\
Computer A er B
(Direction of data is both ways) at Same time/ simultaneously / concurrently

Half-duplex @ninim

Computer B
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Question

Answer

Marks

7(b)

1 mark each use, must be different.

Simplex e.g.

Microphone to computer

Sensor to computer

Computer to printer

Computer to speaker

Computer to monitor

Webcam to computer

Sending data to a device // sending data from a device

Duplex e.g.:

Telephone call

Voice over IP

Computer to printer (only award once)

Instant messaging

Broadband connections g
Video conferencing v 3
Sending data to and from devices e.g wireless technology ¢ 3
Computer to modem

7(c)

2 marks for IC, 2 marks for USB

IC

8

parallel transmission // description of parallel’
for sending data internally 4

8

TN

usB I &

serial transmission // deséription,of serial

for sending data externally {te.@nd from peripherals / between
devices)

8

8

Question

Answer

Marks

11

Seven from:

Requested
» JaWeb browser is used
« Zuser enters the URL / web address (into the address bar) // clicks a
link containing the web address // clicks an element of the webpage
e URL / web address specifies the protocol
cols used are Hyper Text Transfer Protocol (HTTP) / Hyper Text
fer Protocol Secure (HTTPS)

= the URL / web address contains the domain name

= the Internet Service Provider (ISP) looks up the IP address of the
company

o the domain name is used to look up the IP address of the company

» the domain name server (DNS) stores an index of domain names and

IP addresses

web browser sends a request to the web server / IP address

)

Received
« Data for the website is stored on the company’s web server
webhserver sends the data for the website back to the web browser

» Wweb server uses the customer’s IP address to return the data
» the data is transferred into Hyper Text Mark-up Language (HTML)
» HTML is interpreted by the web browser (to display the website)
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4(a)i)

Method 1 | Tick () | Method 2 Tick (v')
Serial v Simplex

Parallel Half-duplex

Duplex v

A(a)(ii)

Any four from (Max 3 for serial):

» Serial has less/lower interference

Serial is (more) reliable/accurate pver distances

In serial the bits won't be skewed

In serial it is easier to collate the bits together again after transmission

8 88

8

Duplex transmits data in both directions at the same time
simplex/half-duplex/remaining methods won't allow read and write at same time

8

4(b)

1 mark for error checking method, 2 marks for description:

Checksum
« A value is calculated from the data // Description of calculation
Value is transmitted with data
Value is recalculated after transmission
If the values match the data is (more likely to be) accurate

888

Parity check
« A parity bit is transmitted with each byte of data

« Odd or even (parity can be used)
o Counts / checks number of 1's // counts / checks to see if 1's are even /f countst see if 1's are odd

« (Each byte is) checked after transmission to see if it matches the odd/even pari
Automatic Repeat Request (ARQ)
« Uses acknowledgement and timeout

= When a device detects an error in data transmission it asks for th (o resent / no error detected, positive
acknowledgment sent

w The sending device resends the packet after the request to

@« This process is continuous until the packet received is col

e ARQ limit is reached

Echo (check)
« Copy of data is sent back to sender
w Data is compared to see if it matches
= If it does not match error detected

5(a)

Any four from:

Data / files

=  Stored in a text file

= Downloaded to a user’s col
« Stored on a user's comp
o
®

8

ebsite is visited // webserver sends to web browser

visited again

5(b)

= To store/ tion/data

«w Tosa e shopping basket

page // to store user preferences
online games/quizzes

Q 14) Winter 2017 P13

Question

Answer

Marks

3(a)

— Part1 (access) protocol
— Part2 domain (name)
- Part3 filename

3(b)

Four from:
— IP address is used to identify a device (on the Internet / network)
— IP address is allocated by the network/ ISP
— Can be used in place of URL
— IP addresses can be IPv4 or IPv6
— IP address can be static ...
— ... meaning it doesn’t change each time it is connected to the Internet
— IP address can be dynamic ....
— ... meaning that it can change each time a device is connected to the Internet
—  Any valid example (e.g. X0 XXX XXX XXX OF XXX KX KX KX IR OO XXXK XHKK )
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Q 15) March 2018 P12 (India)

Question Answer

Q 16)

—  RegisterC

Any three from:
—  Count the number of 1/0 bits (in
-  Two bytes/registers have
- Odd parity must b
- One byte/regist:
- One with

/register)
r of 1/0 bits // Two use odd parity

mber of 1/0 bits // One uses even parity

of one bits/even parity is incorrect // Register C should have odd parity

Marks
3(a) Byte 3/ 10110100 1
3(b) 0Odd parity used 3
Counted / added the number 1’s // Most Bytes have an odd number of 1's
Byte 3 has an even number of 1°s // Byte 3 didn't follow odd parity
Question Answer Marks
8(a) o Method 3
Descriptions
Serial Parallel
Multiple bits are sent and received at # 1
the same time. il
Bits are sent one at a time in a single v 1]
direction.
Bits are sent using a single wire. Data
can be sent or received, but not at the v 1
same time.
Question Answer Marks
8(0) __ Type #
Descriptions T 0
Simplex Half-duplex Duplex
Multiple bits are sent and received at v [
the same time.
Bits are sent one at a time in a single 7
direction.
Bits are sent using a single wire. Data
can be sent or received, but not at the v 1]
same time.
Summer 2018 P11
Question Marks
3 1 mark for correct register, 3 marks for reason: 4
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Question Answer

Marks

10(a) Any four from:

-  Structure and presentation are defined using (mark-up) tags

—  Structure and presentation dictate the appearance of the website
—  Structure is used for layout

-  Example of structure

—  Presentation is used for formatting / style

- Example of formatting

—  Separate file / CSS can be used for presentation content

10(b)(i) 1 mark for each correct part

— domain (name)
— file name/webpage name

10(b)(i1) | Any two from:

- Hypertext Transfer Protocol Secure // it is the access protocol // 1t is a protocol
— It means the website uses SSL/TLS

— It means data sent (to and from the webserver) is encrypted

10(c) Any two fromeg. -

— To store items that a customer has added to an online shopping basket
— To store a customer’s credit card details

— To store log-in details

- To track what product a customer browses // Track music preferences
- Targeted advertising // making recommendations

—  Personalises/customises the experience

— To speed up log-in times

— To speed up/allow single click purchases
- Improves the experience

Q 17) Summer 2018 P12

—  Shows who are new and returning customers 0

4 1 mark for each correct section:
1 ‘ 1 ‘ 0 ‘ 1 0 ‘ 0 ‘ 0 ‘ 0 1
<—— 1 mark ——> <—— 1 mark 1 markk ——=

12(a)(ii) | Any five from:
Her personal details before encryption ig

- using a key

12(b) Any three from a single

mission and compared to original
error is present

nt and timeout
th data to acknowledge all data is received
@~ Ackn t sent back to say all data is received

ledgement is received in a time frame an error in transmission detected / data automatically resent.
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Q 18) Winter 2018 P12

o Odd or eveny

‘\ g on parity set)
D

8 8 88

d on data (to get the checksum)
data

Automatic repeat request (ARQ)

Uses acknowledgement and timeout

Request is sent (with data) requiring acknowledgement

If no response/acknowledgment within certain time frame data package is resent

When data received contains an error a request is sent (automatically) to resend the data

The resend request is repeatedly sent until packet is received error free/limit is reached/acknowledgement received

8 8888

Question Answer Marks
7 1 mark for each correct line (to a maximum of 5) 5
A program that allows a user to view
Browser webpages
Internet Service Provider The main protocol that govems the
(ISP) transmission of data using the Intemet
Hypertext Transfer Protocol The website address that is typed into
(HTTP) the address bar
Uniform Resource Locator An address given to each device on a
RL) network. It is provided by the network
A unique address given to a device on
MAC address a network. It is provided by the
manufacturer
A company that provides a connection
Ii-'address to access the Internet
Question Answer Marks
9(a)i) Two from: 2
« Data is transmitted one bit at a time
« Data is transmitted using a single wire
« Bits arrive in order/sequence
9(a)(ii) | Two from: 2
o Data is transmitted multiple bits at a time/simultaneousl
o Data is transmitted using multiple wires
« Bits may arrive out of sequence/skewed (and eorder:
9(a)(in) 1 mark for each: 2
« Data is transmitted in both directions
o ... atthe same time/simulianeously
Question Answer Marks
9(b) 9
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Q 19) Winter 2018 P13

Question Answer Marks
2(a) 2 marks for 3 correct bits, 1 mark for 2 correct bits 2
Parity Bit
0 q 0 1 0 0 1 1
0 1 0 1 1 1 1 1
1 1 0 1 (1] 0 0 1
2(b) Two from: 2
= Set of rules for controlling error checking/detection // it's an error detection method // used to detect errors
= Uses acknowledgement and timeout
= Request is sent (with data) requiring acknowledgement
= If no response/acknowledgment within certain time frame data package is resent
= When data received contains an error a request is sent (automatically) to resend the data
= The resend request is repeatedly sent until packet is received error free/limit is reached/acknowledgement received
2(c) Checksum 1
Question Answer Marks
5(a) x  Bits sent one at a time 2
x Uses a single wire
5(b) USB / SATA / Wifi /PCI Express / Any appropriate serial device 1
5(c) x  Datais transferred in two directions 2

» Datais sent in only one direction at a time

Question Answer Marks
8(a) Uniform Resource Locator 1
8(b) Four from: 4

® The web browser sends URL to DNS

DNS stores an index of URL and matching IP a
DNS searches for URL to obtain the IP addre:
IP address sent to web browser, (if found)
Web browser sends request to IP of webserye
Webserver sends web page to web brow;
Web browser interprets HTML to displa:
If URL not found DNS returns error,

H B HE B HHSE

Q 20) March 2019 P12

A4lddi) |- Sending device cr tion on data i/ By example
Value is fransmi
- Receiying davice
= \alues are com
- ... anemoris

calculation
mission /I If values do not match ...

4d(iiy =
R

6(a) Three from:
- Universal Serial Bus
- Data transmission method
- Uses serial transmission // bits of data are sent one at a time
- Universal standard // common interface

6(b)1) |- Laser printer

Q 21) Summer 2019 P11

15} Four from

Media Accass Conbrol (address)

Usid o identity a devace

It is & unigue (address)

It is @ stabc address 0 1 does nol change

It i5 sal by the manufachuros

The first paet is the manulaciuner IDinumberidentilies the manuischarar
The second pan is the sanal numiben1D
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Q 22) Summer 2019 P12

6(a) Structure
- This is the layout of the web page
- e.g. placing an image alongside some text // example of tag, such as <div=>
Presentation
- This is the formatting/style of the web page
- e.g. the colour that is applied to some text // example of tag, such as <font-color=
6(b) 1 mark per each correct row.
True | False
Statement ) )
Cookies can be used to store a customer’s credit card details A
Cookies can be used to track the items a customer has viewed ”
on a website
Cookies will corrupt the data on a customer's computer v 0
Cookies are downloaded onto a customer's computer v
Cookies can be deleted from a customer's computer v
B(c) - Several/multiple bits are transmitted at a time/simultaneously
- Several/multiple wires are used
- Data is transmitted in both directions ...
- ... atthe same time/simultaneously
6(d) One from:
- Uniform resource locator
- The website’s address
- User friendly version of the IP address
6(e)(i) Four from:
- Designed to deny people access to a website
- Alarge number/numerous requests are sent (o J
- ... all at the same time
- The server is unable to respond/struggl nd to all the requests
- The server fails/times out as a resu
B(e)(in) One from:
- Proxy server
- Firewall
9 1 mark per each corre
Register A 1 0 0 1 0 1
+&
L o4 ".
®
Register B 0 0 0 0 0 1
Register C 1 1 0 0 0 0 1 1
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221013 Cambridge O Level — Mark Scheme QOctober/MNovember 2019
PUBLISHED
Question Answer Marks
A(b)(iii) | Six from: 6
= The system could use odd or even parity
o A parity bit is added
o« The data is checked to see if it has incorrect/correct parity // by example
o If parity is correct no error is found
o An acknowledgement is sent that data is received correctly
w The next packet of data is tfransmitted
oo If incorrect parity 1s found an error has occurred
o« A signal is sent back to request the data is resent
o« The data is resent until data is received correctly/timeout occurs
1)) ‘1‘1‘1‘1'1‘0‘0‘10‘0‘1‘0‘ 8
1 mark 1 mark 1 mark 0
101\0I0\°\°1I0°\°\0\(\
L Iig! J 1
I I
1 mark 1 mark 1 mark
221013 Cambridge O Level — M cl October/November 2019
PUBLISH
Question SW Marks
1(c)(ii) | One mark for identification: 4
« Compression
Three from e.g.:
x Best compression would be lossy
o« Use compression algorithm
o« This would remove all the unneces the file // removes detail/sound that the human eye/ear may not see/hear
« Reduce colour palette ...
o ... S0 each pixel requi
o« Reduce resolution
o« Only store what ch frames // temporal redundancy
1(d) Five from: 5
o« The display is el
w© ..’t a matrix
® éﬂc ixel , blue and green
® & h d by mixing red, blue and green
« The gcfeen is b
o« Lightis shone the liquid crystals
o The liquid crystals can be made to turn solid or transparent/on or off ...
« ... by changing the shape of the crystal
Question Answer Marks
3 One mark for each cormrect term in the correct order 5

x Serial

o Parallel
oo Serial

o Simplex
«w Parallel
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221013 Cambridge O Level — Mark Scheme OctoberMovember 2018
PUBLISHED
Question Answer Marks
8 One mark for each correct parity bit 3
Parity
bit
Register A ‘ o o 1 o o o 1 1 |
Register B ‘ i [¥] 4] i} i} 1 1 1 |
Register C ‘ o | i} | i} | 4] | Q | 4] | 1 | 1 |
Q 24) Winter 2019 P12
221012 Cambridge O Level — Mark Scheme rilovember 2019
PUBLISHED
Guestion Answer Marks
T{a) Four from: 4
= Membrane / mafrix { circuit board present at base of keys
= Akey is pressed that presses a switch
= When a key is pressed it completes a circuit [f changes the cument in a circui
= The location of the keypress is calculated
= An index of characters is searched to find the comesponding keypress
= Each character has an ASCII f Unicode value
= The ASCIl{ Unicode value has a binary value
= HKeypress generates an imterrupt
= Each character f keypress is added to a buffer to wait to be pr
= The binary can then be processed by the CPU to action
T(b) Three from: 3
= Display a web page
= Sends a request to the web server
= Receives data from web server
= Translates HTML files
= Processes client-side script, e.g. JavaSer
= Store favourites
= Store history
= Mavigation forward and backw;
= Check security
= Store [ access cooki
= Find specific text wi
= Downloading file froj
- =]
@ o be opened
@
221012 L 0’ Cambridge O Level — Mark Scheme OectoberMaovember 2018
PUBLISHED
Question Answer Marks
Tic) Three from: 3

Hypertext Transfer Protoceol Secure {f 1t is a protocol ...
... that is & set of rules/standards

Secure version of HTTP

Secure website if secures data

Uses TLS f 55L

Uses encryption

B8 8888

@ +92 300 2724734 ) /inqilabpatel @ http://compscimasters.com/
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221012 Cambridge O Lewvel — Mark Scheme OctoberMovember 2019
PUBLISHED
Guestion Answer Marks
S{a) One mark per each comect tick 5
True False
Statement
it # i
Duplex data transmission can be either serial or v
parallel
Duplex data transmission is when data is fransmitied 7
both ways, but only one way at a time
Duplex data transmission is always used to connecta v
device to & computer
Duplex data transmission is when data is fransmitied ‘,
both ways at the same time
Duplex data transmission automatically detects any <
erors in data
Sb) = Parsllel data transmission 1
221012 Cambridge O Level — Mark Scheme berMovember 2019
PUBLISHED
Question Answer Marks
) Four from {maximum two marks per bemefit): 4
x= [tis & universal stamndard ...
= _..s0itis likely fo be compatible with the computer
= |t can only be inserted one way ...
= _..so there is less chance of connecting a device incomectly
= |tis a high-speed connection ...
= _..so data will be transmitted quicker
= It uses serial transmission ...
= _..s0itis cheaper fo manufacture/buy
= ...less chance of skewing / emmors
= |t doesnt require & (wireless) network ...
@ .. therefore, can be used if a network is down
= |t is backwards compatible __
= _.. 50 mo additional technology is needed
= |t can power the device ...
= .. therefore no separa
= Drivers are automati ed /f device is automatically identified ...
= _..50no need to fi rstall them manually
10{a) | Four from: 4

i
£S5 B

ui:oﬁr: example
Digit ipa ded
Digit is recaleul en data has been input
Digits are compared

H HHHEHHR

If digits are different. error is detected I If digits match, no emor is detected
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047812 Cambridge IGCSE — Mark Scheme March 2020
PUBLISHED
Question Answer Mark
2(a) 1 mark per each correct row: 3
Method Type
Deacniplion Serial Parallel | Simplex dﬂ:llz_x Duplex
) @ |l ™
Data is sent down a single wire in a single v E
direction only.
Data is sent down multiple wires in both - i
directions, at the same time.
Data is sent down a single wire in both v i
directions, but never at the same time.
2(b)ii) 1 mark for each correct parity bit: e 3
Binary Value Parity Bit
1 1 o 0 1 1 1 1
1 0 1 0 1 0 1 0
o 1 1 0 1 1] 0
2(b)ii) Any one from: )
= Transposition errer /f bits are interchanged
= Bits still add up to even number
=  Even number of errors has occured

047812 Cambridge IGCSE — Mark March 2020
PUBLISHED
Question Mark
B(a) Any five from: 5
» Sends the URL of the website
« __ toa DNStofind the IP address
+ Connects to the webserver (using the IP addr,
* ... using HTTP/HTTPS
+ Renders/Translates the HTML
+* Runs active/client-side scripts built intd ps
+ Manages SSLUTLS cerificate p
+ Storesiretrieves cookies
Q 26) Summer 20 P12
Question Answer Marks
S(a) Any three from: 3

cure
m a web server

= Store history/favourites/bookmarks
= Create tabs
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Question Answer

Marks

8i(a) Any three from:

= ltis a universal standard

-~ ltcan't be inserted the wrong way around

- Supports different transmission speeds

- Automatically detects if comect driver installed

8(b) Two marks for benefits, one mark for drawback
Benefits:
= Faster speed of printing
—  Can print duplex / cn both sides
- Many letters can be printed from one toner cartridge
= Can print in high volumes
Drawback
= Toner cartridge more expensive to buy
= More time to warm-up
= Larger footprint

221012 Cambridge O Level — Mark Scheme
PUBLISHED

ne 2020

Question Answer

2 May/Ju

Marks

Blcii) Any two from:

- Paper jam

- Out of paper &
= Qut of tonerfink

= Buffer full

= Awaiting input

—  Print complete

= Printer ready

Award any cther valid example

2

Q 27) 15a Summer 20 P11

3(a) Any three from:

— His & universal standard
— K can't be inserted the wrong way around
—  Supports different transmission speeds

—  Automatically detects if correct driver install=t
— It will charge the mobile device at the 5 i

3(b) - Serial

3He) - A compression algorith

4(a) Any two from: .
e from the data

culated value to the data

g e value

- @ They bod &n error if they don't match

4(b) One mark for method, three marks for description:
Automatic Repeat reQuest
—  Uses acknowledgement f request and time-out
—  Eirror control protocol
— Check performed on receiving data If eror is detected by e.g. parity check, check sum
—  If error detected, request is sent to resend data /f negsative acknowledgement is used
— Resend request is repeated fill dats is sent comectly  requests timeout § limit is reached
— Send acknowledgement that data is received [f positive acknowledgement is used
—  If acknowledgement not received in set fime data is resent

Parity Check
— A parity bit is added (o the parity byte)
— Counts / checks number of 1's
— Can be even or odd
— I parity is incorrect, error is detected




PAGE 244

Q 28) Winter 20 P12
1(a) Any one from:
- Hypertext Mark-up Language
- Web authoring language /f language used to write/create websites/web pages
1(b)i} |- Presentation
1(b){ii) | One mark per each nibble:
43 0 1 0 0 0 1] 1 1
B7 1 0 1 1 0 1 1 1
FO 1 1 1 1 0 1] 0 1]
1(chi) = Input
2(a) ‘One mark for each comect row:
ey Even | Odd
B-bit b I
inary value | = ) 0\
1111111 . &
01100110 v
01111011 v
10000000 v
2(b) Any five from:
- Avalue is calculated from the data
= The value is calculated using an algorithm // by mpl
- The value is appended to the data to be transmi
= Value is recalculated after transmission
- Values are compared
- [fthe values match the data is correct /I, do not match the data is incomrect
Q 29) Winter 20 P13
4(a) Any four from:
- Browsers sends UR
- es for URL
& b browser
- IP addressfweb server for web pages
- eb server to browser
- display web pages
- are exchanged/authenticated /i SSL/HTTPS is used to secure the data
4(b) Any three from:
= Hacking
= Denial of service (DoS)
- Malware
- \irus
NOTE: three suitable types of malware can be awarded
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5(a) One mark for comrect fick, two marks for description
- Serial

- Bits sent one at a time
= Single wire

It parallel given, no mark for parallel, but follow through for correct description of parallel:

- Multiple bits sent at a time
= Multiple wires

5(b) Any three from:

- Universal connection /f industry standard

- (Can only be inserted one way

- Backward compatible

= Auto configures /f automatically recognised devices
= (Can power devices

- Fast data transfer speed

- Inexpensive to purchase/manufacture

T(a) One mark for each correct row:
o Even | Odd
8-bit binary value
v | Py
10000001 v \
10000010 v
00101001 '
00101000 v
Tib) Any one from:
- Transposition error i
= When bits still add up to odd/even number

Even number of incomect bits

Tic) Any one from:
-  ARQ
- Checksum

Q 30) March 20 P12

1(d)(i) Any three fr
liable/efficient over long distances
terference / cross talk

[ distort the data // less likely to get errors
in order

aper to purchaselinstall/maintain

1(d)(ii) | — Transmission in both directions ...
— ___not at the same time // asynchronous

1(d)(ii) | Any three from:
— Calculates a value from the bits/data (to be transferred) // by

example/description

— Value is appended to the bits/data

— Value is transferred with the bits/data

— Receiver recalculates the checksum

—  If both values are different error is detected // if both values are the same
the transmission is successful
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2(a) Any three from:

— A compression algorithm is used

— Data will be lost/deleted permanently // original file cannot be recreated

— Reduce the range of colours used / colour depth / bits per pixel

— Reduce the number of pixels / image resolution removes data that will not
be noticed by the user // removes unnecessary data

2(b) 1 mark for 1 line, 2 marks for 3 lines
Term Details
IP address 192.168.0.255

MAC address




